From: Bonnie Kyzer

To: Court Of Appeals Filings

Cc: "Pete Currence"; "Lori Ross"; "Brittany Point"; Ferderigos, Spiros S. Secretary (); Dick Whiting; Ferderigos, Spiros
S.; "Jerry@Theoslaw.com"

Subject: *Corrected* McGee vs McGee

Date: Tuesday, June 4, 2024 3:06:10 PM

Attachments: 20240604152623166.pdf

*** EXTERNAL EMAIL: This email originated from outside the organization. Please
exercise caution before clicking any links or opening attachments. ***

Ms. Kitchings,

Please see the attached **UPDATED and CORRECTED** Petitioner’s Response to the
Respondent’s Exceptions and Objections to the Special Referee’s Report and Proposed Findings and
a Return to the Respondents’ Motion to Dismiss the Pending Action in the Court of Appeals that has
been submitted for Filing.

I have served all parties in this action with a copy of this document by email under In re
Methods of Electronic Filing and Service Under Rule 262 of the South Carolina Appellate
Court Rules, Appellate Case No. 2020-000447 (April 24, 2024).

Thank you for your time and please let me know if anything further is needed.

Bonnie Faye Kyzer

Paralegal for Richard G. Whiting
Law Offices of Richard G. Whiting
1515 Lady Street

Post Office 7877

Columbia, SC 29202

(803) 256-9067

(803) 256-0223 (fax)

Bonnie.Kyzer@whitinglawsc.com

WE NOW ACCEPT PAYMENTS THROUGH LAWPAY AT:
https://secure.lawpay.com/pages/whitinglawsc/operating

The information contained in this e-mail message is intended only for the personal and confidential use of the recipient(s) named above.
This message may be an attorney-client communication and/or work product and is therefore privileged and confidential. If the reader of
this message is not the intended recipient or an agent responsible for delivering it to the intended recipient, you are hereby notified that
you have received this document in error and that any review, dissemination, distribution, or copying of this message is strictly

prohibited. If you have received this communication in error, please notify the sender immediately by e-mail, and delete the original
message.

Internet communications cannot be guaranteed to be secure or error-free as information could be intercepted, corrupted, lost, destroyed,
arrive late or incomplete, or contain viruses. Therefore, we do not accept responsibility for any errors or omissions that are present in this
message, or any attachment, that have arisen as a result of email transmission. If verification is required, please request a hard-copy
version. Any views or opinions presented are solely those of the author and do not necessarily represent those of the firm.
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THE STATE OF SOUTH CAROLINA

In The Court of Appeals

APPEAL FROM CHARLESTON COUNTY
Family Court

Family Courst Case No. 2022-DR-10-3072

Lindsay F. McGee Pelitioner

Justin McGee Respondent

The Petitioners Responsc to the Respondent’s Exceptions and Objections to the Special
Referce’s Report and Proposed Findings Dated May 3, 2024 and a Return to the
Respondents Motion to Dismiss the Pending Action in the Court of Appeals

The Petitioner, Lindsay F. McGee, herein provides to this Court the Eighth Supplemental
Affidavit of one of her retained computer/forensic experts Mr, John Bumgarner who responds to
the objection to the Special Referce, The Honorable Spiros Ferderigos Report to the Court of
Appeals, and In Opposition to The Motion to Dismiss the Pending Action in this Court,
Attached hereto as Exhibit “A” | incorporated herein set forth verbatim is the Eighth

Supplemental Affidavit of Mr. John Bumgarner.

The undersigned request that this Court particularly pay attention o paragraphs 4, 5, 6, 7,
8,9, 10, I, 12, and 13. Further, the Petitioner asks that this Court Consider the technical

evidence starting on page 6.





Respectfully Submitted,

s/Richard G. Whiting, Esquire

Richard G. Whiting

Attorney for Plaintiff

South Carolina Bar Number 6078
1515 Lady Street (29201)

Post Office Box 7877

Columbia, SC 29202
803-256-9067
dick.whiting@whitinglawse.com

£ey

Mary-Lousie Ramsdale, Esquire
alGcramsdalelaw.com

Terry Theos, Esquire
jerry@theosiaw.com

John Bumgarner
ihumgarner0l@igmail,com

Peter G, Currence, Esquire

Peter G. Currence

Attorney for Plaintiff

South Carolina Bar Number 13603
MecDougall, Self, Currence & Mcl.eod LLP
791 Greenlawn Drive, Suite 4

Columbia, SC 29209

803-776-3130

peteimsemiaw.com

Steven Mare Abrams
steveq@rabramsforensics.com

Matthew Abee
mati.abeeonelsommidlins.com
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APPEAL FROM CHARLESTON COUNTY
Family Court

Family Court Case No. 2022-DR-10-3072

lindsay F. McGee Petitioner

Justin McGee Respondent

EIGHTH SUPPLEMENTAL AFFIDAVIT OF JOHN BUMGARNER

PERSONALLY APPEARED BEFORE ME, the undersigned, who, being duly sworn,
deposes and states the following:

Background

1

My naime is John Bumgarner. | am a retired member of the US Armed Forces, where |
specialized in intelligence and special operations. | have performed work for the Cenlral
Intelligence Agency, Defense Inlelligence Agency, National Security Agency and the
United States Special Operations Gommand. My current fields of concentration are
cybersecurity and network forensics. | have a Master Degree in Information Systems
and one in Security Management. | have been a Cerlified Information Systems Security
Professional (CISSP) for 24 years and a Systems Security Certified Practitioner (SSCP)
for 22 years. | have assisted in the exam development for both of these internationally
recognized cybersecurity certifications. | was one of the first GIAC Incident Handler
{GCIH) certified worldwide. | have published deozens of articles on cybersecurity and
cyberwar. And | have lectured on these topics at the Naval Postgraduate School, King's
College London, Queen's University Belfast and other institutions. Some of my research
in my fields of expertise have been used by multiple organizations, including the Atlantic
Council, the Departiment of Defense, and the North Allantic Treaty Qrganization (NATO).
This research has also been used in hundreds of articles, books and studies that have
been published. Additionally, | have consulted on various projects with the Federal
Bureau of Investigation, the Unlied Stales Secret Service and the Department of
Homeland Security. | am currently based out of an office in Asheville, North Garolina.
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o

On July 10, 2023, the law firm McDougall Self Currence Mcleod headquartered in
Columbia, South Carolina retained my consulting services to investigate alleged cyber
intrusions into various accounts owned by their client Lindsay McGee. My rale has now
become that of a testifying expert,

My investigation into the alleged cyber intrusions and spying ailegations required a
detalled analysis of multiple pieces of technical data and non-technical information
spanning back to January 2021, This current affidavit is in response to the Respondent
Justin McGee's Exceptions and Objeclions fo the Special Referce's Report and
Proposed Findings Daled May 3, 2024. That response was filed by Matt Abse from
Nelson Mullins on May 13, 2024 and is related to the Family Court Gase No.
2022-DR-10-3072. This is my Eighth Supplemental Affidavit and my ninth affidavit
overall since August 2023 for this Family Court Case.

On May 13, 2024, Matt Abee raised the issue that the State of South Carolina Appeal
Court should end the appeal in favor of Justin McGee based on two of Judge
Ferderigos' findings, which are listed below. (Respondent Justin McGee's Exceptions
and Objections to the Special Referee's Report and Proposed Findings Dated May 3,
2024, hereinafter referred to as “Husband's Response,” p. 2)

a. “That there is no direct evidence presented 1o the Family Court that fHusband]
has intercepted or attempled to intercept any audio records from the CAMDUCK
or other spying device."

b. *That there is no circumstantial evidence that {Husband] intentionally intercepted
audio recordings from the CAMDUCK?",

item 4.a. above states that there is no direct evidence that the Respondent intercepted
or attempled to intercept any audio records from the CAMDUGK, Any "direct evidence,”
such as a downloaded video from the CAMDUCK or any of the other 12 spy cameras
that the Respondent placed in the Petitioner’s residence, would have been downloaded
to the Respondent's Apple iPhone XS MAX. To dale, the law firm McDougall, Self,
Currence & McLeod has not been given access to the Respondent’s Apple iPhone XS
MAX, iCloud accounts, or computers. Any polontial evidence on these devices or
storage systerns has likely been spoliated by the Respondent. There might be forensic
fragments on these devices or services of a video that was downloaded by the
Respondent, but oblaining these digital fragments would be costly in terms of both
manpower and time,
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6. ltem 4.b. above states that there is no circumstantial evidence that [Husband)
intentionally intercopted audio recordings from the CAMDUGCK. However, there is
overwhelming technical evidence thal counters this claim and Mr. Abee’s objection.
There is technical evidence that shows that someone using the CIXICM (CAMDUCK)
management application deleted videos from the CAMDUCK remotely on August 27,
2022, while the Petitioner was getling dressed in her bedroom. Additionally, there is
strong technical ovidence (AT&T bandwidth records) showing that someone was
continuously accessing the spy cameras in the Pelitioner's home remotely. To date, the
law firm McDougalf, Self, Currence & Mcl.eod has not obtained the bandwidth records
from any of the Respondent's internet services. | surmise thal these records would
indicate large downloads, which likely correspond with the Petitioner’s AT&T records.

7. Mr. Abee also claims that the Respondent's Amazon purchase records for the
CAMDUCK indicated that it didn't have audio, suggesting that some of Judge
Ferderigos' findings are erroncous. MceDougall, Sell, Currence & McLeod have already
proved beyond a shadow of a doubt that the vendor intentionally omilted information
about the camera having audio to comply with Amazon's policies in the US. There are
multiple picces of ovidence supporting this, which have been submitted in several
affidavits by me and by Stave Abrams, another expert working with McDougall, Self,
Currence & Mcteod on this case. Since filing my Seventh Supplemental Affidavit on
Aprit 18, 2024, the CAMDUCK managed software was updaied on May 26, 2024, The
update clearly shows that CAMDUCK cameras have audio recording capabilities,

Figure 1 CAMDUCK Management Application Update

AVARABLE UPDATES

Update All 12

Update

1. Add user manual

2. Fnable engineering mode, optimize
without sound bugs

3. Adapl to different davices and display
difleren resolution switching paramelors
4. When optindzing the connection of
device wifl to watch videos, sometimes
there may be a black screen and no video

hug

Vassion 13,1 - 10,8 M3
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8.

i1,

The CAMBUCK discovered in the Petitioner's bedroom recorded thousands of videos
with embedded audio tracks. According to the device’s vendor, the microphone in the
CAMDUCK had to be manually enabled using the camera’s management application.
The Respondent has admitted to installing this management application on his Apple
iPhone XS MAX. Once the Respondent enabled the camera's microphone, he wouid
have immediately been able to hear audio in the videos, such as the ones that were
remotely deleted on August 27, 2022,

Mr, Abee also claims that Steve Abrams and | manipulated the data on the CAMDUCK
to hear the audio tracks, which he states were encrypted, thus the Respondent could
not have heard the audio that was recorded with the video. The videos on the
CAMDUCK were written in an industry-standard format and were not encrypted by any
algorithm or protected by any secondary security measure. Anycne accessing these
video files would have been able to hear the audio tracks without any special software
Or security keys/passwords.

. Mr. Abee also claims thal the AT&T router logs used in my investigation of the spy

cameras installed by the Respondent in the Petitioner's residence should be
inadmissible as evidence. He argues that these third-party records fack authenticity but
provides no details on why these AT&T records are net aulhentic. The original AT&T
records were obtained from the SmartHome Management application used to manage
the router in the Petitioner’s residence. | took time-stamped screenshots of the
information that | reviewed using the SmartHome Management application, My access
to the SmartHome Management application ang the time-stamped screenshots can be
easily verified by AT&T from their internal records, Obtaining these records would only
corroborate my findings about the spy cameras connected to the Petitioner’s network,
These AT&T records would also prove beyond a shadow of a doubt thal the device
records used in my investigation are completely authentic and were not manipulated in
any way. The local Arris router logs were obtained by the Petitioner under my
instructions. These local logs directly correlate with the ones pulled from the AT&T
smartHome Management application. The only issue with the Arris rouler logs is the
last activity timestamp, which is generated by the router itself. The Respondent and his
expert have proved that the Arris log files are 100% accurate for devices that were
attached to the Wi-Fi network in the Petitioner’s home.

The sheer gravity of this case warrants an opposing expert o review the evidence. It is
inconceivable that Nelson Mullins, the faw firm representing Justin McGee
{Respondent), has not obtained another expert like mysell in the last eight months to
refute the technical evidence in this case. The ovidence | have reviewed is exiensive.
The documentary evidence clearly shows that the Respondent purchased over two
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dozen spy cameras betwesen December 2020 and July 2022, This evidence, along with
my research, indicales that at least nine of these cameras had audio recording
capabilities. The technical evidence clearly shows that 13 spy cameras were listed in
the Petitioner's internet log files. The Respondent has confirmed that he installed the
management application for these cameras on his Apple iPhone XS Max. It is
unfathomable how their opposing expert could refute any of the evidence related to the
spy cameras in this case.

12. To date, Mr. Abee and the Respondent have provided no tangible evidence to
contradict my or Steve Abrams' technical findings in this case. Ali of Nelson Mulling'
and the Respondent's filings are designed to cast doubt on my affidavits, None of their
filings are supported by any technical evidence beyond their own written words. |
continually submit the same evidence to counter their unfounded claims. Nelson Mulling
and the Respondent have substantially delayed this case with their frivolous filings,
which lack any supporting evidence,

13. Mr. Abee has raised concemns about Himited discovery (Husband's Response, p. 2). It is
unclear how the lack of discovery has hampered Mr. Abee's legal support for the
Respondent. Additionally, discovery by McDeougall, Self, Currence & MclLeod would
have only furlher solidified our position concerning the spy cameras that were piaced in
the Petitioner’s residence by the Respondent.

Technical Evidence as of 06-03-2024

14. To date, all the technical ovidence obtained to deveiop this affidavit and all of my
previous ones was obtained solely by McDougall, Self, Currence & Mcleod. Nelson
Mulling, the faw firm representing Justin McGee (Respondent), has provided limited data
that has any forensic value.

Affidavit Status as of 06-03-2024

5. This Eighth Supplemental Affidavit was develeped in response to  Respondent Justin
McGee's Exceptions and Objections to the Special Referee's Report and Proposed
Findings Dated May 3, 2024 file on May 13, 2024 in the Family Court Case No.
2022-DR-10-3072. As additional aquestions need to be answered or as more daia
becomes available for analysis another supplemental affidavit will be created,
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