
STATE OF SOUTH CAROI.I:'II .\ 

COU:-.ITY OF RICHLAND 

In re ('RIM INAL INVESTIGATION 
Sprint/Ncxtel Inc. 

--~------
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) 

) 
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) 

) 

) 

) 

) 

1:'1' TilE CIRCUIT COURT FOR 

THE FIFTH .JUDICIAL CIRCUIT 

FBLED 
(Filed Under Seal) FEB - 4 2011 

JAMES R. PARKS 
CLERK, STATE GRAND JURY 

IN THE MATTER OF THE APPLICATION OF THE STATE OF SOUTH CAROLINA 
FOR AN ORDER: (I) AUTHORIZING THE INSTALLATION AND USE OF A PEN 
REGISTER, A TRAP AND TRACE DEVICE, AND DIRI<XT CONNECTIDISPATCH 
SERVICES, (2) REAL TIME GLOBAL POSITIONING SYSTEM (GPS) LOCATION 
INFORMATION, PING DATA INFORMATION .\ND CELL SITE/SECTOR 
INFORMATION (3) AUTHORIZING RF.LEASE OF CALL DETAIL, SUBSCRIOER 
INFORMATION, AND/OR CELL SITE INFORMATION FOR (803) SI 8-9729; IMSI 
316010168722837 AND UFMI 150*720*2936 AND (803)223-1712; IMS1316010164167492 
AND UFMIISO*974*IIS82. 

.\PPUC\TION 

THIS CAUSE COMING TO BE HEARD and being heard before the uJ1(krsigned Judge 

of the Circuit Court of Richland County, SOUTH C:\ROLINA hereby applies to the court for an 

ortlc:' authori;ring the release of historicai call dctai I records for the timc period of February I, 

201 () to the present; the installation and liSC of a Pcn Register and Trap anti Trace deviee l
; anti 

the installatioll of a Real Timc Globall'ositioning System (GPS) location inforl11ation , Ping Data 

in/ormation and cdl site/sector information, for the period or sixty (60) Jays frol11 this ordt!r and 

usc the CALEA Delivery System, as they may clect, and an order directing disclosurc of 

1 " Pen register" means a "device which records or decodes electronic or other ilTlfJulses which identify thp. 
numbers dialed m otherwise transmitted on the le l(~ phone line to which the device is attached, but the tdrm do(.c not 
include any dHvice uSfld by a provider nr customer of a wire or e luctro nic cOll1lTlunication servico for bilJin[j or recordin~ ! 
as an incident to billing, for communication services provided by the provider, or .(lny device used by a provider or 
customer of a wire communic:ation sarvks for cost accounting or other like purposes in the ordinary course of its 
business." Section 17·30-15(21). "Trc:lp antJ trace device" moan!; "a device which captures the incoming electronic or 
other impulses which identify the originating number of an instrument or a device from which a wire or electronic 
communication was transmitttd." Section 17-30- 15(22). 
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suh3criber idi.1rIllation and/or cell site information purSllailt to Scction 17-:29-1 () <.:t seq. South 

C arolilla Code of La\\'s ( I <)7(». In support of this appl ication. applicant stat<.:s the following: 

Applicant Jack Rushing is a Special Agcnt for the South Carolina Law Enforccment 

Div ision (SLED), as well as a Task Force Ofticer ofthc DL\ Columbia, South Carolina [)istrict 

Ortiee. and therefor.:. pursuant to Section 17-29-J()(A)( I) . S.c. Code of Laws (1970), may apply 

1<1r an order authorizing the installation and usc ofpcn registers and trap and trace devices. 

;\pplicant ccrti fks that agents comprised from the South Carolina Law Enforcement 

Div is ion, the Lexington County Sheriffs Departmcnt (LCSD). the Richland County Sheriirs 

D~partment (RCSD), the West Columbia Policc Department (WCPD), and the United States 

Drug Entorcement Administration (DEA), arc conducting a criminal investigation in Lexington 

and Richland Counties in South Carolimi on A Subject yet to be Identified, in connection with 

violations of Section 44-53-370, South Carolina Code a f Laws. Subjects yet to be Identified are 

the subjects of the investigation and arc possibly in possession oftc\cphone numbers (803) 518-

9729; IMSI #316010168722837 and Urban Fleet Mobile Identifiel' (UFMI) ISO*72()*2936 

(hercailer referred to as Target Telephone 3) and (803)223-1712; IMSI #316010164167492 

lllld Urblln Fleet Mobile Identifier UFMI15()*974*IIS82 (hereafter refen-ed to as Target 

Telephone 4), cellular telephones issued by Sprint/Nextel Inc., and used by SuIJjects yet to be 

Identified, and that the information likely to be obtained from the pen register, trap and trace 

device. GPS location anu cell site inl(Jnllation is relevant amI material to an ongoing criminal 

in vestigation in that it is believed that this information will concern the investigation of the 

subjects for the af()I'(:nlClltioned offenses. Applicant f[(rther ccrti 11es that there is probable cause 

to '1elieve that Snb.iects yet 10 he Idl'nlified arc participants in the criminal activity heing 

illvl.!stigatcd. 

In acconlilncc \\'it" Scction 17-.11)-1 IJ ct seq ., S.c. Code or1.aws, the Applicant shall usc 

lI:c\"lI :ology rLOJsonahly ilvailahk to it to rcslrict the recording or decoding of l'iectronic or other 

illlpu ises to the dialing, routing. addressing and signaling inf"rmation utili/.cu in Ihe processing 
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and transmitting of wire or electronic communications so as not to include the cont~nts of any 

wire or electronic communication. 

Applicant requests that the COlirt isslie an order. pursuant to Section 17-2()-40(A). South 

Carolina Coue of Laws (1976). authori zing the installation and lise of a pen register with the 

S~r'licc Providel). Sprint/Nextcl Inc., in order to record or decode dialing, routing, addressing. 

GPS locati on or signaling information transmitted from Target Telephone 3 and Target 

T dcphone 4 to record the date and time of sllc h dialing or transmissions. and to record the 

length oftimc the telephone receiver in question is off the hook for incoming and outgoing calls, 

without geographicallimils. for a period of sixty (60) days . 

Applicant further requests that the Court issue an order, pursuant to Section 17-29-40(A), 

South Carolina Code of Laws (1976), authorizing the installation and use of a trap and trace 

device on Target Telephone 3 and Target Telephone 4 to capture and record the incoming 

d~clronic or other impulses which identify the originating numbers or other dialing. routing, 

addressing. GPS location or signaling inl'onnation reasonably likely to idcnti fy the sources of' 

wire or electronic communications and to record the date, time, and duration of calls created by 

such incoming impu lses, without geographicallilllits , f'or a period of sixty (60) days. 

Applicant further requests Ihat the Service Proviuer, SprintlNcxtellnc., notify SLED 

and oEA, upon oral or writtcn request, of any and all changes (to indudc additions, deletions, 

anJ transf'ers) in service regarding Target Telephone 3 and Target Tclephone 4 to inc Iud" 

telephone numbcrs ami subscriber inl\m11<ltion (published and non-published) associated with 

lhl...'sc service changes . 

. Service Provider includes any other v/ireless or hardline telecommunication r.ompany as well as any internet 
ser"ice provider Of other electronic communications J,Jrovider providing voice·over IP [VoIPJ telephony_ VolP is 
essentially a type of hardware and software that allows people to use the interne I as a transmission medium tor 
telephone calls. :n general, this means sendinq voice information in the form of digital packets of information rather than 
serding it IhrourJh the traditional public switch telephone nelwork. 
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Applicant further requests, pursuant to Section 17-29-50(,\) and Section 17-19-50(C), 

Sl)uth Carolina Code of Laws (I <).76), that the order direct Sprint/Nt:xtd Inc" that the furnishing 

of information, I:lcilitics, and technical assistance necessary to accomplish the installation and 

Ope!'ution ofth~ pen register, trap and trace, and/or CalierlD/CallerlD Dclu:\~ unobtrusively and 

with a minimum of interference with the sen'ices that arc accorded the persons with respect to 

",hom the installation and use is to take place with reasonable compensation to be paid by SLED 

and!or DEA for reasonable expenses incurred in providing such facilities and ass istance. 

,\pplicant further requests that Sprint LP, Celfco Partnership dha Verizon Wireless, 

Sprint Spectrum LP, CingulaI' Wireless, Ncxtcl COlllmunications, Nextel Coml1lunications, 

T racfone, US Cellular, T -Mobile USA, Sprint Comll1unications, BeliSollth Communications, 

Vcrizon South Inc., Vcrizon North Inc .. Sprint Carolina Telephonc and Telegraph andlor any 

other wireless or hardlinc tciecommunication company provide SLED and DEA with subscriber 

intl)rl11ation, including names, addresses, credit and billing infonmltion of the subscribers, 

published and non-published, for the t<::lephonc numbers being dialed to and from, lor a period of 

sixty (60) days, 

In support of its rcquest lor an order, the applicant sets forth the following specific and 

articulable facts showing that there ar-: reasonable grounds to believe that the subscriber 

in ;lmnation pertaining to tekphonc numbcrs itiGntified through the pen register, and trap and 

trace device, on Target Telcphone 3 lInd Ta"get Telephone 4 and cell site information 

regarding Target Telephonc 3 and Turget Telephone 4 arc relevant and material to an ongoing 

crim inal invcstigation: 

Special :\g~n t .lack Rushing, oCthe South Carolina Law Enll)l'Cl'lllcnt Division, is 

working ill conjunction \\'ith ,\gent Michael Burkc, an agent orthe l.L'xington ('ollnty Sherin's 

DLpartment and Task Force Oniccr or the DE,\ Columbia, South Carolina District Onice, along 

wi th ;\gents from the Wcst Columbia Police Department. Richland COllnty Sheriffs Dcpartment, 
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and DEA. regarding a :dexican heroin drug trafficking organi zation (DTO) operating in the 

eOllnties of Lexington and Richland. Slluth Carolina. 

Beginning in September 200') , agents began conducting surveillance on the OTO 

al!el11pting to identify persons. vchicles. and residences associated with the organization. During 

the course of the investigation. agents idcntilied Taq~et Telephone I and Tllr!,!ct Telephone 2 

as controlling "Dispatch" telephones Cor the DTO. Agents have further identified Target 

Telephone 3 and Target Telephone ~ as associated It:icphoncs within the org<lniz<ltion pursuant 

to active PEN Register infonnation as fo llows: 

On February 2, 2010, a PEN Register and Trap and Trace Device was acti vated on 

'Llrget Telephone I (773-5 fo-8(23) which had becn identilicd as a hcroin "Dispatch" number 

thro ugh controlled purchasc operations conducted by law enforcement. Information gained 

through the use of the PEN Register and Trap and Trace Device has confirmed that Target 

Telephone I is utilized primarily to receive incoming calls li'OI11 heroin purchasers requesting 

quantities of heroin. It has also been observed that there arc a limited number of o utgoing calls, 

as we ll as PTT calls (also known as Direct Connect calls), madc from Target Telephone I . 

Agents have leamed during the course of this investigation , as well as a similar investigation in 

2006, that following the incoming call fmm the purchaser the "Dispatcher" will contact a 

"Courier" to deliver the h-.:roin . ;\s previously stated, agents have observed no outgoing calls 

fo llowing incoming calls Ii'om purchasers which lead to the belief that a second phone was being 

used to 1~lcilitatc calls to the "Couriers." 

Pursuant to an analysis 0 I' tolls from telephones idcnti fled during a simi lar investigation 

cond ucted by the DEA Nasll\'illc, Tennessee District Omee, agents observed a comlllonal ity 0(' 

nu mbers of Target Telephone 1 and Target Telephone 2 (773-51 (,·ROn) with minimal contact 

be:wccn Tal'gel Telephones 1 and 2. 

5 
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On February 10, 20 I (), a PEN Regis ter and Trap and Trace D.;vicc was activated on 

Target Telephone 2. Information gained from the PEN Register and Trnp and Trace Device 

shows that Target Telephone 2 is prim,:rily utilil.ed to make outgoing and receive incoming 

I'TT calls (a lso known as Direct Connect calls). The PE.0i Register and Trap and Trace Del'icc 

rurthcrshows that Tar'get Telephone 2 has nearly exclusive PTT contact II' ith Target 

Telqlhoncs 3 and 4. Furthcl'lmll'<:, an analysis of tolls li'olll Target Telephones 1,2,3, and 4 

ilas established a pattern showing a series or I'll calls between Target Telephones 2, 3, and 4 

immediately lollowi ng an incoming call to Target Telephone I from known and suspected 

heroin purchasers. 

In the Applicant's expericnce orthis case. as well as similar previous cases of this nature, 

drug traffickers cOl11l11only rely on ccIlubr telephones in order to coordinate shipments of illegal 

drugs, to contact sources of supply of illegal drugs, to contact subordinates within the 

organization regarding the distribution ofillcgal cJrLlgs, and to coordinate business contacts with 

purchasers ofillcgal drugs. Furthermore, subscriber information. including toll data obtained 

li'om numbers captured by pen registers, trap and trac.: deviccs has yielded inforillation that is 

rcievant and Illaterial to ilicnti fying the location and assoc iates of drug traffickers. 

Based upon the above facts and pursuant to Section I 7-29-40(A)( I), South Carolina Code 

of LiWS (1976), because there are reasonable grounds to believe ihm such information is relevant 

ami material to an ongoing investigation and there is probable cause to believe that a user of the 

service to which the pen register and/or trap and trace device is applicu is a participant in the 

crinl!nal activity bdng investigated, Applicant requcsts that SprintiNextellnc. he ordered to 

supply to SLED ,ind DEA the following records to include incoming and olltglling call detail' 

I\:cords, without geographical lilllits. nlllnh.:rs diakd to include the dialed extraction (u.k.a. 

------ ----
) "Call detail records" are similar to toll records (i.e. historical telepl1on~ records of Um telephone actbity, usually 

lis linn outgoing calls and date, time. and duration of ear.h caU), whictl rue made and retained in the ordinary course uf 
bUEiness. Ho'vever, "c;lll detail records '· is the tHnn used when referring to toll records of mobile telephones ralhcr (han 
l1arrJline telephones . Unlike toll records, however, call detail records also include a record of incominy cCllIs and the 
cellsile/sector(s) used by the mobilo telephone to obtain service for a call or when in an idle state. 
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pun.;il list) feature. local and long distan c ~ telephone connection records. records of call times 

and durations. his{()ricoi ccll sik infonnation<. GPS location. suhscriber information to include 

Ii J11'e. address. bi II ing information, mai I ing address. length 0 I' servic~ (inc ludi ng start date) and 

types of service utilized. tdcphonc or instrument number (1:YISI,' :-"IIi'iil:VIEI;MSIDiES;\J) for all 

numbers assigned to account or other su!,scribcr number or identity. including tcmporarily 

assigned network address, routing, addressing, or signaling information. It is further requested 

that Sprint Spectrum LP, Cellco Partnership dba Vcrizon Wireless, Cingular Wireless. Nextcl 

Communications. N..,xtel Partners, Traclo nc. LIS C<:lIular, T -iVlobik USA. Sprint 

Communications. BellSouth Telecommunications. Verizon South Inc .. Vcrizon North Inc .. 

Sprint-Carolina Telephone and Telegraph. and/or allY other wireless or hardlinc 

telecommunication company provide the following information for all calls, outgoing and 

incoming, to Target Telephone 3 and Target Telcphone 4, provide subscriber information only 

(IiMl1e and address), which includes published. non-published, or unlisted dialing. routing, 

addressing, or signaling information. name and addrcss. which is reasonably likely to identi fy the 

sourt:~ ofa wire or electronic comll1unic<ition transmitted to or fi'om Target Telephone 3 and 

Target Telephone 4 as captured by the trap and trace device on Target Telephone 3 and 

'LII'get Telephone 4 upon oral or written dcmand by agents of SLED and/or DEA, and also be 

ordered to disclose thc location of cell site/sector (physical address) at call origination (for 

outgoing calls), call termination (lor incoll1ing calls) and , ifreasonably available, during the 

progress of a call for Target Telephone 3 and Target Telephone 4 . 

., To place a call, a cell phone must send a radio signal to an antenna tower which , in turn , is connected to the 
provider's network . The area covered by the lower varies depending 011 the population density of the area. This area is 
often divided into thirds ( 120 degree sectors. The cell site is located in a geographic area within which wireless .service is 
su pported through radio signaling to and from antenna tower{s) operated by a service provider. Cell sites are located 
thr" ughout the United States. Cellular telephones that are powered on will automatically register or re·register with a 
cellular tower as the phone travels within the provider's service area. The registration process is the technical means by 
which the network identifies the subscriber, valicates the account nnd determines whore to route call traffic. This 
exchange occurs on a dedicated control channollhat is dearly separate from that used for call content (Le. audio)--which 
ocrurs on a separate dedicated channel. As used herein, "cell site information" refers categorically to any and ~U <.lata 
associated with registration of the Subj(;ct Telephu;1e \'.ith cell sites/network, as '1Je I! 1.5 other d~ta used by the net'vl:nrk to 
..?st.:ilJlish J GonrYJction with the tel ,.pl"IOne handsel ~nd to maintain connr.ctivity to til e.. rmlwork. TI,is inclurlc..:s the physic,~1 
location and/or address of tile ce (ful~r lov/er. cel! sih~ sector, control ch<:.lnnel numbnr, neiglllJor cCJH lists, and 3ny 
identitic<ltion numbers . procc!'ising drlta . and par;:rneters nat pertaining to the cOlltp.nts of a c:lIL "Historical eel! sitc; 
inkrrnation" reters to cell site intorr.latian thai is meei'/ed and stored by the Servic(; Provider prior to disclosure. With 
respect to this historical cell site information. Applicant submits that the specific ;:Jocl articulable facts herein arc sufficient 
to meet tho probable calise slandard of Rule ~ 1. Fed. R. Crim. P. 

7 
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,;pp!icant furth.:r requ.:sts that Sprint/~extcllnc, not terminate or restrict s.:r\'ic.:s to any 

ccllul'ILwirdcss t.:lcphone co\'c reu l,y thi s order. lor the uurat ion of this order and any Ices 

associated \\ith the account will he covered by SI.ED and/or DE.\ ifit is determined that 

activation is ncc.:ssary, 

.\pplicant requests that the Orde:' be made applicable to any changed telephone numbcr(s) 

subsequ.:ntly assigned to an instrument hearing the same IMSI'. MIN, IMEI, MSID or ESN as 

Target Telephone 3 and T:II'g('/ Tcll'phone 4. or any changctllMSI. MIN. IMEI. MSID or 

ESN. suhscljaently assi gned to thc same tel.:phonc Ilumh.:r as Target Telephone 3 and Target 

Tclephone 4 , or any additional changcu telephone number(s) and/or IMSI. MIN, IMEI , MSID or 

ESN, whether the changes occur consecutively or simultaneously. listed to thc same subscriber 

and wireh:ss telephone account number as Target Telephone 3 and Target Telephonc 4. 

Applicant further requests, pursuant to 17-29-40(D)(I), that this application and order be 

scaled until otherwise ordered by the court and direct the aforesaid service providers and any 

other local. long distance, or wireless carrier servicing Target Telephone 3 and Target 

Tdl'phone 4 or servicing a telcphonc used to conncct with Target Telcphonc 3 and Target 

Tdcphone 4 who is obligated by the order to provide assistance to SLED andlor DEA not to 

uisclosc in any manner, uirectly or indirectly, by any action or inaction. to the listed subscriber 

fo r Target Telephone 3 and Target Telcphone 4. the occupant of said prcmis.:s, the subscriber 

of the incoming calls to or outgoing calls from Taq~ct Tclcphone 3 and Targel Telcphone 4. or 

to any other person. the existence of this llrlkr, in full or redacted from, the existence of the pcn 

register, or tl'ap and trace devicc. or the existence or this invt:stigatiol1 unless otherwise ordered 

¥ Every mobile phone that uses the Global Systf.m of Hobile communir.iltions (GSM) furm3t has a SIM 
(Subscriber Identity t.1udule) card that b installed or insertecl lnto the rnobi le phone device. Th e SI~1 r.ard contains the 
IMSI. '.vhich is a non-di<:llable number programmed 011 a microchip on the SIM card. It is the Il'vlSI th ~11 is used to uniquely 
identify a subscriber to the GSM mobile phone network. The IMSI number is unique to that SIM card and is nev(-!r re­
assigned. Therefore, jf the laruet exchanges his mobile phone for an updated model and/or changes his phone number, 
but retains his StM card, the IMSI will remain Ihe same. The IMEI is similar to a serial number and uniquely identifies th& 
mobile device itself. 
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by this Court and further that this application and order be SE,\LED. except one ( I ) copy to 

SLE D and one (I ) copy to DE.\, 

When:fore, it is respectfully requested that the Court grant all order (I) directing 

SprintiNcxtcllne. to furnish the requested rccl)rds. and (2) scaling this application and order. 

I declare undcr penalty orpe,jury that the foregoing is true and correct to the best of my 

knowledge and bclid~ and that this declaration was cxcclltcd on March 1,2010, 

.2010, 

ck Y. Rushing, Special Agent 
South Carolina Law Enforcement Division 

I . 
Sworn before me this ~:. day of . ~~r _, 20 I 0, 

~.-" r -'7 " -;:7 r J ". /" J4 G, Thomas Coope~-:-::~'-_~~:".. ~ _ _ , __ ,_ 
Circuit Court .Judge for the Fifth .Judicia Circuit 
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STATE OF SOUTH CAROLIN.-\ 

COUi\TY OF RICH L\i'J I) 

In re CRIMINAL INVESTIGATION 
Sprint/Ncxtellnc. 

) 
) 

) 
) 
) 

) 

) 
) 

) 

IN TIlE CIRCUIT COt.:RT FOR 

TI-I E FIFTH ,Jl' I)ICIAL. CI J2:l'i . 
LED 

(FiI~d Under Seal) 
FEB - 42011 

JAMES R, PARKS 
CLERK, STATE GRANO JURY 

IN THE MATTER OF TilE .\PPLICATION OF THE STAn: OF SOUTH CAROLINA 
FOR AN ORDER: (I) AUTHORIZING THE INSTALLATION AND USE OF A PEN 
REGISTER, A TRAP AND TRACE I)EVICE, AND DIRECT CONNECTIDISPATCH 
SERVICES, (2) REAL TIME GLOBAL POSITIONING SYSTEM (GPS) LOCATION 
INFORMATION, PING DATA INFORMATION AND CELL SITE/SECTOR 
INFORMATION, (3) AUTHORIZING RELEASE OF CALL DETAIL, SUBSCRIBER 
INFORMATION, AND/OR CELL SITE INFORMATION FOR (803) 518-9729; IMSI 
316010168722837 AND UFMI150*720*2936 .\ND (803)223-1712; IMSI316010164167.t92 
AND VFMI 150*974*1 1582. 

ORD~:R 

This matter having come before the Court pursuant to an application under Scction 17-

2<;-30(A)( I). South Carolina Code of Laws, by ,lack Rushing, Special Agent for the South 

Carolina Law Enforcemcnt Division and Task Force OJ'liccr orthe DEA Columbia, South 

Cmolina District Office, requesting an order authorizing the r<!lease of historical call detail 

records for the time period of February 1,2010 to the present; the installation and liS': ofa Pen 

Register and Trap and Truce Device'; and the installatiun of Real Time Global Positioning 

System (GPS) locatiun information. Ping Data Information amI cell site/sector information, lor 

the period of sixty (60) days from tile date or this ordcr and li se a CALEA Delivery Systcm. as 

1 "Pen register" means a "device which fLcorris or decodes electronic or other impulses which identify the 
numbers dialed or otherwise transmitted on the te lephone line to which the dp.vicc is attached, but the term does not 
include any device used by a provider or customer of a wire or electronic communication service for billing or recorrjinu 
as 3n incident to billing, for cf)mmUniC3lion services proviued by the provider, or any device used t)y a provider Of 

GUs torn8f o f a wire communication service for cost accounting or oHler like l1urposes in the ordinary course of its 
bUSIness ," Section 17-30-15(21). "Trap and !(;lce devi ce " means "a device which captures the incoming electronic or 
other impulses which identify the ori~~{nating numbclr of an instrument or a device from which a wire or electronic 
colTmunication was transmilted:· Section 17-:JO-15(22). 
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Ihey may cicct, and an order directing disclosur~ o/" subscriber informatioll and/or cell site 

inlol111ation pursuant to Section 17-2')-10 et seq. South Carnlina code of laws (1976) for the 

Ord~r for telephont: numbel-s (803) 518-9729; I :\IS I #316010168722837 and Urban Fleet 

:'I10hile Identifier (UFMI) 150*720·2930 (hereafter rcicrn:d to as Target Telephone 3) and 

(803)223-1712; I;\ISI #316010164167492 and lirhan Fleet :'Ilobile Identifier UFl\1I 

I ~O"974 * 1 1582 (hereafter rctcrrcd to as Target Telephone 4), cellular tc1ephom:s issued by 

Sprint/Nextcllnc., and utilized by Sub.iects yet to be Identified. In support Oflilis application, 

th~ applicant states the following: 

Upon review orthe application, the Court finds that, pursuant to Section 17-2')-30(8)(2), 

South Caro li !la Codc of Laws, Applicant has ccrti Ii cd that the information likely to be obtained 

by such use is relevant to an ongoing criminal investigation being conducted by SLED and DEA 

regarding a Drug Traflicking Organization (OTO) operating within the State of South Carolina. 

The Court fu:iher finds, the Applicant has offered specific and miiculablc facts showing that 

there are reasonable grounds to believe that subscriber information for dialing, rOLlting, 

addressing, GPS location and signaling information transmitted to and from Target Telephone 3 

l1l1d Target Telephone 4 is relevant and material to an ongoing criminal investigation. 

Pursuant to Section 17-29-30(B)(2), South Carolina Code of Laws, the Applicant has 

rll!thcr established that there are specific ancl articulablc facts showing that there arc reasonable 

grounds to be lieve that cell site in[ormation1 is relevant and material to an ongoing criminal 

' To place a call, a cell phone must send a radio signal 10 an antenna tower which. in turn . is connected to the 
provider's network. The area cov~red by the tower varies depending on the population density of the area. This area is 
often divided into thirds ( 120 degree sectors. The cell site is located in a geographic area within which wireless service is 
suppcrted through radio signaling to and frorn antenna tower(s) operated by a service provider. Cell sites are located 
throu,hout the Uniled States. Cellular telephones that are powered on will automatically register or re-register with a 
cellular tower as the phone travels within tile provider's service area. The registration process is the technical means by 
wh·ch the network identifies the subscriber. validates the account and determines where 10 roule call Iraffic. This 

. exchange occurs on a dedicated control chc:lnnel that is clearly separate from that used for call content (Le. audio}--which 
o(;curs on a separate dedicated channel. As used herein , "cPoII site information" refers categorica lly to any and all data 
assOCIated with registration of the Subject Tclephonp. with cell sites/network, as Vle ll as other data used by the netNork 10 
establish a connection with the telephone handset and to maintain connectivity to the network, This includes the phYSical 
lecation andlor address of the cellular to\V~r . cell site sector. conlrol channel number. neighbor cell lists, and any 
identification numbers, processing data, and parameters not pertaining to the contents of a call. " Historical cell site 
information" refers to cell site information that is received and stored by the Service Provider prior to disclosure. With 
mspect to this historical ce ll site infonnation, Applir.anl subrnits that the specific and articulable facts herein are sufficient 

1 
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111\'C$ t igat i 01: . 

Therefore, IT IS ORDERED. lhal agents of SLED and DE.\ may install, or cause 10 be 

installed. am: usc a pen register. to record or decode dialing, routing, addressing, or signaling 

info rmation transmitted n'ol11 Tal'get Telephone 3 'Illd Target Tclephone 4, to record th~ date 

cmd time ofsllch dialings or transmissions, ami to record the length of time the telephone receiver 

ill q uestion is olrthe 11Llllk for incoming or outgoing calls for a period orsixty (IiO) days li'om the 

date this Ortler is tiled by the Court; 

IT IS FURTHER ORDERED, pursuant to Section 17-29-30(.\)( 1), South Carolina ('ode 

of Laws, that agents of SLED and DEA may install, or cause to be installed, and usc a trap and 

trace device (known as Caller ID Deluxe) and activate the CALEA Delivery System on Tllrget 

Telephone 3 and Target Telcphone 4 to capture and record the incoming electronic or other 

impulses which identify the originating number, or other dialing, routing, addressing, GPS 

location and signaling information reasonably likely to identi fy the source of a wire or electronic 

comlllunication, and to record the date, time, and duration of calls created by such incoming 

impUlses, without geographical limits, for a period of sixty «(i()) days from the date this Order is 

filed by the Court; 

rr IS FURTHER ORDERED, and based upon my fin ding that there are specific 

articulable facts showing that there arc rcasonable grounds to belicve that subscriber information, 

limited to name and address, for those persons receiving calls from Target Telcphone 3 and 

Target Telephone 4 and those persons making calls to Targct Telephone 3 and Target 

Tckphonc 4 is relevant and material to the referenced ongoing criminal investigation and, 

thcrct()I'e, Sprint Spectrulll LP, Celleo Partncrship elba Vcril.On Wireless, CingulaI' Wireless, 

i\cxtcl Comlllunications, Ncxtcl Partncl's, Tracfonc, l 'S Cellular, T-Mobilc USA, Sprint 

COllltllunications, BellSouth Teleeoll1lllunications, Veril:On South Inc., Verizon North Inc., 

to lIleet the probable cause standard of Rule 41. Fed. R. Crim. P. 
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Sprint-Carolina Telephone and Tclegraph. umL'or any olher wircless llr hardline 

IclccommUI1!Calion company shall prlwide subscriber information (name and address only) of 

any subscriber to or customcr of an electronic communication service or rcmote compllling 

s.;ryicc and lor all published. non-published. or unlisted d ialing. routing, addressing. or signaling 

inCllnnalion reasonably likely to id.:ntify the source of a wire or ekctronic comillunication 

:r;mslllittcd to or fi'om Target Teleph()n~ 3 and Target Telephone 4. upon oral or written 

rC4uest by agents of SLED anli/or DE"; 

IT IS FURTHER ORDERED. thut Sprint/Ncxtcllnc. shall supply to SLED and DEA the 

following information tor a thirty (30) day period prior to tile entry of this Order and for sixty 

(60) days lullowing: incoming and outgoing call detail"' rccords, without gcograpilicallimits. 

numbers dialed to include the dialed extraction (a.k.a. punch list) feature, local and long distance 

te lephone connection records. records of call times and durations, GPS location, subscriber 

in formation to include name, address, billing information. mailing address, length of service 

(including start date) and types of service utilized. telephone or instrument number 

(lMSIIMIN/IMEIIMSID/ESN) lor all numbers assigned to account or other subscriber number or 

identity. including tcmporarily assigncd network address, routing, addrcssing, or signaling 

information. Additionally. SprintlNextel lnc. shall provide as pali of the telephone connection 

records the location of cell site/ scctor (physical aJdrcss) at cell origination (for outbound calling) 

and call termination (for incoming calls) and ifreasonably avail able. during the progress ofa call 

Il) r Target Tclephone 3 and Target Telephonc 4. 

IT IS FURTHER ORDERED that this authorizalion for the installation and use ofa pen 

regis~cr amI trap and trace device applies not onl} to the klcphonc number listed above for 

T~1rgct Telephone 3 lind Target Telephone 4. but also to any changed tclcphonc number(s) 

-- - _ ._ .- - - - - - -
J "Call detail records" are similar to toll records (i .e. historicallelcphone rrcords of the lelephon~ activity', usually 

listing outgoing calls and dale, lime, and duration af each call). which are made and retained in the ordinary course of 
business. However, "call detail records" is the term used wh t.:n referring to toll records of mobile telephones rather than 
hardlir.e telephones. Unlike toll records. howevei, call de tail r~cords a:so include a record of incoming calls and the 
cellsi telscctor(s) used by lhe mobile telephone to ·)btain service for a call or when in an idle state . 

4 

SGJ 2010-21l4 

2206 



subsequently assign~d to an instrument bearing the same l".-lSI". MIl\. IMEI. i\lSID. or ESN as 

-rarget Tel~phone 3 and Target Telephone 4. or any changed IMSI. MIN. IMEI. 'vlSID. or 

ESN subsequently assigned to the same telephone number as Target Telephone 3 and Target 

Telephone 4. within the s ixty-day period authorized by this Order; 

IT IS FURTHER ORDERED. that Sprint Spectrum LP. Cdleo Partnership dba Verizon 

Wireless. Cingular Wireless. Sprint/Nextcl Inc .. Tmcfone. US Cellular. T-Mobile LIS:\. 

B·: IISoutil Telecommunications. Vcrizol1 South Inc .. Verizon North Inc., Sprint-Carolina 

Telephone and Tdegraph ond/or any other wireless or hanlline tci<:communication company 

provide the following information for all calls outgoing and incoming to Target Tclephonc 3 

and Tal'get Telephone 4. provide subscriber information only (that is. name and address), which 

includes published. non-published. or unlisted dialing, routing, addressing. or signaling 

information. name and address. which is reasonably likely to identi fy the souree of a wire or 

electronic cOl1llllunication transmitted to or from Target Telephone 3 and Target Telephonc 4 

as cl,ptured by the trap and trace device on Target Telephone 3 ant! Target Tclephonc 4 upon 

written demand by agents orSL~~D and/or DEA, ami also be ordered to disclose the location of 

cdl site/sector (physical address) at call origination (ror outbound calling). call termination (1(,,' 

incoming calls). GPS location. and ifreasonably available. during the progress ofa call for 

T:lrgct Telephone 3 and T:lrget Telephone 4. 

IT IS FURTHER OR DE RED. thntupon service of this Order upon it, the local. long 

di~ta:lce. and the wirelcss carriers. and any other person or entity providing wire cOl11munication 

service in the United States whose assistancc l11ay facilitate execution of the Order, shall furnish 

agents of SLED and/or DE" forthwith all inronnation. facilities. and technical assistance 

Every mobile phone that uses the Global Syst~m of Mobile communications (GSM) format has a SIM 
(Subscriber Identity Module) card that is installed or insel1ed into the mobile phone device. The SIM card contains the 
IMSI , Wl1ich is a non-rJialable number programmed on a microchip on the SIM card. It is the IMSI that is used to ul1i~ucly 
identify OJ subscriber to the GSM mobile IJholle network . The IMSI number is unique to that SIM c;:}rd and is never re­
assigned. Therefore. if the targel exchanges his mobile p*one for (.10 updated model and/or changes his phone number, 
but ret. ins his SIM card, the IMSI will remain the same. The IMEI is similar to a serial number and uniquely identifies the 
mobile device itself. 
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necessary to accomplish the installation .lIld use of the pen register and trap and trace Llevicc 

unobtrusively and with a minimum of intcrll;n::ncc with the services that arc accorded the persons 

\' ith respect to whom the installation and usc is to take place; 

IT IS FURTHER ORDERED, that the local. long distance, and the wireless carriers be 

reasonably compensated by Sl.ED and/or DrA for reasonable expenses incurred in providing 

facilities, information, and assistance; 

IT IS FURTHER ORDERED, that Sprint/Ne~tellnc.. not terminate or restrict service to 

any cellular/w ireless telephone covered by this Order, for the duration of the Order and any fees 

associated with the account will be covered by SLI~D· and/or DEA ifit is determined that 

activation is necessary; and. 

IT IS FURTHER ORDERED. pu:·suant to Section 17-21)-40(D)( I), that this Order and the 

application be sealed until otherwise ordered by the Court except one (I) copy to SLED and one 

(I) copy to DEA, that the identity of any targcts(s) o f the underlying criminal investigation may 

be redacted Irom any copy of this Order to he served on any Service Provider' or other person, 

and that the local. long distance and the wireless carriers and their representatives, agents, and 

er'lployees shall not disclose in any manner. directly or indirectly, by any action or inaction. the 

c,xistence of this Order. the existence of the pen register or trap and trace device, or the existence 

of the above descri bed investigation, to the listcd subscriber for Target Telephone J and Target 

Tdcphone 4, the occupant of sa id premises, the subscribers of the incoming calls to allli 

outgoing calls from Target Telephone 3 and Target Telephone 4, or to any other persoll, ill full 

or redacted from, unless or until otherwise ordered by the Court. 

Servic :., Provider includes any other wireless or hardline telecommunication L.ompa n~' as well as ()ny internel 
service provid er or other electronic communications providor providing voice-over IP {VoIPj telephony. VolP is 
f;ssenlialJy a type of hardware and software that allows people to use the internet as a transmission mFldiurn for 
telephone calls . in general, this means sending voice information in ttle form of digital packets of information rathf)r than 
sending it through the traditional public swi tch tele;lhone network . 
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IT IS SO OROERED. 

This the t-/ da of ~~~.~ __ _ (.: YOIU. 

G. Thol11as Cc r r.~~.i_. __ 
Circuit Court .Jlldgr, Fifth .Judki"aJ circuit 
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