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STATEMENT OF ISSUE ON APPEAL

Whether the trial court erred in denying Appellaqt’s motion to suppress evidence of
a video taken from Appellant’s laptop where Appellant left the computer with a repair
technician; where the local police chief entered the technician’s shop and saw a still image
of Appellant’s unclothed son flash across the screen; and whe'ré, without obtaining a search
warrant, the chief instructed the technician to locate the file on the computer.and play the
video that it came from, to copy the video file to a disk, vand to provide the video ‘ﬁie to

another law enforcement officer, who also watched the video file without obtaining a

warrant.



STATEMENT OF THE CASE

The‘Ge(;rgetown County grand jury indicted Appellant on two counts of unlawful
conduct towards a child anc} two counts of sexual exploitation of a minor, ﬁrst,degree. R.
230- R 237.- On October 29, 2012, Appellant proceeded to'tria'l Before a jury and the
Honorable Edward -B. Cotﬁngham. Reu;ben'Gdude'v ré;fesented, Appellant. anFl 'Ca'.ndi'éev"
Livéiy répreéented the State. R. 1-2. At the conclusion of the trial on 'Oétober 3 i-, 2012, the
jury found .Appéllaﬁg guilty on‘allz four counts. R; 8; R.*200, . 6;20. .For the charges""'bf
unlawful cénduct, Judge Cottingham sentenced Appellaﬁt to :poncurrent two year sentences.
R. 214, 1. 24 ~R. 215, 1.' 4. For the‘charges of sexual éxpioitation, Judge Cottingharr'l‘
- sentenced Appellant to concurrent three year senténces. R 215, 11. 4-20. Judge Cottingham
ordered the three year sentences to run consecutive to tﬁe two year sentences. Id. |

This 'appeél follows.



ARGUMENT

The trial court erred in denying Appellant’s motion to suppress the computer evidence
because Appellant had a reasonable expectation of privacy in the files on her personal
computer and because both Chief Douglas and Investigator Hanna watched the video
file without first obtaining a warrant when no warrant exception applied.

STATEMENT OF FACTS

On December 8, 2010, Johnsonville Police Chief Ron Douglas entered the shdp of
David Marsh, a local computer t¢chm'cian. Court’s Ex. 3. Marsh frequgntly handled the
police departnﬁent’s computer work. R 50, 1L 3-15. Chief Ddﬁgias came from the police
station a half a block down the street to drop (;ff some packages. R. 50, 1. 16-18; R. 73, li.
.1-10. The computers on which Marsh was working.weré visible to Chief Douglas, and he
saw flash across the screen of a laptop belonging to Appellaﬁt an image of a boy wearing
' nothing but a pink bra. R 53,1.23 -R. 55,1 :1; R.74,11. 15-19.
~ According to Marsh’s testimony, Chief Dougla.s said to him, “I just saw something
go .across thé screen, can you back it up?” . At that point, Marsh “had no clue” what Chief
Douglas was talkiﬁg about. Upon see_ing the cqmﬁuter, Marsh told Chief Douglas it
beloﬁged to Appellant and had problem's booting up, so he was backing up the files to an
external hard drive. R 48, 11. 6-23; R. 74, 1. 20 -R.75,1. 6; R. 21»7.— R. 229, Court’sj Ex. 3.
“Please back that up just a little bit,” Chief Douglas repeated, and when Marsh did, the two
saw that the image was a still from a video ﬁle with a play button at fhe top. R. 54, 11. 1-21.
“[Tthat’s what [Chief Douglas] said he saw and he wanted to see. So, we clicked play and

. we Watched“‘just alittle . . . .” R. 55, 1l. 8-11. In a written statement Marsh made on

December 13, 2010, he reported that Chief ,DOtiglas “called me back in to the office and said
for me to look at one of the computers. . . . He asked if I would look at one of the last files

backed-up, and we saw it was a video. Upon request of [Chief Douglas], [w]e watched the
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.video{;” R. 217 — R 229 Dourt Ex. 3. On the same _day', Chief Douglas made.a written
statement and said that after he asked Marsh about what llashed across the screen, “I then”
asked to see the ﬁle that had just been backed up and he searched until ﬁndmg it and played
it for me.” Id . ~~

h _'WlthQut Appellant’s consent, the two watched about a minute ofl the video, which
‘ was ostensibly t'rlmed by Appellant in her home and contained objectionable footage of her&j
- young son, daughter and “her then-ﬁancee M1chael Cardwell, who was not. brologlcally
| relatedtothechrldren R. 55 1.15-R.56, 1. 13 R:60, 11. 14- 22 R 81 1. 17 R 82 l 1 R :
“_229 Marsh recogmzed all of them R. 55, ll 20- 25
| Because ChJef Douglas feared that the ﬁle would be lost 1f the computer fa1led he" :
mstructed Marsh copy the file to a disk: | » T
| Q [I]n your exper1ence as an 1nvest1gator as well is one of
the things ‘you’re. concerned about the preservat1on of-

potent1al ev1dence ina case‘7 '1 o :

"A Deﬁmtely, that S exactly why I told h1m what I d1d

,. R77ll48R75 llll7R2l7 R229CourtsEx3

Chref Douglas beheved he had no authorrty to secure the computer hrmself because‘;‘ L "

| 'Appellant’ lived in Georgetown County, wh1ch was not in [hrs] Jurlsdrcnon Accordmgly,
he “lnstructed [Marsh] to .  secure the computer unt11 [he] could contact someone w1th
Georgetown Shenff’s Ofﬁce to see 1f they would assist w1th the 1nvest1gat1on and take over

'that.” R. 75;.11. 13-24;4 R. 76, 11 9-l6; R.217-R. 229, Court’s Ex. 3.

it Douglas cBittacted Investigatdr Phillip Hiina with the Georgetown County .~ "0

Sherrlff’s Ofﬁce about the investigation. On December 10 2010, Investlgator Hanna asked

L ,Marsh to meet h1m at the Johnsonvrlle Pohce Department w1th the computer and the back- « -



up disk with the video. When Marsh arrived, Investigator Hanna watched the video. He
then seized the computer and the disk and obtained a search warrant to search the entire
computer. R.79,1.12-R. 85,1. 4;R. 217 -R. 229, Cvourt’s Ex. 3.

Based on the video’s contents, the State brought against Appellant and Mr. Cardwell
two unlawful conduct charges and two first degree s¢xﬁal exploitation charges each. R. 8,
1. 10-12. The State based its case solely on the contents of the video. R. 37,1. 20 —R. 38,
1.7.  Prior to trial, Appellant moved to suppress the video evidence, arguing that the
technician’s playback of the video at the Johnsonville Chief’s instruction constituted a
warrantless search. The trial court denied the motion for two reasons. First, Appellant had
no expectation of privacy in the computer because she left it with the technician. Second, no
search occurred because the Johnsonville Chief saw in plain view “evidence of a serious
child pornography crime,” and he th¢refore had “every right to pursue his interest in
determining where the truth lies.” R.21,1. 3 -R.25,1. 17. Appellant also argugd that the
Georgetown’s Investigator’s viewing of the video prior to obtaining a warrant was illegal.
The court again ruled that no search occurred becausé the computer was “in the public
domain.” R. 26,1. 5 -R. 27, L. 10. Appellant renewed the motion during the trial, moving
to exclude the computer and any files taken from it. The trial court continued to deny the
motion. R.51,1.19-R.52,1. 12; R. 61,1.22 -R. 62,1. 1; R. 206, 1. 16 —R. 207, 1. 4.

At the conclusion of the trial, the jury found Michael Cardwell and Sarah Cardwell
guilty of all charges against them. R. 199, 1. 11 —R. 200, 1. 20.

DISCUSSION
The trial court erred in denying Appellant’s motion to suppress the computer

evidence because Appellant had a reasonable expectation of privacy in the files on her



personal computer and because both Chief Douglas and Investigator Hanna watched the
video file without first obtaining a warrant when no warrant éxception applied. The
Fourth Amendment to the United States Constitution prohibits unreasonable searches and
seizures: “The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated, and no
~ Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched, and the persons or things to be seized.”
U.S. Const. amend. IV. A “search’ occurs when an expectation of privacy that society is
prepared to consider reasonable is infringed.” U.S. 'v. Jacobsen, 466 U.S. 109, 113
(1984). "“A probable cause analysis involves the use of a faét-based, objective
perspective that requires more than reasonable suspicion of criminal activity . . . .” State
v. Morris, 395 8.C.-600, 609-10, 720 S.E.2d 468, 472 (Ct. App. 2011).
“Probable cause is a commonsense, nontechnical
- conception that deals with the factual and practical
considerations of everyday life on which reasonable and
prudent men, not legal technicians, act. Probable cause to
search exists where the known facts and circumstances are
sufficient to warrant a man of reasonable prudence in the -
* belief that contraband or evidence of a crime will be found
in a particular place. The principal components of the
determination of probable cause will be whether the events
which occurred leading up to the search, viewed from the
standpoint of an objectively reasonable police officer,
amount to probable cause.”
Id. (quoting State v. Brown,‘389 S.C. 473, 482, 698 S.E.2d 811, 816 (Ct.App.2010)
(internal citations omitted)).
The United States Supreme Court has emphasized the central concern with
warrantless searches and seizures:

The point of the Fourth Amendment, which often is not
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grasped by zealous officers, is not that it denies law
enforcement the support of the usual inferences which
reasonable men draw from evidence. Its protection consists
in requiring that those inferences be drawn by a neutral and
. detached magistrate instead of being judged by the officer
engaged in the often competitive enterprise of ferreting out
crime.
Johnson v. United States, 333 U.S. 10, 14-15 (1948). Thus, “searches conducted outside
the judicial process, without prior approval by judge or magistrate, are per se
unreasonable under the Fourth Amendment—subject only to a few specifically
established and well-delineated exceptions.” Katz v. United States, 389 U.S. 347, 357
(1967). See also Coolidge v. New Hampshire, 403 U.S. 443; 91 (1971); State v. Weaver,
361 S.C. 73, 80-81, 602 S.E.2d 786, 790 (Ct. App. 2004). “The exceptions are ‘jealously
and carefully drawn,” and there must be ‘a showing by those who seek exemption...that
the exigencies of the situation make the course imperative.”” Coolidge, 403 U.S. at 91.
For example, to justify a warrantless search based on the destruction of evidence,
the State must show a reasonable suspicion of imminent destruction based on the aétual
circumstances at the time of privacy invasion. Richards v. Wisconsin, 520 U.S. 385, 395-
96 (1997); see also U.S. v. Jacobsen, 466 U.S. at 114-15. Additionally, the South
Carolina Supreme Court has held that under the “plain view” exception, evidence is
éubject to a warrantless seizure if “the initial intrusion which afford the authorities the
plain view was lawful and . . . the incriminating nature of the evidence was immediately
apparent to the seizing authorities.” State v. Wright, 391 S.C. 436, 443, 706 S.E.2d 324,
327 (2011). “The burden of establishing probable cause as well as the existence of

circumstances constituting an exception to the general prohibition against warrantless

searches and seizures is upon the prosecution.” Bultron, 318 S.C. 323, 332, 457 S.E.2d



616, 621 (Ct. App. 1995).

While the Fourth Amendment does not apply to searches by private parties, it
does apply to searches in which a private party acts as instrument or agent of the
government. State v. Brockman, 339 S.C. 57, 66, 528 S.E.2d 661, 666 (2000). Thus,
when a private party conducts a search pursuant to an explicit request by a governmental
party, the Fourth Amendment applies. Id.‘ at 66-67, 528 S.E.2d at 666 (citing State v.
Cohen, 305 S.C. 432,‘434‘-35,} 409.‘ S.E.Zd 383, 385 (1991).

The United States. Supreme Court created the exclusionary rule to safeguard -
Fourth Amendment rights. United States v. Calandra, 414 U.S. 338 (1974). 'The
exclusionary rule provides that evidé;lce' seized in violation of t_hel Fourth Amendment
must be excluded from trial. Mapp v. Ohio, 367 U.S. 643, 655 (1961). ' The Fourteenth
Amendment incorporates the rule of excluding evidence obtained through an illegal
" search or seizure.and makesfiit. applicable to fthe states. Id.; see also St;zte V. Séchs, 264 »‘
- S.C. 541, 560,1216 S.E.2d 501, 511 (1975); State v. Brown, 389 S.C. 473, 483, 698
S.E.2d 811, 816 (Ct App. 2010). The exclusionary rule also prohibits the use'of
evidence obtained directly or indirec-tly through an unlawful search or seizure under the
fruits of the'poisoﬁous'tree doctrine. Wong Sun,i;. United States, 371 U:S. 471, 484
(1963); see also State v. Nelson; 336 S.C. 186,.519 S.E.2d 786 (1999).

In Walter v. U.S., 447 U.S. 649 (1980); the United States Supreme Court held that
when FBI égents lawfully seized boxes of ﬁlm having obscene pictures on the labels,
which provided pfobable cause-that the film could not lawfully be traded in interstate
commerce, the Fourth_l Amendment nonefheless required the agents to obtain a search

warrant before opening and viewing the film. Id. at 657. The boxes were packaged and



mistakenly delivered to a third party, which opened the packages, found the boxes therein
containing suggestive drawings aﬂd explicit descriptions of the contents, and
unsuccessfully attempted to examine the ﬁlm by holding it up to the light. Id. at 652.
The Court affirmed that “it has been settled that an officer’s authority to possess a
package is distinct from his authority efcamine its contents.” Id. at 654. The Court also
stated the particular principle that “[w]hen the contents of the package are books or other
materials arguably protected by the First Amendment, and when the basis for the seizure
is disapproval of the message contained thérein, it is especially important that this
requirement [for a warrant] be 'scrupulously observed.” Id. af 654-55. It éXplained the
FBI did nothing wrong by seizing the boxes or examining them to the extent that thé third
f)arty had already exposed therﬁ; however, “[t]he projection of the films waé a significant
expansion of the search that had been conducted previously byy a private party and
therefore muét .be characterized as a separate search. That search was not’- support by any
exigency, or by a warrant even though one could have easily b‘ee.:n obtained.” Id at657.

In US. v. Barth, 2'6‘F. Supp. 2d 92.9 (‘W. D. Tex 1998), the federal cllist.r'ict court
'discussed, its idecision to grant 4a motion to suppress compﬁter evidénce based on facts
substantially the same as those at hand. The defendant was a cbmpﬁter owner who left his
hard drive with a computer technician for repair. Id. at 932. During thé repair, the
technician opened a file and discovered an imaéé containing child pornography, after which
he immediatély shut down and unhooked the hard drive. Id. He then contacted the local
police as well an FBI agent for which he happened to be an 'irifd_i’rﬁa'rit. . 'Tﬁe FBI agent
instructed the technician over the phone to copy the hard drive. Id After the two spoké, the’

technician reconnected the hard drive and discovered more images of child pornography.



Id. at 932-33. The next day, the technician took the hard drive to the local police station,
and the officers viewed and copied the hard drive. Id. The officers then obtained a warrant
for the hard drive. d.

The district court étated that closed computer files and hard drives are similar to
closed containers and personal effects for purposes of the Fourth Amendmgnf, id. (citing
U.S. v. Knoll, 16 F.3d 1313, 1320 (2d Cir. 1994), aﬁd the defendant therefore had a -
reasonable .expectation of privacy. The court also reasoned that the technician became an.
agent of tﬁe government once he spoke to the. FBI ‘agent because “[t]o draw the line at any
~ later time would give Kellar, untrained in law enforcement and unfestrained by tHe
responsibilities and duties of officers. sworn to protect the Constitution, a free reign to . |
violated the protections of the Fourfh Amendment while nonetheless working for the
Govemment.’; 26 F. Supp. 2d at 936. Thus, while the technician’s discovery of the first
illicitr imﬁge was a privaté search, it only extingﬁished defen(iant’s pﬁvacy interest to that
extent, and any subséquent Viewing of the hard drive by the téchrﬁciAan, police, or FBI was
squéqt to the Fourth Amgndment. ' 1d. See also US. v. 'Séo‘tt, 387 Fed. Appx. 334 (4th Cir.
2010) (pér. curiam) (moﬁon to suppress properly denied where ’noxevidence that rgovernme;.lt
invéstigator directed computervtechnicianito open files on customer’s laptop); United Statés :
V. Paj/ton, 573 F.3d 859, 864 (9th Cir. 2009) (“[T]he nature of computers makes such

searches so intrusive that affidavits seeking warrants for the search of computers often

' The court also found “it is clear that [the technician] did not have actual authority to
consent to a-search-of Defendant’s hard drive: [He] was in possession of the unit for the
limited purpose of repair. . . . [He] did no have general ‘joint access’ to the hard drive for -
most purposes . . . .” Id. at 938. See also State v. Brockman, 329 S.C. at 121-22, 494
S.E.2d at 443 (“Third party consent may validly be given by one who has common
authority over or some other sufficient relationship to the premises or effects searched.
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include a limiting search protocol, and judges issuing warrants may place conditions on
the manner and extent of such searches to protect privacy and other important
constitutional provisions.”); State v. Sachs, 372 S.W.3d 56, 61 (Mo. Ct. App. 2012)
(“using a mouse and/or keyboard to shuffle between files that are not plainly Visible on
an active computer screen is just as much of a search as opening and looking through
Appellant's filing cabinets or desk drawers.”)

In this case, the Fourth Amendment generally' appliéd to the searches of
Appellant’s computer because she had the same reasonable expectation of privacy in the
files on the personal computer as she would in any other closed container, file, document, or-
personal effect. As discussed in Barth, Appellant did not relinquish this expectatioﬁ merely
by giving possession of her computer over to Marsh for repair. Further, as explained in
Walter v. U.S., when Marsh caused to be displayed on the screen the still image of the video
file, it only extinguished Appellant’s privacy interest to the extent of displaying that
particular still image. In Walter, the third-party recipient opened the packages and boxes 6f
film and attempted to examine them; however, the FBI’s proje'ctién of the films expanded
the third-party’s search. Similarly in this case, Appellant retained a legitimate privacy
interest in the video, i.e., the unplayed audio and still images corﬁprising the video, and
Chief Douglas conducted a separate search by playing the video.

Furthermore, Chief Douglas’s watched the video file in Marsh’s shop under color of
law and the aegis of the government. First, Chief Douglas explicitly requestéd that Marsh

effect the search. Although Marsh caused the still image to display on the screen the

~

Common authority [requires] ‘mutual use of the property by persons generally having
joint access or control for most purposes’ . .. .). :
11



process of backing up the files, he testiﬁed 'that he “had no clue” about it actually displaying
at the time Chief Douglas saw it, and he did not play the video file on his own initiative.
Rather, Chief Douglas first explicitly requested and then instructed Marsh to bring the file
back up after the image had lapsed. According to Marsh’s testimony, Chief Douglas saw
the file was a video, and he wanted to see it, so they played it. According to his written
statement just five days after the incident, Marsh said Chief Douglas called hiﬁ over to the
computer, asked him to bring the file back up, and, upon his request, they watched the -
video.

Second, Chief Douglas was acting under color of law and within his authority as a
police officer. Marsh knew Chief Douglas in his official capacity as the town’s police chief
who for some time regulariy stopped by from the  station down the street to deliver
packages. Marsh was also familiar with the police department because he frequently
handled its computer work.. On the day he viewed th¢ video, Chief Douglas came from the
police station to deliver péckages. After séeing the video still, Chief Douglas made requests
of Marsh and gave instructions ostensibly withiﬁ his authority. At trial, he expressly
testified that he treated the situation as an investigation in seeking help from another law
enforcement office, and he acted out of his investigative experience by treating tﬁe video as
evidence of a crime. He in no way dispelled to Marsh or the court at trial that he was acting:
outside that authority or without an official motive. Finally, he limited his actions in seizing
the computer and backup disk based on his belief that he lacked the jurisdiction and
authority to do so as a Johnsonville police officer.

The trial court held that Chief Douglas did not need a warrant because Appellant’s

laptop was in his plain view. The holding was erroneous for two reasons. First, to support a
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warrant exception, the State still had to establish probable cause. Similarly, the plain view
doctrine exception required that the incrirﬁinating nature of fhe video file was
immediately apparent. The record does not show the satisfaction of either requirement
because Chief Douglas merely saw an image of an unclothed boy wearing a pink bra inside
of a residence and because, under the circumstances at’hand, he é.hould have been aware that
the boy was the son of the computer’s owner.

Second, as the South Carolina Supreme Court has specifically held, the plain view
doctrine merely allows warrantless seizures of evi‘dence in plain view. Similarly, in
Walter v. U.S., although FBI agenté lawfully seized the boxes of film having obscene
pictures on the labels, which provided probable cause that the film could not lawfully be
traded in interstate commerce, the Fourth Amendment nonetheless required the agents to
obtain a search warrant before opening and viewing thé film. Here, Chief Douglas’s
authofity to seize the computer was altogether distinct from his authority examine its
contents, and the Fourth Amendment required that he obtain a warrant or establish_some
other warrant exception in order to lawfully watch the video. |

In his testimony, Chief Douglas also attempted justified his failuré to obtain a
warrant based on fear that the laptop could shut down and the video would be lost. To
sustain such a warrant exception, a reasonable suspicion of imminent destruction based on
the actual circumstances at the time of privacy invasion must have existed. However, ihe
record plainly establishes that Marsh had already backed up the video file to an exterior hard
drive when Chief Douglas instructed him tb play it. Further, Chief Douglas actually secured

\

a copy on a backup disk by instructing Marsh to copy the video file. Accordingly, Chief
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Douglas could not have had a reasonable suspicion that the contents of the video file would
be forever lost if he did not view it immediately.

Not only did Chief Douglas’s playing of the video violate the Fourth Amendment,
but so did Investigator Hanna’s. Investigator Hanna instructedrMarsh to meet-him at the
Johnsonville Police Department with the computer and backup disk. When Marsh atriveci,
like in U.S. v. Barth, Investigator Hanna watched the video file directly, and only then did he '
seek a warrant. The record does not ciisclose any applicable warrant exception or any
argument by Investigator Hanna in support thereof. A |

The Fourth Amendment requires that before conducting a search, a law
| _enforcement ofﬁcet, if possible, must Mobtain a warrant supported b}i independent
determination of probable cause from a neutral and cietaehed magistrate. In‘thie case, the
~ reasonable course of action under Fourth‘Arnenidment principles was for Chief -:Douglas to
-secure the video file and apply for ‘a search warrant based on‘ t}iel still’ image he saw
displayed on the computer. A detached and neutrai magistrate could then have \iveighed the
circumstances of the image and the common-sense inferences to be tlrawn therefrom with
Chief Douglas’s reasonable conclusions about the nature of 'the vi&éo ‘based en his
experience and training as a police officer. Only this procedure would have properly
balanced the interests of the State against the privacy interests of ite citizené as required

under the Fourth Amendment.
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CONCLUSION

For the foregoing reasons, Appellant respectfully requests that this Court reverse the
trial court’s denial of her motion to suppress the computer and backup disk evidence,

reverse her conviction, and dismiss the charges against her.

Respectfully submitted,

Vo = Dy —

Benjamin JOdn Tripp . A
"Appellate Defender
ATTORNEY FOR APPELLANT :

This 7th day of April, 2014.
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