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STATEMENT OF ISSUE ON APPEAL
Whéther admission of evidence gleaned from a warrantless search of the contents of
1_"appellaﬁt"s‘ cc')c‘le-lockedv cell phone violated the Fourth Amendment and the South Carolina

Constitution?



STATEMENT OF THE CASE ,

On November 13, 2012, a Charleston County grand jury indicted appellant Lamar
Sequén Brown for ﬁrst degree burglary. R 395. On March 6, 2013, appellant was tried
before fhe Henoréble J.C. N\icholson, Jr. and a jury.l R. 1. KeHy Ann Flynn and Chad
Simpson _o'f the Ninth Circnit Solieit(l)r’s Ofﬁce.represented the State: R 2. Victoria
- Anderson and Lori l;roctor ;epresented appellant. R. 2. The jury convicted appellant. R.
372,11.14 — 18. Judge Nieholson sentenced appellant to eighteen years™ imprisonment. R.
' 387, 1. 17 = 20. On March 14, 2013, apnellant filed a motion for a new tnial. R.390. On
March 22,:2013,' Judge Nicholspn aenied the motion without a hearing. R. 393. This appeal |

follows.



STATEMENT OF FACTS .

| The l;a'cts, 'of this .case are sirnple. On December 22, 2011, the resident_of a

] condorninium :returned from an -eyening on the_town to find his apartment burglari:z.ed: R.

A. 1'02 l 24 _ l0.6 l 18. His bedroorn window was broken. R. lOél 1L lé - 20. On the floor

| of h1s bedroom he found an unfamiliar cell phone R 104, 1. 11 — 105, 1. 11. When' the |

'pollce amved he gave the cell phone to them R. 105, 11. 18 — 19. The pol1ce did not ﬁnd

o ‘ﬁngerprlnts or any other physical ev1dence at the scene. R. 143, L22 - 146 1. 18. The.

' pohce adnntted the cell phone was the only connection to whoever may or.may not have
K -been ;n'that apartment.’f R. 39, 1.1 _,3' |

. Detectlye Jordan Lester was assigned the case. R. 33,1 24 — 34,1 l Five days after

~the burglary,- Detectiye Lester opened the phone and guessed the code (1-2-3-4) to unlock lts

' “contents R 38 11. 19 21 R. 34 1.13= -18. Detectrve Lester did not getasearch warrant

N 7 before exarmmng the data contained in the cell phone R.35,11. 14 - 16.

o

, Usmg the 1nformat10n in the phone Detective Lester developed appellant Lamar'

. Sequan Brown (“Brown”) as a suspect. R 34,113 - 35, 1. 19. R. 37, l. 23 —38, 1. 4.

L - Detective Lester candidly admltted that without searching the phone’s data, he would not

e ;have beenvable to determine.its owner. R. 39, 1 lk7 — 23. Another ofﬁcer interviewed

Brown who adm1tted the phone was h15 R. 189, ll 18 - 22. Brown told the police he lost
: the phone the day after the burglary R. 182, 11. 18 25 He demed comnnttmg the robbery

R. 183, 1L 9-.25,



ARGUMENT

Admission’ of evidence gleaned from a warrantless search of the contents of

apogllant’s'code-locked cell phone violated the Fourth <.Amendment and the South Carolina
Constitution.’
The police needed a warrant to search Brown’s phone. Searches without a warrant

. are per se unreasonable under the Fourth Amendment unless some exception applies. -

Katz v. United States, 389VU.S. 347, 357 (1967). No exception applies, nor did the State
arg‘ﬁe ‘;hat any exception ‘applied‘. Since police did nbt obtain a warrant, evidence
obtained from th’é search of fhe phoné should be suppressed. -

Thé State only argued that Brown lost any expectation of privacy in ‘the phone
| ‘because it was abandoned R. 23 I 15 - 30 1. 6. Judge Nicholson held that Brown had
an expectatlon of privacy m the phone because of his privacy code. R. 89, 11. 17 — 21.
However, vthé trial judge ﬁltimateiy held that Brown lost his any constitutional protections
in the phone because it “was either lost or abandoned.”' R. 89,1.17-90, 1. 5.

- The. categorization of the phone as lost or abandoned property makes no
difference to this case. Once the phone came into the possession of the police, it became
-seized propeﬁy. This case does not present tI;e situation of a resp(')nsible citizen giving
- bolice a lost phone for the purpose of identifying its owner. Even in such a situation, it

. does not neéessarily follow that the owner of the phone gives up all expectations of

privacy in the phone. See Peoble v. Schutter, 249 P.3d 1123; 1125-26 (Colo. 2011)

! Brown renewed his pretrial suppression moﬁon when the phone. was entered into
evidence, when Detective Lester testified about his search of the phone’s data, and again
- in his motion for anew trial. R. 124, 11. 6—-21. R.237,1..10-238,1. 3. R. 390.
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(holding that owner of phone left behind at gas station maintained an expectation of
-~ pfivacy and upholding suppreséion of warrantless search of phone’s contents).

‘\ By plécing a password .on his phone, Brown maintained his expectation of
| privacy,.eyen ifit Awere lost, abandoned, or stolen. One of the primary reasons for placing
' épassWord (;n a phone is.to prevent anyone but the owner from acceésing its contents. A
~ person with a .password-protected phone would likely hope that any unauthorized person
‘ééming iﬁto possession of the phone would be unable to learn anyfhing albout its owner.
Many reasonable pebplev who ha\;e 'their phones lost or stolen would prefer to never
' _rec&er the ﬁhone rat'her than have unknown pérsons access a device that contains a

. _wéalth of sensitive personal information. Hoping for the phone’s destruction is more

| 4111';e1y in this ddy when the contents are increasingly backed up to a computer elsewhere,

sﬁ,ch as a cloud. State v. Granville, S.W.3d 2014 WL 714730, *2 (Tex. Crim.
A Ai)p. Feb. 26, 2014). If is not the device itself that a person wants to keép private—it is
fhé data on the phone. The device is merely a key to unlock the content, which is

sensitive and personal.. A phone protected with a password should—at a minimum—

receive the sa;me protectibn as a sealed letter. Ex parte Jackson, 96 U.S. 727, 733 (1878).

" The Fourth Amendment protects people, not places. Katz, 389 U.S. at 351. Nothing in
S . / ,

this case shows that Brown intentionally abdicated his privacy interest in his personal

data merely. because he lost his phone.

Even in the case of a simple physical container lawfully seized by police, a

watrrant is _required. United States v. Chadwick, 433 U.S. 1 (1977) (overruled on grounds

related to the automobile exception to the warrant requirement by California v. Acevedo,

500 U.S. 565 (1991)). Chadwick is particularly instructive in this case. Amtrak officials



éaw a m;dn load'a 200-pound pa‘dlocked' footlocker on a train iﬁ San Diego. Chadwick at

3.7 The footlocker was leaking talcum powder, a substance used to camouflage the scent

| ‘of marijua_né. Id. When thé train arrivea in Boston, federal agents watched men retrieve

the foo‘;locker and sent a,drﬁg dog, who signaled to the agents that contraband was

present without aiérting the men. Id. .at 3-4. The agents watched the men place the

‘footlocke‘r in the trunk of a car, but before the truhk cquld be cfosed, arrested them. Id. at |

The agents seized the footlocker and transported it and the men (in separate cars)

to a federal building for questionjng. Id. at 4-5." An hour and a half after the arrest, the

agents 6p¢ned the footlécker and found marijuana. Id." The agents did not obtain a
warrant befo;jé opening the footlocker. Id.

: The:_ United States Supreme Court held that a §varrant was required before the
govefﬁment éould open the footlocker. Id. at 11. The Court held, “There being no
exigency, it wéé ume.asénable for the Government to conduct this search without the

' \safeguards é jlidicial warrant ”provides.” Id. Chadwick empfxasized that the ruling was
based on the fact that the police had seized the footlocker. “ane the federal agents had .
seized. it at the railroad station and saf;ly transferred it to the Boston Federal Builcﬁng

. »un‘der‘ their éxclusive control, fhere was not the slightest danger that the footlocker or its
' ;:ontents.céuldl have béen removed before a valid search warrant could bé obtained.” Id.
' 'ellt_: 13.. The prihciple that the police neéd a warrant Before sear@hing closed containers

seized from an automobile has been recognized by South Carolina. State v. Brown, 401

S.C. 82, 91, 736 S.E.2d 263, 267 (2012).



' The Chadwick rule regardingrs‘eize\d,* lockedvcontainers applies to this case. At
‘Fhe tinﬁe fhe police took possession of the };hone, regardless of its legal status of lost,
ébandoned, or any other statlis, it became seized p'roperty jgst like the footlocker. The
pgsswdrd on (the phone served the same function as the footlocker’;s, padlock. No
ek.igency requirgd Detective Lester;—ﬁve déys after the phone’s\ seizure—to inspect its
contents. Therefore the police were required to obtain a warrant. Since they did not, the
search was 111egal and all of the evidence flowing from this search should be suppressed

.as frult of the p01sonous tree. Wong Sun V. United States, 371 U.S. 471 (1963). The State

‘ 'adm1tted at the suppressmn hearing, “This entlre case arises from this phone We’re not
E disputing that.” R. 32,1.9- 1.

” Irideed, cell‘ phones, bécause ,0f the “almost unlimited amount of private
information” they contain should be 'gii/en even greater protection than a simple locked

R}

container like in Chadwick. See Granville at *4 (discussing the “enormous” potential for

Lo in‘Yasion of privacy and embarrassment inherent iﬁ modern cell phones); United States v.
@;, 728 ‘15.3@.1, 13-14 (IStV Cir. 2013) (recognizing that the “most personal ‘pépers’
and ‘effects’ protected by the Fourth Amendment are now stored in cell phones); State
v. Smith, 920 N.E.2d 949, 955-56 (Ohio 2009) (giving cell phones greater protection than
containers and féquiring a warrant ev(;n when a phone is seized during a search incident

to arrest). Because South Carolina’s constitution contains an express right of privacy,

"this Court should adopt an interpretation maximizing citizens’ privacy interests in their



cell phones.2 . “The South Carolina Constitution, with an express right to privacy
provision included in the article prohibiting unreasonable searches and seizures, favors an
interpretation offering a higher level of privacy protection than the Fourth Amendment.”

State V. Forrester 343 S. C. 637 645, 541 S. E 2d 837 841 (2001).

In Granville, the Texas Court of Cnrmnal Appeals held 1nva11d a warrantless search
. of a cell nhone seized from an arrestee and placed into a jail property room. Granville, at
| *7. Tlte Texas court recognivzed the extreme intrusiveness of a search of a cell phone,
stating tnat- “Searehing a person’s cell phone is like searching his home desk, computer,
. bank vanlt; and medieine;cabinet all at once.” Id. at *6. The phone searched in Granville
" did not even have a password, but the court nevertheless held police needed a warrant.. Id. at
*1. Brown had an even greater expeetation of privacy than the defendant in Granville
because Brown locked lns phone with a paésword. Therefore, the warrantless search was
" illegal,
| The State may argue, as the solieitor did below, that the illegal search was corrected.
. because the police subsequently obtained a warrant. Indeed, without much analysis, the trial
"~ court found the subsequent warrant was valid if the first search was valid. R. 32,1L.1-8.
In looking at the face of the warrant, it is elear that it is invalid. R. 399. The warrant is not
for‘searehing the- phone. .It' rs for obtaining records. One only need look at the description of
what is to be searched to see that the warrant was directed at the cell phone provider. R.

399. By its own terms, the warrant did not authorize the police to search the phone. R. 399.

> Brown argued the apphcatlon of the South Carolina Constitution to the trial court. R.
47,11.7-17.
10



. Furthermore\,lthe information in the warrant’s description of property includés the cell phone‘
; nufhber; which was oﬁly obtained when the phone was illegally searched wipthout a warrant.
- R 399. This ;vanant is fruit of the poisonous tree and does not'validate the warrantless
intrusion i£1to fﬁe phone.
| In accordance with the United Statés and South Carolina Constitutions, this Court
éhould recc_)gnizer the grea_t interest its citizens have in the privacy of their personal déta;
éspeéiéfly as can be aéceséed by their cell phones. Even though Brown was not in physicél
, pos‘sesvsic‘)n of his phone, he never inltended any’one‘ to have unlimited access to his personal
data. Because tﬂe policé failed to obtain a warrant, the search of Brown’s phone was illegal

and all evidence flowing from the phohe—which is all of the evidence in this case—should

' be suppressed.

11



CONCLUSION
- For the foregoing reasons, Brown’s conviction must be reversed.

Respectfully submitted,

David Alexan(;e{
Appellate Defender

ATTORNEY FOR APPELLANT
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