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STATEMENT OF ISSUE ON APPEAL . .

—

Whether the trial court erred in suppressing historical cell 51te location information )
(CSLI) by ﬁndmg it was afforded protection by the Fourth Amendmeént and by finding the search
warrant affidavit lacked sufficient probable cause.
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{
STATEMENT OF THE CASE . L
In February of 2014,lthe Horry CountyGran\d J{lry iﬁdicted)Re§pondent Javon D. Gibbs
"\for murder and kidhappi/ﬁg. (2b15-GS-26-008'47, 2015-GS-26-00848; R. p. 81—84). Prior to trial,
Gibbs filed, among others, a motion entitled “Moﬁon t(; Suppress Phone Records.” On August
30, 2017, a hearing was conducted on Gibbs’s motions in the Horry Coﬁﬁty Court of General
Sessions before the Honorab'le Larry B. Hyman, Jr. At the conclusion of the hearing, Judge
“Hyman granted Gibbs’s motion and suppreésed the cell sit;a location information. The State then
ﬁled a timely notice of appeal. On November _17, 2017, the State then moved_this Court to hold
this appeal in abeyance pending the United 'States Supreme Court’s decision in Cagpengér A
- United States, 819 §.3d 8801(l6th Cir. 2016) cert. granted, 137 ’S Ct. 2211, 198 L. Ed. 2d 657
(20\17) (No. 16-402). This Court denied that motion byb Aorder filed January 78, 2018. This brief ‘

'foll'ows'. .



- . STATEMENT OF FACTS
Gibbs’s murder and kidnapping trial was scheduled to be heard the ,week of September 3,
2017. A number\of pre-trial motions were- ﬁled by Gibbs Relevant to this matter, Gibbs’s'
“Motion to Suppress Phone Records” was ﬁled on August 22,2017. (R p. 85-88). In the motion
. GlbbS argues that his phone records, 1nclud1ng cell site location 1nforrnat10n. (CSLI), should be
‘ vsuppressed because 1t.was obtained in violation of the Fourth Amendment. (R p - 85- 88) Gibbs
noted that the State obtained the records from Verizon W1reless and was planning to use the
CSLI to show that Gibbs was in the iprox1mate location of where 'the victim, Zachary
i,ﬂl\‘/lalinowski, was abducted and then murdered. (R. p. 85:88). (‘ribbs argued in the motion that he
had a subjective ‘expectation of privacy in-the CSLI (R. p. 85-88). k
The.trial court scheduled the numerous motions to be heard on Wednesday, August 30,
2017. (R p 1). At the hearrng, Gibbs argued that “courts have already said in numerous cases
that there is a guaranteed expectatlon of privacy by the Fourth Amendment and cell phone
- records.” (R. p. 7). He also argued that the 1nvest1gator $ ‘afﬁdaV1t supporting the magistrate S
probable cause finding was not»'sufﬁcient. (R. p. 7-8). Investigator J onathan Martin was called to
the stand to discuss the-afﬁdavit He testiﬁed that he learned .there was .an "ongoing dispute
between Gibbs, the victim, and codefendant Chrl\s Brown R. p. 13) He explained that Gibbs
_and Brown took the v1ct1m s share of proﬁts from a drug deal. (R p 13) The victim also had
difficulties with Brown because of an 1n01dent at a local park Where Brown was charged ~w1th
being in posse\ssion of a stolen handgun. (R. p. 15-18). Brown believed the victim “snitched on
him ” andthat he was .arrested because of the victim’s statement to the responding authorities _
R. p. 17) Investigator Martin also leamed about the drug deal gone bad from Shakeem Fore,

~

one of the victim’s best frlends (R. p. 18) Brown actually got into a fight with Marcus Smith '



/ N

another good friend of the victim. .(R. p. 17; p. 22-23). Smith took up for the victim ar‘1d._did not

believe he was treated fairly and stepped in'the victim’s place to fight with Gibbs and Brown. (R.
p.17). | ‘ o

Investigatdr Martin procured Brown’s phone records ﬁrét. R.p. 25';.p.v30). In those
-record‘s, it showed Gibbsm was comrhuﬁigafing with Brown at the Sar;ie time the victim went
miSsir_lg and was/iast seen. (R. p. 25). According to the C.S.L‘I, Brown’s phoneiwas placed
proximate to the ;/ictim’s house at t:he.time invéstiga’tors believed he went missiné. (R. p.25). In
addition; commu}ii'cétions; on Facebof(')k corroborated the drug deal gbne bad. (R. p- 26). V‘Vhile~
testifying, /Investigator Martin noted that\xthe magistfat_e who signed the search warrant was

# . o

familiaf with the investigz;tion and the fact that there was bad blgod between the victim, )Gibbs,
and, BroWﬁ because he had siéned other search warrants in the case and.had(beerg provided that |
information lpreviousiy. R. p>. 26-57). At the cénclusion of the hearing, the trial court granted

Gibbs’s motion to suppress the cell phone records, including the cell site location infofmation.

[R.p. 79).

-~



STANDARD OF REVIEW

In criminal cases, the appellate court sits to review errors of law only State v. Wilson,

345 S.C. 1, 5,545 SEE.2d 827 829 (2001) “In appeals of pretrial rulings, [the appellate court] is -

‘,bound by fact ﬁndmgs in ‘response to motrons preliminary to tr1a1)when the findings are
supported by the evidénce and not clearly wrong or controlled by error of law » Reed V. Becka
\ b

333 S.C. 676, 684 511 S E.2d 396, 400 (Ct App 1999) (quotmg State v. Amerson, 311 S.C.

- '316 320, 428 S.E.2d 871, 873 (1993)) Importantly, a tr1a1 judge’s ruling on a matter w1ll noN)e

disturbed absent a prejudicial abuse of discretion amountrng to an error of law.” State v. Sheldon,
. N L ) : C \
344 s.c. 340, 342, 543 S.E.2d 585, 585-586 (Ct. App. 2001). An abuse of discretion occurs

when the trial judge’s conclusions lack evidentiary support or are controlled by an error of law.

\

State v. Elders, 386 S.C. 474, 480, 683 S.E.2d 857, 861 (Ct. App. 2010).

_ ARGUMENT

. ) .7 N ) ’ : . R
The trial court erred in suppressing historical cell site location information (CSLI) by
finding it was afforded protection by the Fourth Amendment and by findmg the search -

warrant affidavit lacked sufficlent probable cause.

' ¥

Prior to trial, the trial court committed a reversible error of law by finding that cell site
. s

locatlon 1nformat1on (CSLI) is afforded protectlon by the Fourth Amendment. The records

!

sought in this case were created and stored by. Verrzon W1relcss preventing Glbbs from havinga*

reasonable expectation of privacy in records he had no access to. Thus, the thlrd-party doctrme ,

" applies. In add1t1on the Fourth Circuit Court of Appeals’ decision in Un1ted States V. Graham

824 F.3d 421 (4th 2016) (Search Warrant R. p. 94- 100)(en banc) holdmg that 1nd1v1duals could

-~

not have a reasonable expectation privacy in CSLI is persuasive and controlling in this case.

!

' The State notes that a petition for writ of certiorari has been filed asking the United States "
Supreme Court to review this decision. Graham petition for cert. filed, (U S. Sept 26, 2016)
(No. 16-6308). '




Second, the trial court abused its discretion in finding the search warrant affidavit and the
~ supporting testimony presented at the pre-trial hearing did not establish sufficient probable cause

for investigators to search and seize CSLI. Even if a warrant was required for investigators to

obtain the CSLI from Gibbs’s phone, the search warrant at issue was valid. Finally, the trial court

4

also erred in"finding the good faith doctrme did not apply in this case. Accordmgly, the trial

court’s ruling should be réversed, and Glbbs s case should be remanded for trial. 2

-

A.’ The trial court erred as a matter of law in findmg cell snte location information is
protected by the Fourth Amendment :

Gibbs had no reasonable expectatren of privacy in his cell site location information. “A

legitimate expectation of privacy is both subjective and objective in nature: the defendant must

show (1) he had a squective expectation of not being discovered, and (2) the expectation is dne

~ that society recognizes as reasonable.” State v. Missouri, 361 S.C. 107, 112, 603 S.E.2d 594, 596 =

004). Sl o o

N

The societal expectation of privacy in location information transmitted to a cell phone

. . : ki ' . . i . N .
carrier is a novel issue in South Carghna with no cases directly on p01nt.3 In State v. Drayton,

411 S.C. 533, 769 S.E.2d 245 (Ct. App. 2015), this Court held the defendant did not\have a
: _ » N
reasonable expectation of privacy in his historical CSLI, citing prevailing federal law and the

AN

~N

2 The trlal court s suppressmn of the CSLI significantly impairs the State’s prosecution of this
case, affects a substantial right, and prevents a judgment form whichan appeal mlght be taken
because this evidence is critical to the State’s presentatlon of evidence. See S.C. Code Ann. § 14-
3-330. : :
3 The United States Supreme Court is currently considering a nearly 1dent1cal issue raised here in
Carpenter v. United States, 819 F.3d 880 (6th Cir. 2016) cert. granted, 137 S Ct. 2211, 198 L.
- Ed. 2d 657 (2017) (No. 16-402). The issue as framed by the government is: “Whether the
government’s acquisition, pursuant to a court order issued under 18 U.S. C..2703(d), of historical
cell-site records created and maintained by a cell-service provider violates the Fourth
Amendment rights-of the individual customer to whom the records pertain.” Brief for the United
- States at (I) Carpenter v. United States, 137 S Ct. 2211 (2017), No ~16-402. Oral argument in
Ca_rpente was held on November 29, 2017.

—
{
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Stored Communications Act’s requireme/nt.that’ investigators need only make a showing of ‘
“specific and articulable facts” necessary for the issuance of a court order authorizifig disclosure
of CSLI. Drayton, 411 S.C. at 547-548, 769 S.E.2d at 262. The;court reasoned Drayton had ’no
reasonable expectation of privacy in the CSLI becausé he voluntarily contracted with the cellular
prov1der thereby conveylng his location data. to the prov1der who created the records in the
ordmary course of its business. Id at- 549 769 S. E2d at 263 In:2015, the South Carolina
Supreme Court vacated the portion of this Court’s holdmg dlscussmg the prlvacy mterest in
hlstorlcal CSLI. State v. Drayton 415 S.C. 43, 45, 780 S E2d 902, 903 (2015) The supreme

1

court found this Court reached the issue in error because the supporting affidavits established

probable cause for the search and tha it was not necessary to engage in any' further analysis.
N .

In the Fourth Circuit Court of Appeals, the Maryland case of U.S. v. Graham“has

\

undergone its own evolution The district court found the defendants did not have a legitimate

4

expectation of privacy in historical CSLI after police obtalned the records by court order '
N

pursuant to the Stored Communications Act. United States v. Graham 846 E. Supp 2d 384, 386

‘(P. Md. 2012). In its application to the court, the government stated the records sought would a1d

~

- in an ongoing criminal investigation of recent ,robberies\\of two fast-food restaurants. Id. The
- gover@ent sought to link the defendants with the prior robberies by identifying the location of
cellular towers, accessed by the defendants’ phones during the relevant time periods. Id.

-Following its first oral argument the Fourth Circuit affirmed the convictions but overruled the "

dlstrict court ﬁndmg the government’s 1nspect10n of CSLI was a search for Fourth Amendment

purposes United States v. Graham 796 F.3d 332 (4th Cir. 2015) The United States then

petitioned the court for rehearmg en banc which was granted, and the ‘en banc Court affirmed
) \ : : V. - o \

/



—

the decision of the district court, finding,the non-content information obtained by a third party
was distinét from protected contents of communications information, stating:

The . landscape would be " different “if our Fourth Amendment ,
jurisprudénce cease[d] to treat. secrecy as a prerequisite for privacy.” Id. But
unless and until the Supreme Court. so holds, we are bound by the contours of the
third-party doctrine as articulated by the Court. See, e.g., Agostini v. Felton, 521
U.S. 203, 237, 117 S.Ct. 1997, 138 L.Ed.2d 391 (1997) (reversing the Second
Circuit but noting that it had correctly applied then-governing law, explaining that
“if a precedent of this Court has direct application in a case, yet appears to rest on
reasons rejected in some other line of decisions, the Court of Appeals should -
follow the case which directly controls” (internal quotation marks, alteration, and
citation omitted)). Applying the third-party doctrine, consistent with controlling g
precedent, we can only conclude that the Fourth Amendment did not protect
Sprint/Nextel’s records of Defendants’ CSLLI. -

'United States v. Graham, 824 F.3d 421, 433, 437-38 (4th Cir. 2016).

The Graham holding and this Court’s decision in State v. Draylton4 are consistent with the
overwhelminé majority of cases to consider the issue. The_ Fourth Amendment simply does not
“prohibit the g-overhment_ from obtaining business recor_dsthat reyeal serrsitive rnformation. Bank . -
records, credit card records, .and telephone records can reveai séhsitive information about a
suspect, but ohtaining'them from a third'party is not-a search of that suspect. The United States
Supreme Court “has held repeatedly that the Fourth Amendment does not proh1b1t the obtammg
of 1nformat10n revealed to a th1rd party and conveyed by him to Government authorrtles even if

- the 1nformatron is revealed on the assumptron‘ that it w1,1_1 be used only for a lrmlted purpose and

the conﬁdence\placed in the third party will not be betrayed » Umted States v. Miller, 425 U.S.

435, 443 (1976) (holdrng that 1nd1v1duals do not have a reasonable expectation of prlvacy in their™

L 3

bank records). - ) N " —

' The majority of federal courts to consider the issue now before this Court have held that
) t

acquisition of historical CSLI without a warrant does not violate the Fourth Amendment because
: , .

—

4 State v. Drayton, 411'S.C. 533, 547-50, 769 S.E.2d 254, 262-63 (Ct. App. 2015)
. N s - . . C -
s N 8
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there is no legrtlmate expectatron of privacy in those records. See €. ,q In re Unlted States for

BN

Historical Cell Site Data, 724 F.3d 600, 615 (5" Cir. 2013) (“Cell srte data are business records

and should be analyzed under that line of Supreme Court precedent Because the magrstrate

y judge and district court treated the data as tracking information, they applied' the wrong legal

standard. Using the droper framework, the SCA’s authorization of § 27 03(d) orders for historical _ -

‘cell site information if an application meets the lesser ‘specific and articulable facts’ standard

_. rather than the Fourth Amendment probable cause standard is not per se unconstltutronal”)

United States V. Sklnner 690 F 3d 772, 777-78 (6th Cir. 2012) Graham 846 F Supp.2d. at 389- B

90, 397-99; United States V. Davrs, 785 F.3d 498, 513 (11th Cir. 2015) (en banc) (holding that

- the government obtaining a court order under the Stored Communications Act for CSLI was not

a search); In re_Applications of the United States for Orders Pursuant to Title 18, U.S. Code

_S'ection42703(d), 509 F.Supp.2d 76, 81 (D.Mass. 2007) (no Fourth A_mendment interest in

prospective cell-site data).”’
' \

"~ The holding in Graham is controlling over this case. Accordingly, the State urges this
Court to correct the trial court’s errors and to hold consistent with the Fourth Circuit Court of

Appeals that the acquisition of CSLI by investigators does not implicate the Fourth

Amendment.® The warrantless acqursrtlon of historical cell-site records wrthout a warrant does

PN o

> See also United States v. Dye, 2011 WL 1595255, *9 (N.D. Ohio April 27, 2011) (denying
' motion to suppress historical cell-site data); United States v. Velasquez, 2010 WL 4286276, *5
(N D. Cal. Oct. 22, 2010) (same); United States v. Benford, 2010 WL 1266507, *3 (N.D. Ind.
Mar. 26, 2010) (same); United States v. Suarez-Blanca, 2008 WL 4200156, *8-*11 (N.D. Ga.

~ Mar. 26, 2008) (same); Mitchell v. State, 25-So0.3d 632, 635 (Fla: Dist. Ct: App. 2009) (same).

Contra In re Application of United States, 809" F. Supp. 2d 113, 2011 WL 3678934 .*9-*11
" (EDN.Y. Aug. 22; 2011) (holding a warrant is required to compel d1sclosure of historical cell-
s1te records).

6 Respondent did not argue’ that his rights were Violated under the South Carolina Constltutlon
so the analysis is gulded by Graham and its 1nterpretat10n of the U.S. Constitution.

N - . ‘ ) 9_’




. . -~ . .
ot violate the Fourth Amendment because there is no legitimate expectation of privacy in those

records. - - T . : -
This Court “must examine the nature.of the particular documents sought to be protected

in order to determine whether there is a legitimate Cexpectation of privacy’ concerning their

contents.” Miller, 425 U.S.,;at 442, See also Smith v. Maryland, 442 U.S_; 735, 741 (1979). Here,

N

the State did not seek content or conversations‘ unlike in the situation before the Supreme Court

in Katz, but CSLI. That is a key dlst1nct1on as content is prov1ded much stronger protect1ons

‘ )
L1ke the pen reg1ster numbers in Sm1th and the bank records in M1ller the State d1d not obtaln :

G1bbs s prrvate papers > without a warrant. Instead, it obtarned the business records of a third

3

~
~

party, Verlzon Wireless, and only for a'very llmlted period of time, six days A historical cell-site,

o )
- record is a phone company's own record of the cell tower and sector it used to handle a

’

. e . , w -
customer’s call, in a transaction to which it is a party. It is generated and stored by a cell phone

company at its own discretion because federal law does not require phone companies to create or

keep such records.” Graham, 846 F.Supp.2d at 398 & n: 11; In re U.S. for Historical Cell Site
Data, 724 F.3d at 611-12.
Additionally, Gibbs has no privacy interest in the historical CSLI because society does

not recognize this interest as reasonable. The Fourth Amendment regulates the government’s
-~ ability to obtain evidence from a person. It does not restrict the government from obtaining
' o o ‘. . ) N N ‘

evidence about a person. See Katz v. United States, 389 U.S. 347, 350 (1967) (“[T]he Fourth

Amendment cannot be translated into a general constitutional ‘right to privacy.””). Thus, it was’

unnecessary for the State to obtain a search warrant in order to acquire either the personal
J o '

- .

7 47 CFR. § 42.6 requ1res prov1ders to maintain for 18 months “the ‘name, address, and
, telephone number of the caller, telephone number called, date time and length of the call.” This
requirement does not extend to cell site information. 2 B
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- subscriber information'related to the defendant’s phone or the cell site location records from the

— : - ‘ . -

] phone company because the CSLI was not stored in a place in which the defendant a reasonable.

© expectation of prrvacy A customer has no reasonable expectatlon of privacy in a busmesss

t

- records of services it prov1ded See Umted States V. Mlller 425 U.S. 435 440 (1976) (“[T]

documents subpo,enaed here are. not respondents ‘private papers. .. .[R]espondent can assert
neither ownership nor possession. . . . [of-the] business records of the banks.ﬂ"’). As Justice

Marshall wrote for the Courtin S.E.C. v. Jerry T. O'Brien,AInc., 467 U.S. 735, 743 (1984):
) : J
It is estabhshed that, when a person communicates 1nformat10n to -a third party
~even on the understanding that the communication .is confidential, he cannot
object if the third party conveys that mformatlon ot records thereof to law
enforcement authorities. : e o

The CSLI is no more than a record Verizon creates and maintains in its ordinary course of

o A ‘ ' o A :
( . . . . .
‘business_ for its own purpose. Accordingly, when the government seeks information from a

DI . s
business that has acquired transactional information from a customer, the fact that the .

bl

information pertains to a customer does not permit the customer to object to its production.
“Because these records are created solely by the cellular providers, “individual customers

do not generally' have access fo those records, and could not be ekpected to produce them in

—

response to a subpoena.” Graham 846 F. Supp 2d at 398 Moreover

A cell service subscrlber like a telephone user, understands that hrs cell phone

" must send a signal to a nearby cell tower in order to wirelessly connect his call. \
! See United States v. Madison, No. 11-60285-CR, 2012 WL 3095357, at *8
(S.D.Fla. July 30, 2012) (unpublished) (“[C]ell-phone users ‘have knowledge that
when they place or receive calls, they, through their cell phones, are transmitting
~signals to the nearest cell tower, and, thus, ‘to “their communications service
providers.”). Cell phone users recognize that, if their phone cannot pick up a
signal (or “has no bars™), they are_out.of the range of their service provider's

N

¥ In this case, investigators did obtain a search warrant but were not required by law to do so.

The facts presented to the magistrate easily satisfied the “specific and articulable facts” standard
for a court order pursuant to § 2703(d). Regardless, as discussed below, the search warrant was’
valid and mvestrgators acted in good faith when 0bta1n1ng the search warrant. '

~ . AN o
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network of towers And they realize that, if many customers in an area attempt to
make calls at the same time, they may overload the network's local towers, and
the calls may not go through. Even if this cell phone-to-tower signal transmission
was not commonﬂknowledge ”? Cahforma v. Greenwood, 486 U.S. 35, 40, 108
S.Ct. 1625, 100 L.Ed.2d 30 (1988), the Government also has presented evidence
that cell serv1ce providers' and subs}crlberS contractual terms of service and
providers' privacy policies expressly’ state that a provider uses a subscriber's -
location information to route his cell. phone calls. In addition, these documents
inform subscribers that the providers not only use the information, but collect-it.
See also Madison, 2012 WL 3095357, at *8 (“Moreover, the cell-phone- usmg
public knows that communications companies make and maintain permanent
records regardmg cell-phone usage, as many different types of billing plans are
available . . . Some plans also impose additional charges when a cell phone is
~ used outside its ‘home area’ (known commonly as ‘roaming’ charges). In order to
bill in these different ways, communications companies must maintain the
requisite data,-including cell-tower information.”). Finally, they make clear that
providers will turn over these records to government officials if served with a
court order. Cell phone users, therefore, understand that their service providers
record their location information when they use their phones at least to the same
extent that the landline users in Smith understood that the phone company
recorded the numbers they dialed. _ S
/ : _
In re U.S. for Historical Cell Site Data, 724 F.3d at 613. See also Smith, at 742-43; see also

A

Graham, 846 F Supp.2d at 401."
: Further, Gibbs voluntarily used his phone and voluntarily provided his CSLI to Verizon.

In re US for Historical Cell Site Data, 724 F.3d .at'6l3-14 & n. 13; Skinner, 690 F.3d at 777

(“There is no Fourth Amendment violation because Skinner did not have a reasonable

expectation of privacy in the data'given off by hisvolun_tarily pr‘o'cur_ed pay-as-you-go _cellrl)

,phone”) This is cle‘arlboth frorh the 'reasoning of Smith and Miller, and from the provisions ofr.

hlS contractual agreement with Verrzon In re U.S. for Historical Cell Site Data, 724 F3d at -

‘613 see also Graham, 846 F Supp. 2d at 399

-\

? Verizon’s privacy pohcy states that “[w]e collect information about your use of our products
services and sites. Information such as -call records;y websites. visited, wireless location,
apphcatlon and feature usage, network traffic data, product and device- specific information,
service options you choose, mobile and device numbers video streaming and video packages’

— ' | 2
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Gibbs attempted to equate CSLI with GPS trackmg in his arguments to. the trial court. (R!

i
J

p. 46). The two are easrly dlstmguishable and sub]ect to very different standard As opposed to

- Pl

GPS or other forms of electronic monrtormg, the mfon‘natron revealed by historical CSLI

“expLoses to the_govemment only where a suspect was and not.where he is.” Graham, 846

o - R o ) i . . 4 ’ I , ) )
F.Supp.2d at 392. “The data gleaned from toll records or pen registers . . . encompassed

‘location’ data with far more precis}ion than the historical cell site location records at issue.in the

—_ ~ .

present case, and typically that location would be one in which the user had a :Fourth
Amendment privacy 1nterest such asahome or office.” Id.at 399. - g . )
- RN . S . N

“At best, the records in this case 1dent1fy the closest cellular tower, whereas the pen
© register records at issue in Smith indicated the ph sical addre’ss of the defendant's telephone. The
register physica Ls telep

cOnce\pt of a legitimate expectation of privacy in one’s location or'moVement Simply was not
\
contemplated in those early telephone cases.” Graham, 846 F. Supp 2d at 399. Also, GlbbS has

not argued that these records revealed hlS movement in protected areas, such as hlS home and he
) R ,
did not have any “subjectwe expectation of privacy that society is prepared to recognize as

reasonable ” see Katz, 389 U. S at 361 (Harlan I, concurrmg) either while travellng along the

streets and highways or in commrttmg his crime ‘and the cover- upl in an open area visible to the
™ . -

public.
Unlike [Umted States v. Karo, 468 U.S. 705, 715 (1984)] where the electronic

<’ beeper concealed in the drum of ether disclosed not only the location of

~ defendant's home, but also the fact that criminal activity. was afoot (which
featured prommently in the search warrant affidavit), there is nothing
presumptively illegal about the possession of a cellular phone. The most that the’
“tracked” cell phone might reveal is that its owner might presently be found in the
home (assuming that the phone had not. been loaned to someone else). There 15\
nothing, howevér, about that disclosure that is any -more incriminating or
revealing than what could be gleaned from the activation of a pen register or from '

~

and usage, movie rental and purchase data, FiOS TV viewership, and other similar information
may be used ... .” See http://www.verizon.com/about/privacy/policy/.

s ~ . s <
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phy51ca1 surveillance. Moreover out51de of the home it is doubtful that the

tracking of a cell phone has any Fourth Amendment 1mphcat10n whatsoever See
Karo, 468 U.S. at 713- 72 '

In re Applications of the United States for Orders Pursuant to Title 18, U S. Code Section »

- 2703(d), 509 F. Supp 2d at 81. See also United States v. Knotts 460 UsS. 276, 281 (1983);

Skinner, 690 F. 3d at 777 78 (defendant had no legltlmate expectation of privacy in the data
given off by hlS voluntarlly procured pay-as-you-go cell phone and, since he was on public road

before -stopping at (public restroom, police could have obtained same information hy visual

surveillance). \

I

_y ~ Finally, and again unlike the GPS monitor surreptitiously installed in Jones, Gibbs could

‘have simply turned off his cell phone or not used it while committing the crimes. At least one

court has re/c:ognizedthat_,“cell phone users who\ fail to turn off their cell phones do not exhibit an

- expectation of privacy and such expectatio'n would not be reasonable Jn any event. * In _re

Smartphone Geolocation Data. Appllcatlon 2013 WL 5583711 *16-(E. DN Y May 1, 2013)

RN

Therefore, Gibbs did not have a reasonable’ expectatron of the CSLI and the Fourth Amendment »

N

warrant requirement did not apply.

For the foregoing reasons, the trial court abused: his discretion and committed a clear

~ .

error of law by suppressing the, CSLI in Gibbs’s case. See Sheldon, 344 S.C. at 342, 543 S.E.2d

' at 585-586 (instructing a trial judge’s ruling should only be reversed if it is legally .erroneous or

5
constitutes ‘an abuse of drscretron) see also State ex rel. Davis v. State Bd. of Canvassers 86

S.C. 451 455 68 S.E. 676, 678 (1910) (explammg an appellate court “will correct errors of law”

committed by a lower court). The State urges thls'Court to correct these errors and to find,

’

‘consistent with the Fourth Circuit Court of Appeals, that the acquisition of CSLI by investigators

f
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N
does not implicate the Fourth Amendment. As a result, the trial court’s ruling should be reversed,

and Gibbs’s case should be remanded for trial. ( -
N . . : v "

B The trial court abused its dlscretmn in findmg the supportmg warrant affidavit
lacked probable cause. ' ‘

The warrant affidavit combined-with the supplementary testimony provided at the pretrial
. N\

./hearing constituted sufficient probable cause for the issuance of a warrant. The Fourth
Amendment protects “[t]he right of the people to be secure in their persons, houses, papets, and

effects, against unreasonable searches and seizures.” U.S. Const: amend. IV. “The touchstone of

‘the Fourth Amendment is 'reasonableness.” Florida v. Jimeno, 500 U.S. 248, 250 (1991). Thus;-

only unreasonable searches.and seizures are. prohibited. State v. Foster,269 S.C. 373, 378, 237
S.E.2d 589, 591 (1977). Generally, in.order for a search to be reasonable under the Fourth

Amendment, a law enforcement officer must obtain a search warrant prior to conducting the

search. Robinson v. State, 407 S.C. '169\, 185, 754 S.E.2d 862, 870 (20,14)._In South Carolina, an
. N . Ve N . 2 ) .
) : :

officer seeking to obtain a search warrant must present a sworn affidavit to a judge presenting

grounds sufficient to establish probable cause in order to justify the issuance of the warrant. State
v. Bellamy, 336 S.C. i40, 143, 519 S.E.2d 347,\348-349 (1999); see S.C. Code Ann. § 17-13-

140 (“A warrant issued hereunder shall be issued only upon laf\ﬁdavit sworn .to before the

Pl
~

 magistrate, municipal judicial officer, or judge of a court of record establishing the srounds for
the warrant.”). |

In deciding whether to issne a search warrant, the issuing judge must “make a practical,

. comrnon-senSe deéision whether, given; all the ciroumstances set forth in the afﬁdavit before him,

4 1nclud1ng the - vera01ty and ‘ba51s of knowledge of persons supplymg hearsay information,

there is a fair probablhty that contraband or ev1dence of a crime w111 be found in a partlcular

place.” Illinois'v. Gates, 462 U.S. 213, 238 (1983). The court ‘shoul_d«bas'e its ‘determination on

~

15
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~ the totality of circumstances and afford great deference to the issuing judge’s probable cause

determination. State v. Keith, 356 S.C..219, 223, 588 SE2d 145, 147 (Ct. App. 2003).

“Suppression is appropriate in’only a feWsituations including When an afﬁdavit/is ‘so lacking in

indicia of probable cause as to render ofﬁmal belief in its existence ent1rely unreasonable’ ?

State v. Weston,' 329 S.C. 287, 293,494 S.E.2d 8,0\1, 804 (1997) (quotmg United States V. Leon,
468 U.S. 897, 923 (1984)). ) '

_ An" affidavit support'i‘ng a warrant must>set forth_'particular. facts and circumstances

underlying the existence of probable cause to allow the magistrate to make an independent

evaluation of prob)able cause. State v. Baccus, 367 S.C. 41, 50, 625 S.E.2d 216, 221 (2006). The |
duty of a reviewing court is to ensure that the issuing magistrate had a substantial basis upon

. / : . '
which to conclude that probable cause existed under the "totality-of-the-circumstances" set forth

\ in Ill1nors v. Gates, 462 U.S. 213 238 (1983) Baccus, 367 S.C. at 50 625 S.E.2d at 221.
Here the afﬁdav1t set out the relevant facts and c1rcumstances of the 1nvest1gat1on up to
* that point. (Search Warrant; R P 94- 100). The affidavit reads as follow:

On 8/27/13 the mother of Zachary Malinows_ki reported him missing from 2918
Hwy 905 in the Conway section of Horry County. Family and friends ‘were
interviewed including a close girlfriend and the most record contact they had with
him was 8/25/13 by phone. This is not normal for him and it is believed
something happened to him. A subsequent search of the victim’s phone showed.
act1v1ty up to 0424 where the phone completely shut off in the Aynor area. His
/vehlcle was located several days later completely burned and other property was
located on the side of different roadways. As of 11/15/13 the victim or his body

" have not been located. The phone number to be searched belongs to Javon Gibbs
who has been identified by many as being involved with his disappearance based .
on drug related incidents before his disappearance. The male denied the ~
allegatlons and identified that he did not want to provide a DNA sample or take a
polygraph to exclude ‘him. It is my belief that searching the records,of Javon/
Gibbs will provide information regarding any. contact with the v1ct1m and his
whereabouts durmg the date and time the V1ct1m went m1ssmg

16 I



(Search Warrant' R. p.-94-100). The afﬁdavit sets fonh:sufﬁcient information to sdpport a

A -- { =~

probable cause ﬁndmg Notably, the mvestlgator had 1nformat10n from multlple witnesses of * -
' \,pr1or altercat1ons between the v1ct1m and the defendant stemming from a drug deal gone bad and

from an.}1nc1dent where the defendant was arrested on weapons‘charges. (R. p. 12; 18; 26). First,
. ¢ N ’ ' g S
the affidavit explains that the victim has-been missing since August 26, 2013, which is two

months before the search warrant was sought. (Search Warrant; R.'p. 94-100). After interviewing
T‘fr'iends and. farnily, the inVestigator concluded that it is not norrnal for the victim to disappe(ar and

be out of touch by cellular phone (Search Warrant R. p. 94- 100) The victim’s phone was l
| searched ‘and it was revealed that the phone was completely shut off and all act1v1ty stopped at-
' 4:24am on August 26, 2013.”(Search Warrant; R. p. 94-100). The investigation began‘to showv
that foul play was 1nvolved in the victim’s dlsappearance As the afﬁdav1t explains the Victim S
Vehicle was located several days completely bumed (Search Warrant; R. p. 94- 100) Other
property belonging to the victim was located on the s1de of the road (Search Warrant R. p. 94-
lOO). This gave investigators reason ,to believeA that the yictim was kidnapped and was possibly-

\

. ‘ - .. )
murdered after he could not be located. Finally, the ‘affidavit. reveals that Gibbs has been.
Ay l ~

4“identiﬁed by 'man_y as being ini/olued with‘[the Victim’sl disappearance based ‘on drug related
incidents before his disappearance.i’ (Search Warrant; ‘R.' o 94-100). At.the ‘pre-t_rial hearing,
' Ini/estigator Martin was “able to supplernent the. record o ‘ei(plain (how. theii investigation .
‘ progreSSed and zeroed in on Gibbs and)Brown. Brown’s phone records, including the CSLI,:were
obtained. 'ﬁrst.J (Rp ;0). Brown was in communication with‘Gibbs leading up to the time the

~ N . )

victim 'was last seen and when his cell phone was shut off in the early morning hours. (R.-p./25A-V

- 26; 30).

R
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This evidence, particularlythe timeline of events, provides ample information to support

the'probable causé finding made by the magistrate judge. The probable cause was based on

evidence obtaine‘dl \:frona interviews shoWihg that Gibbs aﬁd.the victim had prior altercations and
~ that thhs had a pessible mﬂotive te kidnap and murder the Vigtim. It Was— shown that Brown’s
cell phone was in the vicinity of the victim’s ‘house and then in the proximate location where-the
-victim’s vehicle was bumed (R. p. 25- 26 Search Warrant; R p 94-100). Brown’s
communications with GlbbS furtherksupported that there was probable cause. In addltlon the
- magistrate was familiar with the investigation because he had issued other warrants .in the case.
(R. p. -27)' In short, there was a reasonable basis,te _believ/,e'»that. the defendant’s ‘phohe reeord.s
“would prodtlce evidence sho,w‘ing that a crime may have been committeti.‘\//iewing the affidavit
. and the supblemehtal testimony under the totality of the circu(rnstanQGS, there is sﬁfﬁcjer}t |
information set forth to suppert the magistrate’s finding of probable cause. See Kaley v. United

States, _ U.S.-_, 134'S. Ct. 1090, 1103 (2014) (recognizing probable cause “Is not a high =~
ar”).The trial court erred in finding otherwise. BN
C. The trial court erred in finding the good faith exception did not .ap‘ply.'

Even if this Court finds tha_t’ a warrant was required- and' that there was not sufficient
probabfe cause, then the trial court further erred by finding that the good faith excepti'on to the
warrant requirement did not apply. There i$ no evidence to support this fifiding. ‘Although the

State submits that there wasprobable cause to issue a-search warrant based upon the suppotting -

- affidavit, suppression of the records was not required even if probable cause was lacking because

law enforcement acted in objectively good faith reliance upon the order that was issued. Due to ‘

’ -~

the hea\_/y costs exacted by the exclusion of evidence on both the judicial system and society as a
-whole, application of the exclusionary rule is only appropriate where the deterrent benefits of the

rule outweigh the heavy costs its application would exact. State v. Brown, 401 S.C. 82, 88, 736 -

- 18
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S.E.2d 262, 266 (2012). Asa result judicially-created excepti'ons to the exclusionary rule have
been: estabhshed 1nclud1ng the good faith exception ﬁrst recognlzj.d by the 'United States
Supreme Court in its decrsion in United States V. Leon 468 U.S. 897 (1984) Brown 401 S*C at

)

88-89, 736 S.E.2d at 266; see al_so State V. McKnight, 291qS.C. 11Q, 113, 352 S.E.2d 471, 473 .

(1987) (“Exclusion of evidence is not the only' means available to insure that warrants are
) < R . o o N

properly issued.”). “Where the alleged Fourth Amendment violation involves a search or séizure

pursuant to a warrant, the fact that-a neutral magistrate has issued a warrant is the clearest

lad . Yy

1ndicat10n that the ofﬁcers acted in an objectively reasonable manner or, as we have sometimes
S N

put it, in “objective good faith.” [Leon 468 U.S. at 922—923] ” Messerschm1dt V. Millender 132

/ . N

e 1235, 1245(2012) | R - S | )

: The Supreme Court determined the exclusionary rule shOuld only ;‘rarel__y” be applied to
cases where‘ officers reasonably relied upon suhseQuently-invaiidated search warrants. @; 468
U.S., at 926. “Speciﬁcvally, th'e\Supr’erne‘\ Court c'on‘cluded suppreSSion‘ of the evidence basedﬁon a
subSequently-invalidated search warrant was only approf)riate_ in ‘four limited situations: .(1.)

where the affiant misled the issuing judge by“ including false or misleading information in the

~ : . -~ » { ' , o o . '

search warrar?t affidavit; (2) where the issuing judge wholly abandoned his neutral and detached
. ) y o . . . o

judicial role; (3) where the search warrant affidavit was “ ‘so lacking in indicia of probable cause

”,

as to render ofﬁ01al behef in its ex1stence entlrely unreasonable[] and (4) when a search

. . . I . .
warrant/was so facially deficient i in sorne technical respect the officer executing that warrant
could not reasonably have presumed-it to be valid. Id. at 923 (citation ornitted).'

- Gibbs presented a detailed search warrant affidavit that was not “bare bones.” Gibbs

k213

V'failed to show how the investigator acted in “deliberate, reckless',?.’.or “grossly negligent”
B N * . . - » . ) . '
- .disregard for Gibbs’s Fourth’ Amendment rights.” Id. at 909. Investigator Martin objectively

/ Ve
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s I

acted in good faith in providing the information he had at the time to the magistrate showing that

r

he had a reasonable basis in believing a search of Gibbs’s phone would produce Qv_i/dehce that the

victim was kidnapped. See Uriited States v. l\/ia‘rtin,' 833 F.2d 752, 756 (8th Cir. 1987)'.('“W4hen
judges can look gtv the same affidavit and come to differing conclusions, a police officér’s
reliance on that affidavit must, therefore, be teasonable.”). The trial court failed to support this

, ﬁn\ding‘ with any facts or applicable law. THus, the,tfial court abused its discretion in finding the

r

good faith doctrine did not apply. . ' S = S
N
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C - - CONCLUSION .

—

. For all the forégoihg reasons, it is respectfully submitted that the ruling of the trial court

should be reversed, and the case should be remanded for trial.
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