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JONATHAN HOWARD - CROSS EXAMINATION BY MR. ERWIN 60
1 0. Okay.
2 MR. ERWIN: I have no further questions.
3 THE COURT: Redirect?
4 MR. WILKINS: None, Your Honor.
5 THE COURT: You can step down. Thank you. Call your
6 next witness.
7 MR. WILKINS: That's all we have on that statement,
8 Your Honor., It's the statement on the phone and the one in
9 the law enforcement center that we would say is knowing and
10 voluntary, Your Honor.
11 THE COURT: All right. What's the Defense positioné
12 MR. ERWIN: And, Judge, on that I really don't have any
13 objection. I guess we'll see when the statement actually
14 comes in in context if there are other objections made, but
15 as far as Jackson v. Denno, I believe they've satisfied what
16 they need to.
17 THE COURT: All right. I find that it's freely and
18 voluntarilyg in fact, to echo the questions on cross, it was
19 spontaneous and voluntary. So it's admissible. And I don't
20 think I need to go through a full Jackson versus Denno
21 analysis because it is voluntary, a voluntary statement, no
22 custody, no interrogation. All rigﬁt.
23 MR. SARRATT: Your Honor, the final motion we have is
24 one under rule 702 in Council for hearing on the
25 admissibility of certain expert testimony.
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THE COURT: All right.

MR. WILKI&S: We shall proceed, Your Honor.

THE COURT: Well, let me isolate it a little bit so
I'1ll know wﬁat I'm listening for. This has to do, I
understand, the telephéne?

MR. SARRATT: Correct, Your Honor.

THE COURT: All right. What is the -- what are the
experts?

MR. SARRATT: It's my understanding the State intends
to call Special Agent Richard Fennern from the FBI, the CAST
Team to come and present certain demonstrative evidence and
potentially give opinion testimony as to the location of the
Defendant's cell phone at various points in time near the
murders.

MR. WILKINS: That's correct, Your Honor.

THE COURT: This is triangulation, pinging?

MR. WILKINS: It's not triangulation. Mr. Fennern can
explain it better than me. |

THE COURT: All right. Well, I'd rather hear -- okay.

MR. WILKINS: You can kind of hear him as how he

explains it. But he -~ I think the argument is going to get
-- the information that he is representing in -- that he's
going to represent to the jury is actually not his -- it's

not a calculation that he did, it's information he received

from cell phone companies, two in particular, Sprint and T-
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RICHARD FENNERN - DIRECT EXAMINATION BY MR. WILKINS 62
1 Mobile. The cell phone that was in the possession of the
2 Defendant at the time of the murder had service with Sprint.
3 . There's also other cell phones that may have been involved
4 that were under T—Mobile.
5 What Mr. Fennern will testify to as an expert in
6 historical cell detail record analysis is measurements from
7 that phone to the cell.phone tower at various times
8 throughout the day.
9 THE COURT: All right. I know what I'm looking at.
10 All right.
11 MR. WILKINS: So the State calls Richard Fennern.
12 Richard Fennern, being
13 duly sworn testified as follows;
14 MADAME CLERK: Please be seated and state your name for
15 the record.
16 MR. FENNERN: Richard Fennern.
17 Direct Examination by Mr. Wilkins:
18 Q. Mr. Fennern, with whom are you employed?
19 A. I'm a special agent with the Federal Bureau of
20 Investigation.
21 Q. All right. And what do you do for the FBI?
22 A. Two parts, I'm a special agent in&estigating violent
23 crime matters as well as I'm a member of the FBI's Ce;lular
24 Analysis Survey Team called CAST, which deals with call
25 detail record analysis.
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Q. How long have you been with the FBI?
A. I've been with the FBI since June of 2009.
0. All right. ' What kind of educational background do you
have?

;
A. I have a bachelor's degreé in accounting  from
Metropolitan State University in Minnesota as well as a two
year degree in criminal justice from the Community College
of the Air Force.
Q. And any other job experience? .
A. Prior to -- 1 spent e;ght years in the>Air National
Guards/Air Force active duty as well as I worked as a CPA
for approximatély three years. .
Q. - Ali right. So what is your sort of day-to-day
experience at the FBI? "What do you do every day?
A. I investigate violent cr;me matters in Prince George's
County, Maryland as well as Baltimore; Maryland, which-
include armored car robberies, commercial robberies, assist

with homicide investigations, bank robberies. And then also

with the CAST Team I assist local state and federal agents

with cases, how they relate to cell phone analysis.

0. Ali right. What does CAST stand for?

_A. Cellular Analysis Survey Team.

Q. All right. And when was the C-A-S-T, the CAST Team

developed within the FBI?

A. Initially it was an initiative in 2006 that came out of
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Philadelphia with their Violent Crimes Task Force after they
recognized the need for cell phone analysis and
investigations. From that point it became a -- moved to our
headquarters unit where it was an initiative under the Safe
Street Gangs Unit.

And then in, I believe it was 2013, it became its own
unit within the Violent Crimes Against Children's section of
the FBI where now it employs approximately ten people at
headquarters as well as forty-two agents throughout the

country that are certified members of CAST as I am.

Q. Okay. And how many members do you have?

A. It's forty -- right now forty-two that are in the field
working.

Q. Tell us what -- what is historical cellular record
analysis?

A. Historical record analysis deals with -- kind of think
of it as their -- your records that you normally have when

you use a cell phone. If you've ever looked at your bill,
you get -- you have information on that bill regarding the
nuﬁbers you called, the numbers that called you, when those
calls happeﬁed as well as the duration of those calls.

What in addition you have with that, in a law
enforcement perspective, is it gives you the cell tower that
was used for a communication, which allows you to provide a

general location where a phone is as well as additional
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information as far as distance to tower information on some
carriers of where the phone is in relation to the tower. So
with those records we really can do a number of things
depending on what the situation is.

We can look for patterns if we're looking for a
fugitive. We can utilize those records to determine who
that person's talking to as well as where they may be
located to find them as well as our primary —-- our primary
responsibility under the Violent Crimes Against Children's
section is if there's a kidnapping that happens throughout
the country, one of our members is deployed to do the cell
phone analysis to try to locate that missing individual.

And in addition to that, then we also have historical
events. As in this case where it's a homicide case, we can
look at the records and determine if a phone was consistent
with being in an area or consistent with not being in an
area.

Q. And so you use the historical cell phone data provided
to you by the provider to make those determinations?

A. That's correct.

0. Okay. Are you familiar with cellular technologies
utilized by all the major cellular companies?

A. Yes. We go through all of it as part of our training
to become CAST certified.

Q. All right. So tell us about your training.
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RICHARD FENNERN - DIRECT EXAMINATION BY MR. WILKINS 66
1 A. Okay. As far as my initial training with cell phone
2 analysis, I went through various FBI training until 2011
3 when I went to a three day course that was offered by the
. 4 CAST Team at that time in Philadelphia. I'm sorry, that was
5 in Florida. That was a three day course, which is just an
6 introduction to the cell phone records, how you get them
7 from the company, how they're created and then how do you
8 plot them in a law enforcement setting to determine the
9 general location of a phone.
10 After that point I utilize the records in my
11 investigations to realize the wvalue in them, requested
12 additional training, which sent me to Melbourne, Florida for
13 a two week course with a private company to learn radio
14 frequency and how a cell phone network operated —-- how a
15 cell phone network is put together and how it operates.
16 After that point I went through an adwvanced course,
17 which was another week, with the FBI CAST Team to look at
18 the records and anomalies that happen with them and how to
19 interpret them. And then I became part of the -- requested
20 to be a part of the CAST Team.
21 Went through a'selection process, which then was four
22 weeks broken up in two parts in Charlotte, North Carolina
23 where we went through -- we bring in all the providers. So
24 Sprint, T-Mobile, Verizon, AT&T, Cricket, I believe at the
25 time U.S. Cellular as well, we bring in their engineers who
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then explain their network to us, how the records are
created. And then they bring in their records custodians,
which show us how those records are then presented in their
—-- the formats that they use that we receive.

And then we additionally went through even more radio
frequency training with engineers and after that became CAST
certified after completing that process. And then since

then I've done annual, semi-annual update trainings, usually

a week at a time meeting with the providers again and going

over any updates to their networks and things on the horizon
of that sort.

Q. About how many different cases have you been involved
in where you had to analyze records to make determinations,
historical or real time?

A. Hundreds, at least five hundred cases.

Q. And so how often do you think you analyze cell phone --
cell phone records?

A. For the past two years I've done them every day. If
not, I may have had a day off here and there, but pretty
much every day.

Q. Have you ever had the chance to validate the location
of a phone after a specific event has occurred?

A. Yes. Two things, a part of our training is we go
through -- we get certified in the equipment that cell phone

companies use to measure their network. It's called -- it's
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drive testing equipment. It's what's generally referred to
a company being JDSU agilent technology. Those .are the same
companies and tools the cell phone companies use to measure
their network.

So part of that is we go out and we can actually
measure the radio frequency in an environment and map out
what a sector looks like. So we utilize that in our
understanding of the analysis.

As well as cases I've worked I've actually had
defendants that have been on GPS monitoring when they have
committed a crime. And I}ve been able to take that GPS
point from their ankle bracelets throughout that period and
map that with the cell phone records to validate the
historiéal analysis as well as having individuals that have
admitted to being in locations through interviews as well as
guilty pleas and things of that sort.

Q. And have you given any training in this field?

A. Yes, I have. 1I've taught our -- the three day course I
initially went thfough, I've taught that now since 2013.
I've taught over five hundred investigators from
Pennsylvania, Maryland, Virginia, North and South Carolina,

Georgia, Florida, Texas, Utah and Seattle.

Q. And have you ever testified as an expert in court
before?
A. Yes, I have.
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1 Q. How many times?
2 A, Over twenty times.
3 Q. And what were you -- what were you certified as an
4 expert in in those cases?
5 A. Historical call detail record analysis.
6 Q. Okay. And as a CAST Team, the CAST Team as a whole,
7 how many times have CAST Team members testified throughout
8 the country?
9 A. We've testified in over eight hundred trials throughout
10 the country. I believe every state now we've been --
11 testified in.
12 MR. WILKINS: Your Honér, I would move to admit Richard
13 Fennern as an expert in historical call detail analysis.
14 THE COURT: Do you want to do any voir dire now or do
15 you want to wait and -- since we don't have a Jjury here?
16 MR. SARRATT: Well, I'll do a brief voir dire.
17 THE COURT: Okay.
18 Vbir Dire by Mr. Sarratt:
19 Q. Agent Fennern, you said that you graduated with a
20 degree in accounting?
21 A. That's correct.
22 Q. And worked as a CPA?
23 A. Correct.
24 Q. But you don't hold any degrees in engineering?
25 A. No, I do not.

11
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9 :

2 A. No.

Q. Okay. And you've never been employed as an engineer?

3 Q. Do you have any peer review journals or anything that

4 you would rély on in terms of measuring the distance from

5 tower figures that you spoke to and radio frequency

6 propagation maps?

7 A. Peer reviews, as far as there's -- there's articles out
8 there. I couldn't specify to a specific one. I'm trying --

9 there's a book that's out of the U.K. that deals with the
10 same matter in law enforcement that we do from Brandon Hoy.

11 I believe it's called Detail Record Analysis. I can't

. 12 remember the entire title for it. As far as anything more
(\M} 13 specific than that book, no.
14 Q. Okay. And as far as you're aware of are there any
15 courses or any formal education available in that specific
16 field?
17 A. As far as —-- the training that I go through with CAST,

18 as far as outside of that, the only training that the FBI

19 offers is the three day course.

20 Q. Un~hum (affirmative).

21 A. And then beyond that, no, just regarding the cellular
22 industry.

23 Q. Okay.

24 MR. SARRATT: I believe that's all I have on voir dire,

K\x; 25 Your Honor.
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1 MR. WILKINS: Thank you, Your Honor.
2 THE COURT: Yes.
3 Direct Examination by Mr. Wilkins Continued:
4 0. All right. Mr. Fennern, I'm going to —-- well, let me
5 ask you this. Were you asked to get involved ---
6 Mh. SARRATT: I don't mean to interject.
7 MR. WILKINS: That's all iight.
8 MR. SARRATT: I was going to -- should we put anything
9 on the record ---
10 THE COURT:  Well, I find that he's qualified under the
11 - what exactly do you offer him --- |
12 MR. WILKINS: He's an expert in historical call detail
13 analysis.
14 THE COURT: All right.
15 MR. WILKINS: And that was the -- his prior training,
16 CAST member af the FBI, the two weeks. He's also an
17 instructor in this particular area.
18 THE COURT: P;ight .  Yeah.
19 MR. WILKINS: Analyzing historical cell phone data.
20 THE COURT: I find he is qualified in that area.
21 MR. SARRATT: And I certainly have no objection to his
22 qualification in that field generally, however, I would
23 object -- but that does not necessarily make him an expert
24 on all fields -- the underlying science underneath .the ---
25 THE COURT: Right. |

13
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(f\}> 1 MR. SARRATT: --- analysis.
2 THE COURT: Well, we, you know, under Council, which is

3 we're all looking at at this point that this -- the

4 qualification is one of the areas, one of the hurdles so to
5 'speak. And there are other hurdles. Tet's just put it like
6 that. Go ahead.

7 MR. WILKINS: All right. Thank you, Your Honor.

8 Direct Examination by Mr. Wilkins Continued:

9 Q. Were you asked to get involved in the case of the State
10 versus Jonathan Rhodes?
11 A. Yes, I was.

12 Q. How did you get involved with that?

(:;}. 13 A. I received a request from our headgquarters unit. Our
14 headquarters unit received a request, 1 believe, from your
15 office regarding analyzing some cell phone records for a
16 case. And it came back to me being the one responded to
17 take the case on. N

18 Q. Okay. And were you sent cell phone records?

19 A. Yes, I was; \

20 Q. Okay. And do.—— we can get into that in just a second.
21 And did you analyze the cell phone records that you were

22 sent?

23 A. Yes, I did.

24 Q. And who -- do you remember who sent them to you?

{ ; 25 A. I believe they came from your office. The specific
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person, I don't recall.

Q. All right. And once you received that information --
did they give you a time-frame as well that you were focused
on?

A. Yes. As part of our request we ask for all pertinent
information being the time of the crime that happened, the
cell phone numbers that we're looking at and in general any
other important addresses to the case that need to be taken
into account with the analysis.

Q. Okay. And did you receive those as well?

A. Yes, I did.

0. All right. As a result of receiving that information
from law enforcement did you create a PowerPoint
presentation ---

A, Yes, I did.

0. -—-- with this information in it?

A. Yes, I did.

Q. All right. So the PowerPoint information, what does --
what information does the PowerPoint information have?

A. So what happens is the records that you get are all in
numerical format. So there's numbers listed throughout,
dates, times, cell towers that are used. What we do is we
take that information from that number spreadshéet
environment and use that to then illustrate it on a map so

you can visualize what is exactly happening with the cell

15
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1 phone records.
2 Q. So did you receive Sprint cell phone records and it's
3 -- was it PCMD data for two particular numbers in the name
4 of Eric Cade, specifically -7553 and -0257?
5 A. Yes.
6 Q. Okay. And the same time-frame as well, around
7 September 30th through about October 3rd or 4th?
8 A. Correct. Yes.
9 Q. Did you also receive T-Mobile information for cell
10 phone -- for three cell phone numbers, -93¢91, -
11 -3532 and -7678?
12 A. Yes.
13 Q. And so those are the five numbers that you were --
14 those are the —-- the cell phone records related to those
15 five numbers were what you were looking at?
16 A. That's correct.
17 Q. All right. And the first two that I mentioned to you
18 came from Sprint?
19 A. Correct.
20 Q. The second three came from T-Mobile?
21 A. That's correct.
22 Q. Okay. And you put that into a PowerPoint?
23 A. Correct.
24 0. All right. I'm going to show you what, Judge, we have
25 today as State's exhibit 103 for our purposes. Is this your
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1 PowerPoint presentation?

2 A. Yes, it is.

3 Q. Did you create that?

4 A. Yes.

5 Q. And did you base that -- this PowerPoint presentation

6 on the infprmation that we previously Jjust discussed?

7 A. Yes.

8 Q. All right.

9 MR. WILKINS: Your Honor, for purposes of this hearing
10 I'd like to admit exhibit 103 into evidence.

11 MR. SARRATT: No objection.

12 THE COURT: In for purposes of the hearing.

13 (Whereupon State's exhibit 103 was admitted into

14 evidence for this hearing)

15 Q. All right. Mr. Fennern, you may want to step over here
16 SO you're nét bliﬁded by the light of the projector and so
17 the Judge can see. And I'm just going to start with your

18 PowerPoint and we can go through -- go through it in detail.
19 Can everybody see that?

20 THE COURT: Yes.

21 Q. All right. So on here, Mr. Fennern, the bottom right
22 here, what are these phone numbers? |

23 A. Those are the phone numbers that I received and

24 reviewed in this report.

25 Q. And do you know the names associated with each of those.
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1 phone numbers? And you'll detail that in your ---

2 A. Prior to doing the report I was provided names for

3 thosé reports. So nothing that I personally know that I put
4 those names.

5 Q. All right. So let's do -- and I know we talked -- we

6 touched on the background of the CAST Team, but you also -

7 provided a little more detail in here regarding the Cellular

8 Analysis-SurVey Team. |
"9 A. ‘This is just a background of what We,do-being that I
-10 was -- our office wés contacted by the Greenville County

11 Soliciéqr}s Office to analyéé the phone records we

12 previously identifiedlrélated to ——Jit was a double homicide
13 . that occurred oﬁ October 1st, 2012. So thatﬂs what we have
‘14 at the backgrbuﬁd.‘_ » _

15 _ Metthqlogy-talks about analysis that's performed on
16 the records énd_how>we do it. The call detail.records

Y, docuﬁent the interaction>wi£hsthe cell phbhe éompany, the

18 cell phone with the tower. Sb what that does is creates a
19 record that is kept:by the cell phone company.

20 We'then --"we have that informatipn that we can then

21  match up with gell tower'lists that are also provided by the
22 cell phone Eompapies to show where thése towers that are

23 usedlare physically located on this earth énd in which

24 direction from that tower a phdne utilized -that tower.

25 .

Q. Do you have access to the cell tower locations of each
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1 company?
2 A. Yes. Companies have -- there's a website set ‘up for
3 law enforcement where the phone companies update their cell
4 towers as they update their networks. 'So wé have a running
5 list of cell towers going back ten or more years and theﬁ
6 current to whatever the tower looks like today.
7 Q. So can you do -- you can look at a particular tower if
8 you wanted to?
9 A. Yes. What we do depending -- so this being -- I
10 received this, I believe, sometime in 2015, I believe. So I
.11 ‘go back to the towers that were iﬁ place on October'ist,
’ J2[ 2012; grab -- utiiize that tower list to then import into a
13 map to create the slides that we'll see.
14: Q.- Okay.
15 A. So @ith that, on here the cell site locations, we
16 utiiizé mapping software to import the tbwers and then to
17 search for the towefs that were used at any specific time
18 during the records.
19 Q. ‘Al; right. 1I'll show you your nekt slide. What is
20 that?
21 A. So this is the -- mentioned the cell tower a couple of
.22 times. This is what you typically would think of when you
23 see a cell tower as .you're driving along a highway you see a
24 large pole and then you see all the, you know, bunch of
25

things, you know, on the top of that.

19
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(i} 1 What this is, these are receivers and transmitters on

2 ‘the top of a cell tower. Those are the -- that's what the

3 cell tower actually is. So while you see it on a

4 traditional tower here, these are also located -- you'll see

5 them on water towers, on sides of buildings, there's fake

6 trees, really anything that your imagination can come to,

7 there's cell towers probably located on one of those

8 somewhere. With that, I briefly touched on it, for a cell

9 phone to communicate it needs to have a radio frequency

10 connection with one of these cell towers.

11 "~ You'll also notice from this tower that there's -- it's

~ 12 in a triangle here at the top. What that is is

( _________ _j 13 traditionally a cell tower is divided into three distinct

14 sides. So a circle being three hundred and sixty degrees,

15 each side of these would represent then a hundred and twenty

16 degrees of coverage area for a cell tower.

17 So that's what allows us to -- in the records it'll

18 show that this specific tower was used. And then it'll say

19 and this side of the tower was used. So then we know for
20 that call this hardware is what commpnicated with that cell
21 phone during that transaction.

22 Q. And briefly let me touch -- prior to becoming a CAST
23 member or while you were becoming a CAST member, did you
24 meet with engineers from each of these cell phone companies

Kmfj 25 to learn about how their particular cell towers work and
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their network works?

A. Yes. Part of our training, briefly touched on earlier,
we meet with the engineers for each company to understand
how their network is built and then how they maintain it and
how their records are created. We also go out -- so we'll
visit -- we visit cell sites. We'll go in and look in the
actual cell site.

Below the towers there's computer equipment and
everything else in there that maintains that tower. So
we'll go —- we'll see those towers and we go back and see
their monitoring centers of how their networks truly work.
Q. ‘Okay. All right. So give us another brief explanation
on how the sectors work.

A. So this is when 'you -- you have the call detail records
and in this case the PCMD records that we'll see. And what

they'll identify for a call is the cell tower. And there'll
be a cell tower number that's associated with that.

That tower's much like a fingerprint in the cellular
network system where that number's not duplicated anywhere.
It relates to a specific tower. As a fingerprint would
relate to a specific person, that number goes to a specific
tower as well as a sector of that tower.

So in this case, the easiest way to explain this is to
think of -- I briefly touched the circle. Think of a

circle. So you have three hundred and sixty degrees as you

21
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1 look around the circle. Look at it as how a clock is set up
2 where you have, you know, twelve hours on a clock.

3 So I go to the tower list and it'll tell me the cell

4 tower used was this tower and its azimuth or direction of

5 its antennae would be at thirty degrees. So thirty degrees
6 is much like looking at a clock at 1:00.

7 So what you do then to map out the records is you go

8 sixty degrees each side of that or think of it as two hours
9 on a clock. And then you get your left and right boundaries
10 of that tower and how it's set up.

11 So in this case this is showing it at:a thirty degree
12 azimuth of a tower. And this shaded area here then is the
13 direction of that energy from that tower.

14 Q. If they gave you a hundred and eighty degree azimuth
15 would it be a -- that would tell you it's a different

16 sector?

17 A. So you'd look down here. So a Hundred and eighty then
18 is the same as being 6:00. So that cell tower would be

19 located due south. And then the one limit would be going
20 back -- so two hours here to a hundred and twenty degrees or
21 4:00 and two hours this way to a two hundred and forty

22 degrees or 8:00.

23 Q. All right. I'm going to show you -- you were able to
24 review the Sprint records associated with this case,

25 correct?
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1 A. Correct.
2 Q. All right. Tell the Court what this is and what each
3 of these columns represent.
4 A. So this is the -- a snippet of the actual records in
5 this case for the -7553 number, I believe. Yes. So
6 these are what the records looked like from the cell phone
7 company . |
8 The first thing to notice, I touch on here, this first
9 line showing up, you'll see there's a calling number, called
10 and dialed digits. And it says outgoing with a duration and
11 cell tower information. That immediately tells me that
12 that's a call that tékes place.
13 So that call would be in the local time. So all calls
14 that take place happen in the local time. So meaning we're
15 Eastern Standard Time, it would be Eastern Standard Time.
16 Right below that we'll see activity where there's a
17 zero duration and there's no cell tower information for it
18 and there's no diéled digits. That tells me that that
19 record relates to a text message that happened on that
20 phone.
21 And because the companies aren't designed to make this
22 for law enforcement or make it easy, those calls are
23 actually in Central Time. So those text messages are
24 actually in Central Time.
25 So this call here being at 21:23 or 9:23 pm is actually

23



24

RICHARD FENNERN - DIRECT EXAMINATION BY MR. WILKINS 82
Ci,j 1 9:23 pm Central Time. So you actually have to add an hour

2 to it. It took place at 10:23 pm here where that

3 communication happened.

4 So next I'll go through each of these columns. We have
5 calling number here:. This is saying what number initiated

6 that communication. So the calling number will be the

7 target number on outgoing calls. So meaning in this case as
8 it's -7553 is the calling number, that means that

9 phone's making a call.

10 Next we have a called number. The called number's

11 going to be the number that is being called or it could also
12 be a routed -- routing number. So if you were to call
<\,f _____ 13 soﬁeone and it would go to voicemail for some reason, you
14 could see that there'd be a different number in here than

15 the number you're calling or you'll see -- on an incoming

16 call you'll see a 1-1 in the front of it indicating that

17 that call went to voicemail.

18 You can also just see routed numbers meaning as a phone
19 is moving through the system, it can be routed. And you can
20 see really a random Sprint number located in this called

21 number column.

22 The important one, actual number dialéd though, that

23 shows the numbers that were actually punched into that phone
24 and dialed by the calling number. So in this case, using

k\Jﬁ 25 the top one again as an example, you have 7553
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1 making an outgoing call to -9967.
2 Furthermore, then the next one we have, the MR number,
3 which designates if it's an outgoing, incoming or routed
4 call. So further on that one we see the outgoing, again,
5 further showing that this is the call who the records belong
6 to.
7 Next we have the start date and time. And that's the
8 date and time of that transmission that that happened --
9 that those resources were utilized by the network. So
10 that's when that cell tower was initiated with that phone.
11 Again, taking into account calls are in Eastern Time, text
12 messages, you have to adjust‘for an hour.
13 You then have the end date. So that's the end date and
14 time of when that transmission ended. And then you have the
15 duration, which is recorded in seconds. So that's the
16 duration of that communication.
17 Next you have what's called a repoll number. And I'm
18 going to talk about the repoll number, first cell together.
19 Those members combine to form that unique number that
20 identifies the cell tower and sector that was used. The
21 repoll is much like an area code. It provides a general
22 grouping of towers. So that identifies that first one as
23 the repoll is 607, which is a grouping of towers that are in
24 the Greenville area.
25 Next is the -- identifies the first cell. And the

25
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first cell is what we utilize in mapping with our phones.
The first cell is broken up into —-- first, the first number
on here identifies the sector that was used on that tower.

And in this area, it's a lucid market, meaning the
tower -—- thé sectors are labeled as being two, three and
four. So you have to subtract Qne from each of those to get
sector one, sector two and sector three. So, again, to
confuse a little bit more, it's Jjust how the network is
designed, you have to subtract one to get the actual sector.

The next information on there identifies that tower.

So taking all that together would get you an area where it
is, then it'll give you that pole, that specific tower that
was used and then this number will give you what direction
from that tower that the phone call utilized when making the
call.

The last cell then is the ending sector of where your
call was when you ended that transmission. With that, the
reason -- we only -— we use the primary -- the first cell to
map as the first cell is the tower that the phone -- the
phone saw the clearest and strongest to make that call. So
the phone is making that determination of what it sees the
best at that time.

Once you get into the call, the network has the ability
to move your phone call around to another tower that still

has coverage in that area, but it can move you from maybe
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1 "the tower the phone sees the best to the second beét, which
2 just goes on capacity and how the network spans out its .

3 calls.
4 Q. All right. So next we're going to talk about PCMD
5 information. Can you tell us what that is?
6 A. So the first thing you have in cell phone analysis, the
7 most you have is knowing the cell tower anq sector that was
8 used. In some cases, real low cases only the cell tower and
9 not -the direction. But we have the cell tower direction.
10 fhe next thing that Sprint has is a report called the
11 per call measurement data report or Sprint review report.
12 What this is is additional ipformation that Sprint began
13 providing law enforcement a few years back regarding
14 distance measurements from how far the phone is away from
15 the tower when that transmission happens.
16 | This is stuff that -- this information is perishable.
17 The cell phone company doesn't keep it for the same
18 rétention period aé the regular records. If's something
19 that's used within their engineering to know their network
20 .capacity and know where the phones are being utilized in
21 their network for planning decisions.
22 So with this, all activity in this report is in local
23 time. And in this case we only have information for voice
24 calls. You can potentially get information for text'
25 messages, but I don't believe we found any in this case

27
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1 being traditionélly Sprint doesn't provide cell tower
2 information for text messages.
3 So in here the first column we have is the target
4 number being the phone number of those whose records we're
5 looking at, again. So -7553.
6 Next we have is the ESN, which is the electronic serial
7 number for the phone. What that is if you -- you have a
8 phone registered with Sprint to provide service. It has an
9 identification of the actual identity of that physical phone
10 in your hand. And that's what that ESN is.
11 Next we have the call start time. So that's the time
12 that this record was created by Sprint. Next is we have the
13 duration in seconds as it relates to this record that was
14 created.
15 And now we have instead of the repoll, we have another
16 -— the switch identifier for Sprint, which all these are
17 different names for -- a different way of them naming the
18 switches and towers. A switch and repoll can be used within
19 -- all referring to the same thing. So, again, that refers
20 to the grouping of towers that were used.
21 Next we have the cell ID. Again, that was used. And
22 now it's broken up into -- this would be the tower that was
23 used and then the next one being the sector. And now the
24 sectors are displayed in one, two and three instead of that
25 two, three and four as it was on the other report. So these
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three things, again, identify where that cell tower and

sector are located.

The next which is now getting into the additional
information that we didn't get on the other report is the
distance in miles of where that phone is away from that
tower. And where this information comes from is a round
trip delay time.

So it measures in nanoseconds and with the speed of
light, how long it takes the radio frequency to go up to
that phone and come back. And what it simply is is a
calculation that is done with the speed of light, which is
what radio frequency operates at, how long that takes by
that speed of light calculation, then provides this distance
in miles of where the phone is located.

And with that there's a chipset error réte of the speed
of light calculation of approximately two hundred and
thirty~three or two hundred -- two hundred and forty-three
to two hundred and forty-four meters of variance of where
that would be within that calculation.

Q. And, Mr. Fennern, I know there's going to be some

potential cross examination-regarding that distance right

there.
A. Right.
Q. That is a number that Sprint provides you, correct?

You didn't -- you didn't make up that number?

29
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1 A, No.. This is a -- this is a calculation that takes
2 place of when that transmission happened it took the time of
3 how long it went there to get back and applied it to the
4 speed of light and it comes up with that. So that's a
5 measured calculation that happens.
6 0. .Now, are there variables? Can that distance vary?
7 A. There are slight variations in it. I like to refer to
8 it -- think about being out on a sunny day and you take the
9 temberature out and you measure the -- what the temperature
10 is. So you could go out -- you bring it out and you see
11 that it's sixty-eight deérees.
12 Well then the guestion comes out, did you take the --
13 was the temperature taken in the shade or was it taken in
14 direct sunlight? So you can have slight variations in that
15 temperature when you go out there. I use that analogy'the
16 same way as how this calculation is made.
17 fhe calculation, you can have different things that
18 affect if as in if you're buried in a building, there's
19 going to a slight variation in how long it takes that signal
20 to get to you and get back because there's obstacles in the
21 way. So there is a slight variation in that that can
22 happen.
23 With that understanding how a cell network is built,
24 though, you must understand that cell towers are built to
25 provide coverage to a specific area. And then there's
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1 slight overlap with adjacent cells to provide coverage.
2 Your -- you can't have too much interference from one
3 cell tower to another, especially in Sprint, as that's
4 what's called -- the measurement for Sprint is a signal to
5 noise ratio. So it's not just how strong a signal is, it's
6 is there another signal t£at‘s interfering with that from
7 another tower. So those have to be properly maintained to
8 provide coverage to a specific area.
9 So with these measurements you're within that coverage
10 area in the tower, obviously, because it was used. And then
11 there could be vériables that are already built into the
12 system, really, of, you know, if you're in a building in
13 such that it's going to be -- it could be slightly larger --
14 this number could be slightly larger than the distance that
15 you're actually away from the tower.
16 Q. When you're saying slightly, what are we talking about
17 here?
18 A. In my experience, in my -- since 2011 dealing with it
19 and our team since 2006, that variation, I've ne&er seen
20 more of extreme circumstances being -- you';e talking blocks
21 -- blocks at most. Nothing ---
22 Q. Assuming there is a -- you're buried in a bunker down
23 below the earth or in a building, a concrete building that
24 would cause a delay or could cause a delay, is that what
25 you're referring to, the variation?

31
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{Tj% 1 A. Right, because the delay can't be so much -- if the
2 delay gets so much you wouldn't have service because how
3 that signal goes out, it's code division multiple access.
4 So it operates as in a coded environment. So it goes to
5 your phone and back in code.
6 When you get variations in the timing of it coming
7 back, those codes don't match that up, so you wouldn't have
8 service. So I use an example a lot, where I live we have
9 Giant grocery stores. And when I go to the back of Giant, a

10 big concrete building, and I get in the back, and I always

11 have to call my wife and say again what do I need to get
N 12 because I get the wrong‘thing, I don't have service back
( ,,,,,,, } 13 there because the obstructions are too great for me to carry
14 that call. So in that case, much like how this measurement
15 is taken, it's gotten so far out of whack that it can't
16 connect and provide service to me.

17 Q. So what about the latitude and longitude?

18 A. The next thing which is latitude and longitude is an

19 estimate provided by Sprint of where they believe that phone
20 could be located. With this, this is kind of a point of

21 contention with Sprint and why Sprint for a while didn't

22 want to provide these records to law enforcement. For a

23 while they would only provide this to us because this

24 latitude and longitude is something that they can't -- they

\Mf 25 can't tell us what went into that calculation for that -- to
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1 come up with that latitude and longitude.
2 So the things -- and the things that say in their
3 environment of different factors that affect that distance
4 -— if they have this distance measurement, so one point
5 eight three (1.83) on this top one here, it says that
6 phone’'s approxiﬁately one point eight three (1.83) miles
7 from the tower, if it only got that reading from that one
8 cell tower, it has no other bearing of where to put that
9 latitude and longitude.
10 'So what it'1ll do, it'll put that dot or that latitude
11 and longitude one point eight three (1.83) miles out
12 directly onto the azimuth of that cell tower. So that's not
13 -- obviously that's not a good -- a good point because it
14' can be anywhere within one point eight three (1.83) miles
15 within that sector. So that's the issue with that lafitude
16 and longitude is we don't know what additional factors go
17 into that.
18 0. Is it -- let me -- in your analysis here did you use
19 longitude and latitude to make your —-- to represent what the
20 cell phone ---
21 A. I can't -- no, we can't testify to that latitude and
22  longitude. And I don't use that in my report.
23 Q. You're using the distance miles section right there?
24 A. Correct.~
25 Q. Okay.

33
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1 A. The next we have is the cascade number, which is
2 another internal number, unique tower identification for
3 that cell tower that was used. And then again we have the
4 call type showing the voice call.. And this site ID, again,
5 it's -- they're kind of redundant with the identifiers of
6 their system.
7 Q. All right. 1I'm going to show you T-Mobile and you can
8 briefly go through that. I'm assuming with T-Mobile, the
9 information maybe looks different, but it's all the samev——
10 samelinformation ——
11 A. Correct.
12 0. --- to yduvonce you're trained on how to use it.
13 A. So these are also a clippit then of the -~ of, which
14 are pretty hard to see, had to scrounge them down a little
15 bit, for records in this case. Again, you'll note in this
16 all calls for this case specifically are in local time,
17 Eastern Time.
18 Again, text messages now for T-Mobile, their service
19 for text messages are located in the -- on the west coast.
20 So they're actually in Pacific Time. So you have to adjust
21 by, I believe, three hours added to the text message times,
22 which they are none displayed on this record. These are all
23 good call times.
24 So .the same information for the most part. MSI DSN,
25 just identifying the subscriber number. So that's the
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1 target number, whose records we're looking at. We have the
2 direction of the call.

3 MOC, meaning mobile originating call, meaning that

4 target's initiating the call. We then have MTC saying

5 mobile terminated the call, meaning that target received a

6 call. We then again have the seizure date and time of when
7 that happened. And then we have the cell ID right here.

8 And T-Mobile provides records in all different formats.
9 And this one is kind of goofed up a little bit where we have
10 the first cell ID over here and then the first LAC over

11 here. The first LAC is the same as the switch. That gives
12 you that grouping of cell towers.

13 And then the cell ID all inclusive in that number

14 identifies the tower and sector that were used. So the LAC
15 and SID and cell ID together form that unique iaentifier for
16 T-Mobile's network, what tower and sector were used.

17 T;Mobile also identifies the actual latitude and

18 longitude of the cell tower that was used. So it actually
19 shows it directly in the records of the latitude and

20 longitude of that tower. They also, again, have the last

21 cell and last LAC, so the ending cell tower that was used

22 for the call.

23 It has a mobile switching name, which that's the switch
24 that was used. Market, so showing it was in the Carolina

25 market. Again, Jjust redundant of showing the switch in the
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Cii; 1 area that you're in.

2 We then, just like the other, we have the calling
3 number and called number. So the person making the call,
4 the person receiving the call. And then you can, of course,

5 match that back up with the mobile originating to verify

6 who's calling who.

7 Lastly, now for this we have the IMEI, which is the
8 international mobile equipment identifier. That again is
9 just like a serial_number on your physical phone. So it

10 shows you what physical phone is being utilized for that.
11 And then the IMSI is a subscriber identity, another

12 number the network utilizes to identify the phone. IMSI,

\ ,; 13 you think of the -- if you look at the back of your phone,
14 if you're on a T-Mobile or AT&T, you'll have Qhat's called a
'15 SIM card. This IMSI is that number for that SIM card.

16 You then have the duration. So that's showing you,

17 again, in seconds how long that call took place.

18 Q. All right. And briefly, just so we're all -- you

19 identified the phone numbers -- you were given the  phone
20 numbers and the identifiers for each phone number and you
21 color coordinated them?

22 A. Yes.
23 0. 'Okay. So that's what we'll see, those phone numbers,
24 and that is the numbers related to those people?

\Nﬁf 25 A. Correct. I'm not pertinent to the investigation. So I
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don't know any ---

Q. Sure.
A. -—- of who these people are.
Q. You were given some addresses that were important to

the investigation?
A. Correct.
Q. All right. So that's sort of your legend right there.

So briefly explain those addresses real quick ---

A. Yes.
Q. --—- to the Judge.
A. And, again, there's a lot on here. I'm going to-.start

at the top left. Throughout this presentation, a little
hard to see in here, but you'll see there's red or pink
circles. Those are identifying T-Mobile cell towers.

So each network has their own cell towers that are
used. So if you're a T-Mobile phone, you're only using a T~
Mobile tower. If you're.a Sprint, you're only using a
Sprint tower. So the red circles represent T-Mobile towers.
The Sprint towers are identified with the black circles.

And then up here, this ple wedge as we like to refer to
it, is the V with the shaded area in the middle, this
identifies .what tower and sector were utilized for the call.
So if we go back as we talked earlier about the left and
right boundaries from the azimuth, this is how it appears, a

one hundred and eighty degree azimuth, so straight down 6:00
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1 or due south. So left and right limits on that, approximate
2 limits are then shown here with these lines.

3 These lines don't represent an ending to that tower by
4 any means, nor does the shaded area mean the phone was in

5 that area. What that shows is ﬁhis 1is the direction of the
6 energy. And then you'll have to take into account is the

7 other cell towers in the area that go to approximatg -- and
8 how I explain approximating where the phone was located.

9 Next I was provided of the address of Terramont

10 Drive being the location of the homicides in this case. I
11 - then was provided the address of South Vance Street,

12 which was a residence of someone associated with this case.
13 Glen Forest Drive, another residence pertinent to the
14 investigation. And down here at the bottom, Verdae

15 Boulevard, which, I believe, was associated with a business.
16 Q. All right.

17 A. So I'm going to start here.

18 Q. What phone calls are you looking at in this slide?

19 A. So here I was provided a few hours before, I believe,
20 the homicide occurred. Some activity where I believe

21 witnesses say they were at or near 'Verdae Boulevard.

22 MR. WILKINS: And, Your Honor, just let me -- just for
23 the record, a witness would have testified that they were
24 with Mr. Rhodes at that location about this exact time. So
25 it's illustrative of the, not a calculation, but the
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1. representations that the expert witness is making, I guess,
2 showing its veracity or its truthfulness as a
3 representative. So that's what he's doing.

4 THE COURT: Okay. Thank you.

5 MR. WILKINS? So we don't have the benefit of that

6 testimony today.

7 - THE COURT: I understand.

8 A. So in this case we have activity. We're looking at the
9 cell towers and sectors used by télephone number

10 7553, idenfified as belonging to Mr. Rhodes. And at this
11 time at 8:24 pm and 8:28'pm on October 1st, 2012 there is
12 activity with that phone, meaning that phone communicéted
'13 with cell towers at that time.

14 - What this is showing then, at 8:24 pm this cell tower
15 down here to ﬁhg south facing north was utilized for that
16 call. And at 8:28 pm the cell tower up here tg thélnorth
17 facing back south-southeast was used to make é call.

18 With that, an explanation of how a cell phone network
19 is set up, a cell phone network is not a cléan.pie wedge by
20 any means from -- of how it's set up. You have a tdwer

21 here, a tower here in that direction and thesé other towefs
22 that al; have influence on that network.

23 -So what you can say from these records is this tower
24 was used, the energy pointing in this direction. Somewhere
25 along as you get further out here, this cell tower is going

39
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Cﬁ? 1 to be -- going to be picking up that call and ybu'd expect
2 it to see that one better. As the,samé way as you go out
3 héere you have another tower over here that at some point
4 around here is going to be picking up that coverage and the
5 same thing along here.
6 But I don't know from -- without doing a drive test,

7 which I didn't do in this case, I wouldn't be able to say

"8 ‘exactly where that boundary ends. All I know is it's in
9 . this direction from here, and then in this call, this

10 direction from here.
>ll 0. Would that be consistent with éomebody being at Verdae
‘12 "Boulevard, Verdae Boulevard at that time?
{\ ,,,,,, ﬁ 13 A. Yes, it would.
14 | Q. Ail‘righf. Now we're going to.up the time-frame from
15 8:44 to 9:46 on October .lst.

16 A. So this is the next activity, I'm still referring to

17 the Rhodes' phone, which happens from 8:44 to 9:46 pm on

18 October 1st. So we move from the towers -- these towers
) 19 down here to now this tower to the west and to the ‘north.
20 - So we have dctivity first at 8:55 in this tower here,

21 °  at 8:44, I apologize. 8:55, 9:05, again, up here. 9:20,
22 9:21,'the tower over here. And then 9:46, this tower over
23 here. |

24 0. Now that léoks like somebody's moving around up there.

\\#f 25 A. It's possible that a person would be moving around with
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1 those towers.
2 Q. Could they also be at Glen Forest Drive?
3 A. Yes. This is one, actually, I was askéd to look into a
4 little more detail with it. As I said, traditionally the
5 cell towers only have -- are in equal one hundred and twenty
6 degreé ple wedges. Of course, not always the case.
7 So the first -- the primary issue was you see these two
8 cell towers here, these would be consistent with someone
9 being near Glen Forest Drive. At first glance this cell
10 tower down here would be inconsistent with someone that
11 would be in that area.
12 Q. So did you look further into it?
13 A. I did. As we always do, we needed to look into it
14 further to make sure what you're looking at is what you're
15 truly seeing.
16 So in this case -- cell phone networks are built --
17 they.want to provide coverage to a specific area. So they
18 don't always -- there's not a standard -- when they always
19 have the azimuth pointing in the right or in the same
20 direction.
21 So in this case, this is that tower that was located to
22 the left that was -- seemed a little off. This is showing
23 the sector make-up of that tower. And what‘that shows you
24 is the sector one located here is a zero azimuth téwer
25 pointing straight north. So left and right limits would be
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1 about one twenty and over here to three hundred, to about
2 10:00.
3 So you'd expect the next one of sector two to marry
4 right up with that one to complete a straight circle.
5 However, this one's off by twenty degrees or there's a
6 twenty degree gap between those two sectors. So this one is
7 canted down this way shown in red.
8 And then, furthermore, you have sector three, which is
9 identified blue down here and then shares the line Qith the
10 black line over here meeting that three sector make-up.
11 So what that shows per me looking at it, you have an
12 airport over here, which is usually low level, no
13 obstructions as far as you don't have big buildings near
14 where an airport is. Here you have a major road, which I
15 would believe that they canted the cell tower to provide
16 more coverage to the road here and a residential area here.
17 But what that leaves us with is a gap in coverage up
18 here that would need to be filled by one of these two
19 sectors or another tower in another area because there would
20 be coverage here, however, it probably wouldn't be the
21 strongest of coverage as the edges of a cell sector have
22 less -- the energy is not as powerful as it is in the
23 center.
24 Q. So with that are you able to do calculations based on
25 you showed the Judge the distance from the cell tower?
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1 A. So what I did is -- what we do with the distance
2 information if we're looking for someone, we're looking for
-3 a missing person or a fugitive and we have these
4 calculations, they give us a pbint of overlap of where to
5 focus on.
6 So in this case, being that that -- those towers looked
7 a little off from one another, I looked at the distance
8 calculations for the Rhodes' phone. At 8:44 there was a
9 tower that was used point nine eight (.98) miles from the
10 tower.
11 So here's the tower, here's the black distance, and
12 showing that point nine eight (.98) miles. Given that two
13 hundred and forty-three meter variance is what you're seeing
14 in that -- with that wedge going out there.
15 We then have 8:56 pm, we have the one point eight three
16 (1.83) miles right here. So this would be that hundred and
17 twenty degrees, not taking into account that missing twenty
18 degrees.
19 We then had the 9:05 of being point eight seven (.87)
20 miles, which is identified here in blue. And then again we
21 have 9:21 pm, one point eight three (1.83) miles, again, the
22 red. |
23 So with that and looking at that, I have two places
24 where I would be foﬁused on. OCne 1s down here because you
25 see that all three of those meet. It's triangulation of
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1 where a phone would be. I'd be looking here.
2 The one thing being in this is there's a cell tower
3 located right here that was used during other calls. If a
4 phone is located right there, I would expect to see that
5 cell tower would be used because it's right on top of that.
6 So when you take this out, that other twenty degrees,
7 you can see that that's going to -- that's lining up to
8 right about this distance right here, which what that
9 provides me is another area of focus being over near where
10 that residence is.
11 Now I couldn't say from this that the phone would be
12 located at the residence, but it would be consistent with
13 that. And being that, I would suggest that anyone that --
14 the person that does live there probably has bad cell phone
15 service from Sprint because when you're seeing three --
16 you're seeing different sectors like that, especially at
17 this distance, you're not seéing one tower strongest,
18 clearest every time, which means you have a pretty weak
19 signal.
20 Q. AlY right. TI'll take you to 10:45 and 11:02.
21 A. So this is the next activify then. So the Rhodes'
22 phone, 10:45 and 11:02. So you see 11:02, there's two
23 separate transactions that happened. This now is the éell
24 tower and the sector that's used during that call, meaning
25 that the phone then would be located down south from fhat
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1 tower, and meaning there's another cell tower down here near
2 Terramont Drive as well.

3 Q. So what you're saying, when Mr. Rhodes received three
4 calls, 10:45, 11:02 and 11:03, did it use that tower that
5 you've referenced up there?

6 A. It utilized this tower identified with the wedge and
7 the dark color going down to it, the black towards the --
8 towards south.

9 Q. And were you able to do calculations?

10 A. With this phone, obviously, again, this is ---

11 Q. I apologize. . I don't mean calculations. Were you --
12 are you able to represent on a map where the cell phone

13 could possibly be located?

14 A. Yes. Again, for this, we had that distance to tower
15 measurements, again, from that phone. So the distance tower
16 for the Rhodes' phone at 10:45 is showing one point nine
17 seven (1.97) miles, which is identified in this black.

18 .Again, that variation being that two hundred and forty-

19 three, forty-four meters.

20 We then have the 11:02. The two communications at

21 11:02, one being one point eight nine (1.89) and one being
22 one point eight eight (1.88). One point eight nine (1.89)
23 being in the blue and one point eight nine (1.89) being in
24 the red.

25 And what these arcs mean -- and this tower is an equal
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(> I

2 believe, three hundred up at the top. And one twenty going

three sectors, one eighty. Then the other one would be, I

3 in this way. Three'equal sectors showing that -- the

4 measurements shows some are within this -- the phone is

5 locafed somewhere within these arcs, anywhere from the léft
6 to right limits during that communication.

7 Q. . And this is just a close-up of that.
8 A. Ihis is just a close-up, obviously, in relation to
9 where Terramont Drive is and to where those lines all
10 come through.
11 -Q.‘ All right. B2And then we proceed later on that night of
) 12 October 1st.
<:/§ 13 A, Right. The next activity then from.that tower then is
14 at 11:44, 11:45, 11:47 pm on October 1st in relation to néar
15 + the vicinity of = South Vance Street.
16 0. Ckay. And we don't»héve the‘global map back up, but
17 the big map that we would have here, that's across the City
"~ 18 of Greepville? That's on the other side of the City of
19 Greenville, correct?
20 A. That's correct.
21 Q.- Okay. .So would that be consistent with the Rhodes'
22 phone at 11:44 and. 53 seconds being iﬁ the area of the South
23 Vance Street house?
24 A. Correct.

\\,f . 25 Q. You can't say it's at the house?
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1 A. No.
2 Q. You can just say that's tﬁe cell phone tower that it's
3 hitting off of at that time?
4 A. That's corréct.
5 Q. And then take us through 1:00 to 1:41.
6 A. So this is the next activity then with the Rhodes'
7 phone starting on the left here at 1:17 southwest of 14
8 South Vance. We then have 1:19. And as we move to the
9 right, 1:22, 1:23.
10 Further to the right, 1:26 am. And then 1:32 this
11 north facing sector here. 1:34 the south facing. With that
12 -- oops, I -- so I missed 1:27, 1:33, 34, 41 down here as
13 well moving from the area of South Vance over here to the
14 area near Glen Forest Drive.
15 Q. Is that consistent with somebody moving from an area at
16 South Vance Street over to the Glen Forest Drive area?
17 A. Yes, especially with the time -- time and distance is
18 how you look at travel patterns. And being 1:17 to 1:19,
19 you could be somewhere within this area, you know, three
20 minutes later, then you're on the opposite here, 1:22, four
21 minutes later. So you can definitely see that that -- I can
22 almost tell you the exact travel pattern of what that phone
23 did from one area to the next.
24 Q. What about between two and almost four?
25

A. So this is showing the next activity then. These again
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are slightly -- on slightly canted tower to provide coverage
over in this area where you have 2:03 and 2:04 being these
lines here. And then the 3:58 call being this one here, |
again, showing the overlap between those two being right --
right along the line of where Glen Forest Drive is.

Q. And ~- all right. Were you able to do representations
of Eric Cade's phone during the night of October 1st?

A, Yes. This again focusing on --"starting along that
same time period near 8:30. We have 8:34, had alblock
tﬁere. 8:37 is this tower and sector here. 8:34 is this
tower and sector here. 8:47, tower and sector here in
relation to Verdae Boulevard.

Q. And then later on ---

A. Then we have -- the next activity, "9:10, 9:33, 9:50,
9:52. We see the same cell tower pattern as was used for
the other phone during this time period.' 9:50, 9:52, 9:10
9:33. Again, this is that slightly canted tower.

Q. All'right. And then finally later on in the night the
same thing?

A. 10:03, 10:06, the tower to the left. 10:07 and 10:12,
10:16; the tower here in the north.

Q. And then 10:44 t0411:02?

A. The same towers. 10:58 up here. 11:01, 10:44, 10:46,
10:47, 10:48, 10:4%9 and 11:02, the tower down there to fhe

southwest.
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1 Q. And 11:40 to 11:467
2 A. Same towers, 11:44, 11:45, 11:46, 11:44, 11:45, 11:40.
3 Q. And then til about 12:25?
4 A. And, again, 11:55, this tower and sector here. 12:25,
5 tower and sector here near Glen Forest Drive.
6 Q. So is that consistent with Eric Cade being at his home
7 at Glen Forest Drive the entire night?
8 A. Yes. It could be consistent with being there or
9 driving -- how those towers are made up, you're in that area
10 -— you're in this area within that period.
11 Q. Sure. He could have taken a walk, he could have driven
12 down Haywood Road and gone and eat. He could have done
13 anything?
14 A. Correct.
15 0. Would that put him near Terramont Road?
16 A. No, it wouldn't.
17 Q. All right. Let's look at what you have as Shirley
18 Rogers' phone.
19 A. This is the cell tower and sectors used by the 9391
20 Rogers' phone. The activity for that phone with cell towers
21 was only at 8:57 and 8:58 pm on October 1st, 2000 -- that
22 should be 12. I apologize. And then twelve am, 1:06, 1:13
23 am on October 2nd, 2012. 8So you can see both of these
24 towers in relation to 14 South Vance.
25 Q. All right. So the last communication was at 8:58?
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1 A That's correct.
2 0. And then the next communication there is ---
3 A Twelve.
4 Q. So they were -- Ms. Rogers was there at 8:58.‘ And she
5 -- there were no other communications -- the next
6 communication was not until midnight? And that's ---
7 A. Correct.
8 Q. —-—.where she pinged? Where her phone was during that,
9 you can't say?
10 A. Correct.
11 Q. All right. And then I think that's ---
12 A. That's another cell tower and sector used by the 3532
13 Rogers' phone from 6:58 through 7:46 pm. Then a call at
14 9:46 pm on October 1st, 2012. And from 1:22 am through 2:04
15 am on October 2nd, 2012. No other cell tower activity
16 between those two time periods.
17 Q. All right. And finally, let's look at Amber McDaniel's
18 cell phone. |
19 A. It's the cell tower and sector used by McDaniel, the
20 McDaniel's 7678 phone. From 8:56 pm on October 1lst through
21 1:45 am on October 2nd. And there's activity all throughout
22 that time period including 10:22, 10:46, 11:26, 11:44,
23 11:53, 11:58 pm.
24 Q. So is that consistent with Ms. McDaniel being at the

25

South Main Street or in that area?
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1 A. Yes.
2 Q Is that near Terramoﬁt Road?
3 A. Not near Terramont Roaa, no.
4 0 All right.
5 MR. WILKINS: Your Honor, that's all I have at this
6 time.
7 THE COURT: OQOkay. We'll take a bfeak then before we do
8 cross. All right.
9 MR. WILKINS: Thank you, Your Honor.

10 THE COURT: We'll take about a ten minute break. You
11 can step down now.

12 (Whereupon court was in recess at 2:48 pm)

13 (Whereupon court reconvened at 3:04 pm)

14 THﬁ COURT: All right. Cross.

‘15 Cross Examiﬁation by Mr. Sarratt:

16 Q. Agent Fennern, you don't work for Sprint?

17 A. No, I don't.

.18 Q. You don't work for any telecom company?

19 A. No.

20 Q. You work for the FBi, as you said?

21 A. Correct.

22 Q. And so you actually did not get involved in this case
23 until -- since April 20157

24 A. Sometime in 2015. I'm not exactly sure of the time.
25 Q. And so in your involvement you were not there for the
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()

1 initial investigation?

2 A. No.

3 Q. Okay. And so you were just provided records from the
4 Solicitof's Office?

5 A. Correct.

And those records, again, were the call detail records?

[«
10

~
B

Correct.
8 Q. In addition to that you were provided with PCMD data®?
A For the Sprint records, yes.

10 0. Right. Correct, just the Sprint records. And then

11 also you said you were provided with the map of the cell,
- 12 I'm sorry, not the map, a list of cell towers, and their
(\M} 13 coordinates that you then plotted on the map?

14 A. Yes. I actually pulled the -~ I pulled the towers

15 myself from the database: But, yes, we have the towers that
16 we match up that ---

17 Q. Right.

18 A. -—-— information with.

19 Q. Okay. Now, in this information that you're provided;
20 you're not adding anything to the data?

21 A. No.

22 Q. Certainly not adding new fields. You're just

23 interpreting the data that's provided to you?

24 A. Correct.

N 25 Q. Okay. And talking about the sort of role that you did,
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1 we've. seen demonstrations and demonstrative evidence. You
2 plot tﬁese on a map to attempt t§ locéte where a cell phone
3 might be at a certain time?

4 A.' Correct. Correct.
5 Q. Okay.. And you testified that in reading thése records
6 some companies do thingé differently. They --- |
7 A. Right. Their technologies ére-different so -that
8 tefminology between one and the other would be slightly
9 different.
10 Q. And I believe.you said that text messages, éometimes
11 some companiés don't record cell tower information oﬂ.the
12 text messages?
13 A. Correct.
14 0. And you said the telecoms don}t make it easy on you.
15 A. As far as their records, their records are kept for
16 their business purposes, not for law eﬁforcement.
17 0. ‘Coffect. And that's a pointlI wanted to get fo.
18 Stepping back a minute; you're familiar with GPS?.
19 A Yes. |
20 Q. And that stands for Global Positioning System?
21 A Yes.
22 Q And that system, you would agree with me, was designed
23 for the purpose of locating people or objects? Locating
24 things?
25 A. Correct.
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1 0. Okay. And because it was designed for that purpose
2 it's very accurate.
3 A. It can be. It depends on different things as well.
4 Your GPS -- phone records actually work better when you're
5 in a building than.a GPS would.
6 Q. Do you know how accurate generally GPS is to a number
7 of meters?
8 A. It all depends on where you are, but, no, I don't know
9 exactly.
10 0. Okay. ‘You don't have any training on GPS as part of
11 your —-—-
12 JA. No. I mean, we utilize some GPS information. But as
13 far as knowing the accuracy in any given scenario, I do not
14 know. -
15 0. Okay. But, again, GPS relies én triangulation?
16 A. No, GPS relies on satellites.
17 Q. Whefe there are multiple satellites involved that fiﬁ a
18 person's position.
19 A. GlobalVPositioning System utilize satellites to-locate
20 a phone. In the cellular environment you can have a GPS
21 receiver in a phone as well as cell phone records to locate
22 a phone.
23 Q. But, again, GPS does not givé you a gehefal area, it's
24 more of a fixed point?
25 A. Yes.
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1 Q. Okay. All right. So CDRs generally, these were not
2 designed for the purpose of locating an individual?
3 A. No. I mean, they're designed for the business of the
4 cell phone provider.
5 Q. Sure. They're sort of their internal documents created
6 by the telecoms for their course of business?
7 A. They're business records for the -- yes.
8 0. Sure. And a lot of that is just making sure that
9 they're billing their clients correctly.
10 A. Billing and network performance, yes.
11 Q. Sure. All right. Now, again, the CDRs, they're
12 generated by the telecoms?
13 A. Correct.
14 Q. And you're not adding any data to that?
15 A. No.
16 Q. So what you do then is you're provided a tower map, you
17 match that with the CDRs and then you're able to create a
18 map?
19 A. Correct.
20 Q. But the map, I'm sorry, the specific towers that you
21 designate that a person hit on, that doesn't necessarily
22 mean that that tower's the closest one to the person?
23 A. No. The -- how a cell phone works, it's your strongest
24 and clearest signal that you see. So it's not always the
25 closest tower as you'll have some towers that'll be as high
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1 as maybe a light pole. And then you'll have another tower
2 that's maybe further away that's fifty feet up, sixty feet,
3 a hundred feet in the air. So, obviously, ; larger tower
4 would have more of a coverage area than a smaller tower
5 would.
6 Q. So a cell phone doesn't necessarily connect with the
7 closest tower, but the one with the strongest signal?
8 A. The strongest and clearest signal.
9 0. Okay. And that's -- the strength of that signal or the
10 clarity of that signal depends on a number of factors?
11 A. Correct.
12 Q. Some of those factors would be, you just said, the
13 height of the tower?
14 A. Correct.
15 Q. Also the wattage, the power of that tower?
16 A. Well, when a network is built, it's built on putting in
17 all those -- all the factors in that could influence it as
18 far as what buildings are in the aréa, what the environment
19 is. And that's how it's designed 'cause each tower that's
20 built is anywhere -- can be anywhere from two hundred and
21 fifty to five hundred thousand dollars to install a tower.
22 So there's various factors that influence that, but
23 they're all -- they're all taken into account, the tower
24 design, as each sector provides coverage to a specific area.
25 And while that fluctuates a small distance, you're not -- it
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1 doesn't fluctuate very much. |
2 Q. Okay. Additionally you testified that physical
3 obstructions can diminish the signal.
4 A. Correct.
5 Q. And that could be buildings, structures?
6 A. Man made, yeah, man made, corzrect.
7 Q. And it could also be topographical, a mountain in the
8 way?
9 A. Right. Again, that would —~- obviously, that would
10 factor in. When you're spending that money as a cell phone
11 company, you're not going to put a tower blocked by a
12 mountain to provide coverage on the other side of that
13 mountain.
14 Q. You also talked about signal noise.
15 A. Yes.
16 Q. That's somethiné that can affect what tower is
17 broadcasting the strongest signal.
18 A. Correct.
19 Q. Call load's another factor.
20 A. Not -- not really.
21 0. Not in terms of signal strength, but in terms of what
22 tower you might connect to.
23 A. No. What happens -- a common misconception with that,
24 your phone only sees the tower and sees the strongest and
25 clearest. Your phone will only connect with that tower. It

o7
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</\5 1 doesn't -- it doesn't take into account if that tower has a

2 lot of traffic on it.

3 The network's built to absorb that, meaning if one's
4 busy, it has a réserve spot that's there that allows your
5 phone to see that tower. So -- may I use you as a tower?
6 So you're the -- you're the tower I see the strongest and
7 clearest, and the phone's saying, I want to connect with

8 you. You're saying, I'm busy.

9 What you do, you can transfer me over to the other

10 attorney who may be the other tower and say use that tower.
11 In the records you're goihg to be reflected in that first

12 cell ID column. And then the other tower would be reflected

(WJ 13 in the second column. So it'll do that.
14 If it doesn't -- if there's notlenough band width in |
15 there to have that happen, you wouldn't make the -- you
16 wouldn't make a call. Your phone would just continue to --
17 you've had it before where you might have called someone and
18 your phone rang ten times on your.side. And the -- you

19 said, why -- what took you so long? And they say, it rang

20 once here. That's because that is searching for that signal
21 and that connection to happen.
22 Q. All right. Now earlier you showed certain wedges that

23 designate the angle, the hundred and twenty degree angle
24 from which the tower would broadcast.

Kvxz 25 A. Yes.
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1 Q. I noticed on another one of those maps you had a circle
2 outlining that indicating the potential range of that tower?
3 A. I'm not -- if we can put -- I'm not familiar with which
4 one you're talking about.
5 Q. I apologize, it's not my exhibit. Here it is. This
6 map. The outer boundaries there, is that a designation of
7 the range of that tower?
8 A. No. I didn't take -- that was just to illustrate how
9 that sector layout is, not -- these are -- those are just to
10 -—- so you can see them better as to what sector is ---
11 Q. All right. Because, again,-you can't -- not all towers
12 have a fixed range. They can have larger ranges than
13 others.
14 A. Correct.
15 0. In fact, cell phone companies.could, if they wanted to,
16 designate a range and limit the wattage and limit the
17 distance that it broadcasts at, but they're not all uniform?
18 A.  No, they're not -- that is actually cell network
19 design. When thgy build the cell towers they designate
20 where they want the coverage to be at that point.
21 0. Okay. So, again, in order to determine the range of
22 the tower it would help tremendously if you had what's known
23 as a radio frequency map, propagation map?
24 A. More accurately would be an actual drive test map. A
25 radio frequency is built on probabilities. An actual drive
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1 test shows you the true coverage of a sector.
2 0. Okay.
3 MR. SARRATT: Court's indulgence one moment.
4 (Whereupon Defendant's exhibit 1 was marked for
5 identification)
6 Q. All right. I'm going to show you what I've just had
7 marked as Defendant's exhibit 1. Now, you did not create
8 this?
9 A. No.
10 Q. But that is a representation of what a radio frequency
11 map might look like? Roughly?'
12 A. I can't.really say I agree with that.
13 Q. Well, have you ever seen a radio frequency -
14 A. Yes. We create them. We drive test and actually do
15 the propagation for cell towers.
16 Q; Okay.
17 © A. So if I could on this?
18 Q. Sure.
19 A. I might have to ---
20 Q. Okay.
21 A. So I'm not sure where the point eight or negative eight
22 five DB's coming from, but what you would have -- how you
23 have the.towers in here, which I'm not sure if these --
24 these say multiple carriers. So each carrier has its own
25 tower. So without being a single carrier, it's -- I
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1 couldn't do anything with it. |
2 You see the sectors here and how they would be. You
3 would have different colors for each of these to identify
4 what sector for every tower is there.
5 Q. Um—hum (affirmative).
6 A. In general, I'll say a -- how a network is -- looks
7 like, this would probably be a good -- there's coverage from
8 one tower to the other. So what this would show is from one
9 tower and sector to the next, somewhere in there is that
10 boundary between-one or the other.
11 And a drive test is what would show truly where that
12 boundary is. But, yeah,