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STATE OF SOUTH CAROLINA IN THE COURT OF COMMON PLEAS
COUNTY OF SPARTANBURG SEVENTH JUDICIAL CIRCUIT
Daniel Lee Davis, individually and on C.A. No. 2017-CP-42-03283
behalf of all those similarly situated, .
Plaintiff, ORDER DENYING DEFENDANT’S
MOTION TO COMPEL ARBITRATION
V. ' AND MOTION TO DISMISS PLAINTIFF’S
1SCO In dustries, AMENDED COMPLAINT
Défendant.

This matter came before the Court on Deféndant’s Motion to Compel Arbitration and
Defendant’s Motion to Dismiss Plaintiff’s Amended Complaint. Plaintiff filed a Response in
Opposition to Defendan.t’s Motions, and the Court held a hearing on both motions on Friday,
February 23, 2018, in Spartanburg, South Carolina. After careful consideration and review of
the pléadings, motions, memoranda, and arguments of counsel, the Court rules as follows:

L Defendant’s Motion to Compel Arbitration is Denied.

Defendant moved to compel arbitration based on an arbitration 'agreement that Plaintiff
signed at the outset of his employment with ISCO. The Court finds that the arbitration
agreement is not applicable to this case.

In particular, the Court finds compelling the decision of the South Carolina Supreme
Court in Aiken v. World Finance Corp. of South Carolina, 373 SC 144, 644 S.E.2d 705 (2007).
In Aiken, the Supreme Court held thaf an arEitration agreement did not apply to a bérrdwer’s
“action against a finance company because the theft of the borrower’s personal information was
outrageous, tortious conduct that was unforeseeable. Id at 149-52, 644 S.E.2d at 708-10. "I“)he
arbitration agreem;nt that Plaintiff signed applied to claims “arising out of or relating to my

1

£82E02vd0L10ZHISYD - SVITd NOWWOD - DHNANVLINYCS - Wd LEy 90 1dy 810Z - 3714 ATIVOINOHLO3T3



ROA 2

candidacy for employment, employment and/or cessation of employment with ISCO,” but
PlaintifP’s claims in this case arise out éf Defendant’s release of the personal identifying
infomlatipn of Plaintiff and others to cyber-criminals. (See Am. Compl. § 13-21). The Court
finds that there is no relationship between the sﬁbject matter of Plaintiff’s claims in this case-and
the arbitration. agreement, which relates to employment. Like the Court in Aiken, this Court
holds that Plaintiff’s claims in this case are “for unanticipated and unforeéeeable tortious
conduct” and are, therefore, not within the scope of the arbitration agreement.' See Aiken, 373
$.C.at 151, 644 S.E.2d at 709.

II. Defendant’s Motion to Dismiss is Denied.

Defendant moved to dismisé Plaintiff’s Amended Complain; pursuant to S.C.R.C.P.
12(b)(1) and 12(b)(6) based on lack of standing and failure to state facts sufficient to constitute a
cause of action. In support. of its Motion to ﬁisnniss, Defendant relied on matters outside the
pleadings including an affidavit and other attachments. “If, on a motion asserting the defense
numbered (6) to dismiss for failure vbfthe pleading to state facts sufficient to constitute a cause of

"action, matters outside the pleadings are presented to and not excluded by the Court, the motion
shall be treated as one for summary judgment and disposed of as provided in Rule 56 . . .."
S.C.R.C.P. 12(b); see also Johnsoﬁ v. Dailey, 318 S.C. 318, 457 S.E.2d 613 (1995).

As to the SCRCP 12(b)(1) motion to dismiss for iack of sténding, the Court finds that the
plaintiff does have standing to bring suit. Plaintiff has alleged facts sufficient to establish injury
and negligence on th¢ part of the defendant.

Additionally, as to the SCRCP 12(b)(6) motion, the Court notes that “[s]lummary
judgment is appropriate only if there is no genuine .issue of material fact and the moving party is

entitled to judgment as a matter of law.” Glover v. Cty. of Charleston, 361 S.C. 634, 638, 606
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S.E.2d 773, 775 (2004). “[S]ince it is a drastic remedy, summary judgment should be cautiously '

invoked to ensure that a litigant is not improperly deprived of a trial on disputea factual
issues. Helena Chem. Co. v. Allianz Underw;iters Ins. Co., 357 S.C. 631, 644, 594 S.E.2d 455,
462 (2004). “[SJummary judgment is improper if the parties dispute the inferences to be drawn
from the facts even if the facts themselves are not in dispute. CEL Prods., LLC v. Rozelle, 357
S.C. 125, 129, 591 S.E.2d 643, 645 (Ct. App. 2004). “In determining whether summary
judgment is proper, this court must view all evidence in the light most favorablé to the non-
moving party.” Silvester v. Spring Valley Country Club, 344 S.C. 280, 285, 543 S.E.2d 563, 566
(Ct. App. 2001). Importantly, “[i]n cases applying the preponderance of the evidence burden of
proof, the non-moving party is only required to submit a mere scintilla of evidence in order to
withstand a motion for summary judgment.” Hutchinson v. 'Liberly Life Ins. Co., 393 S.C. 19,

24,709 S.E.2d 130, 133 (Ct. App. 2011) (internal quotation marks omitted) (quoting Hancock v.

" Mid=South Mgmt. Co., 381 S.C. 326, 330, 673 S.E.2d 801, 803 (2009)). The Court has found

that the plaintiff has alleged facts sufficient to clear this hurdle, thus ihe motion to dismiss is
denied.
CONCLUSIdN
For all of the reasons stated above, Defendant’s Motion to Compel Arbitration is

DENIED and Defendant’s Motion to Dismiss Plaintiff’s Amended Complaint is DENIED. -

JUDGE'S SIGNATURE PAGE TO FOLLOW
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Spartanburg Common Pleas

Case Caption: Daniel Lee Davis VS Isco Industries, Inc.

Case Number: 2017CP4203283

Type: Order/Other

It is so Ordered.

's/ R. Keith Kelly - 2165

Electronically signed on 2018-04-06 11:33:10 page 4 of 4
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STATE OF SOUTH CAROLINA ) IN THE COURT OF COMMON PLEAS
)
COUNTY OF SPARTANBURG ) FOR THE SEVENTH JUDICIAL CIRCUIT
Daniel Lee Davis, individual and on behalf ) Case No.:
of all those similarly situated, )
: )
Plaintiff, ) ‘
) , SUMMONS
VS. ) (Jury Trial Demanded)
)
- ISCO Industries, Inc., )
)
Defendant. )

TO THE ABOVE NAMED DEFENDANT:

You are hereby summoned and required to answer the Complaint in this action, a. copy of
which is attached hereto and herewith served upon you, and to serve a copy of your Answer to
same upon the subscribers at the addresses shown below within thirty (30) days after the service
of same, exclusive of the day of such service. If you fail to answer the Complaint within the thirty-
day period, the— Plaintiff will apply to the Court for the relief demanded therein and judgment by

default will be rendered against you for the relief demanded in the Complaint.

(Signature Page Follows)

1
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HARRISON, WHITE, SMITH & COGGINS,

P.C.

s/John B. Whtte, Jr.
S.C. Bar No. 5996
s/Marghretta Shisko
S.C. Bar No. 100106
s/Ryan F. McCarty
S.C. Bar No. 74198
P.O. Box 3547
Spartanburg, SC 29304
Tel: (864) 585-5100
Fax: (864) 542-2994

SIMMONS LAW FIRM, LLC

s/John S. Simmons
S.C. Bar No. 10260
s/Derek Shoemake
S.C. Bar No. 78398
s/lohn L. Warren III
S.C. Bar No. 101414
1711 Pickens St.
Columbia, SC 29201
Tel: (803) 779-4600
Fax: (803) 254-8874
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ROA 7

STATE OF SOUTH CAROLINA ) INTHE COURT OF COMMON PLEAS
)
COUNTY OF SPARTANBURG ) FOR THE SEVENTH JUDICIAL CIRCUIT
Daniel Lee Davis, indi\;idual and on behalf ) Case No.:
of all those similarly situated, )
' )
Plaintiff, )
) COMPLAINT
VS. ) (Jury Trial Demanded)
)
[SCO Industries, Inc., )
- )
Defendant. )

The P[aintiff, Daniel Lee Davis, individually and on behalf of all tllose similarly situated, by

and’thréugh his undersigned counsel will respectfully show unto this Honorable Court:
PARTIES
l. Plaintiff Daniel Lee Davis is, and was at all times material to this action, a resident of the
County of‘Sparlanburg,' State of South Carolina.
2. Upon information and belief, Defendant ISCO Industries, Inc. is a foreign corporation with
its principal place of business in Kentucky. Defendant i_s, and was at all time material to this action,
doing business within the County of Spartanburg, State of South Carolina and carrying on in the
or'dinéry course of business the sale and maintenance of custom pii:ing soluti;ons.
JURISDICTION AND VENUE

3. Plainti[f incorporates herein by reference each and every allegation sét forth hereinabove
as if repeated verbatim.

4, The most substantial part of the acts or omissions giving rise to the causes of action stated

herein occurred in Spartanburg County, South Carolina.
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ROA 8

5. The jurisdiction of this Court is founded upon S.C. Const. Ann. art. V, § 11, which grants
the Circuit Court general jurisdiction over civil actions. |
6.  Venue is appropriate under South Carolina Code Ann. § 15-7-30.

GENERAL ALLEGA’f[ONS AND FACTUAL BACKGROUND
7. Plaintiff incorporates herein by reference each and every allegation set fortil hereinabove
as if repeated verbatim.
8. Plaintiff began working for Defendant as a nllechanic and fusion technician on or about
March 2007.
9. As a requirement of his em.p]oyment, Plaintiff was required to provide Defendant with
personal identifying information ("PII["), such as his name, address, and social security number,
for, inter alia, administrative, bookkeeping, and tax purposes.
10. Plaintiff's employment with Defendant ended on or about March 2015. -
I1.  "On March 2, 2016, an employee in [Defendant's] human resources department received
an email {from someone posing‘as a senior executive at ISCO asking for I[SCO's 2015 IRS Form
W-2 data.” (See Notice of Data Breach, attached as Ex. A).
12. "Because the email appeared to come from \;vithin ISCO, the employee gathered the
requested W-2 data in electronic format and transmitted the information by return email." (Ex. A).
13. A short time later, upon information and belief, someone in Defendant's employ realized
 that "an outside third party had fraudulently disguised his email address as that of an ISCO senior
executive," and the PII of many employees, including Plaintiff, was sent to an outsibde third party
("the Data Breach"). (Ex. A).
14. "The compromised information include[d] employee social security numbers, addresses,

and 2015 compensation and tax withholding information.” (Ex. A).

£82€02vdD2L0Z#3SVYD - SYI1d NOWWOD - DUNENVLYVS - WY G501 €4 495 2102 - 3714 ATIVIINOYLO313



ROA 9

5. Upoh information and belief, on March 4, 2016, Defendant sent a Notice of Data Breach

to affected employées, alerting them to D:efendant's release of their PII to an outside third party. .

(See Ex. A).

16. Upon information and belief, Defendant retained LifeLock, Inc. to provide one year of

-
’

identity theft protec‘tion services.
17. HOwever, upon information and beiief, the LifeLock éerviée Defendant burchased was
,"passive"‘and mereiy alerted individuals Wllen it determined that someone was opening a credit
card in the individual's nar’ne.

18. On or about‘ Augiist 2016, Plaintiff began receiving notices from LifeLock that someone
was attempting to take out loans and open credit cards in his name.

19. For exanlplé, on August 17, 2016, a third pai‘ty opened a Citibank credit card in Plaintiff's
name. -

20. . Plaintiff ﬁlea an incident report wit:h‘the Spartanburg County Sheriff's Department to report
this identity theft. | | |
21 After Plaintibff‘.s one year of LifeLock expired, he had to purchase a better credit monitoring
service because third parties were still oéening credit cards in his name. This service costs
approximately $ le per month. ;

22. Plaintiff has spent countless hours monitoring his credit report, closing accounts opened
by third parties, and ensuring that His credit is not damaged.

CLASS ACTION ALLI?GAT[ONS'
23, Plaintiff incorporates herein by reference each and every allegation set forth hereinabove

as if repeated verbatim.
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24, Plaintiff brings this action on behalf of himself and, pursuant to Rule 23 of the South
Carolina Rules of Civil Procedure, as named representative of a Class defined as follows:

All current and former ISCO Industries' employees whése PII was released as a
result of the Data Breach.

25, Plaintiff reserves 'Ithe right to amend the Class definition if further investigation a‘nd
discovery indicates that the Class definition should be narrowed, expanded, or otherwise modified.
26. Upon inform.ation and belief, the exact number of Class members is unknown and is not.
available to Plamtiff at this time as this information is within the exclusive coﬁtrol of the
Defendant, but Plaintiff believes that the Class 1ike1y.consists of huﬁndreds or thousands of
individuals. The sheer size of the Class makes individual joinder in this ;:ase impracticable, if not
impossibie. |
27. In addition té the large number of individuals who are members of the Class, there are
several questions of layv and fact common to the claims of Plaintiff and members of the Class.
Those questiéns predominate over an.y questions that may affect individual Class members.
Common questions include, but are not limited to, the following:

‘a. Whether and to what extent Defendant had a duty to protect the Class members'
PIL . .

b. Whether Defendant breached its duty to prétect the Class members' PII;

c. Whether Defendant provided sufficient assistance to Class members after the
breach; -

d. Whether Defendant breached an implied contract with Plaintiff and Class members;
e. Whether Class members are entitled to iﬁj unctive relief;, and

f.  Whether Class members are entitled to damages.
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28. . Plaintiff's claims are typical of the claims of the Class members. All are based on the same
legal and féctual issues. Plaintiff-and each of the Class members entrusted Defendant with their
PII, which was later released by Defendant to cybercriminals.

29. Plaintiff, as named representative, has common interests with members of the Class and
will vigorously prosecute the interests of the Class through qualified legal counsel, and does not
have any identifiable legal conflicts with any potential Class member, and thus, the Plaintiff will
fairly and adequately represent and protect the interests of the whole Class.

30.  To the extent damages are sought, the amount in controversy exceeds éne hundred dollars
for each member of the Class.

31 Plaintiff has retained competent legal counsel who have extensive experience with class
action litigation and are experienced attorneys well versed in. South Carolina constitutional,
statutory, and common law. |
32. Class action treatment of the matters in issue in this controversy is superior to the
dltenlatives, if any, for the fair and efficient adjudication of such issues, because such treatment
will permit a larger number of similarly situéted persons to prosecute their common claims in a
single forum simultaneously, efficiently, and without the unnecessary duplication of evidence,
effort and expense that numerous individual actions ;vould entail. ClassA action treatment in this
case will have the added virtue of permitting the adjudication of relatively small claims by certain
members of the VClass, for whom it would otherwise not be financially feasible to litigate their
claims as individual actions against Defendant.

3,3' Plaintiff is aware of no difficulty in the management of this action that would preclude it

from being maintained as a class action.
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FOR A FIRST CAUSE OF ACTION

(Negligence)
34. Plaintiff incorporates herein by reference each and every allegation set forth hereinabove
as if repeated verbatim. |
35. By virtue of their employment, Plaintiff and Class members were required to provide

Defendant with théir PIL

36. Defendant had knowledge of the sensitivity of this PII and the types of harm that Plaintiff
and Class members would suffer if this PII was wrongfully disclosed.

37.  Indeed, Defendant had a duty to Plaintiff and each Class member to exercise reasonable
care in holding, securing, and protecting that PII. ‘ (

38." It was foreseeable that Plaintiff and the Class members would suffer substantial harm if
Defendant employed inadequate safety practices for securing P11

39, As a result of Defendant's negligence, Plaintiff and the Class members have suffered and
will continue to suffer damages and injvury, including, but not limited to, out of pocket expenses
and the loss of productivity and enjoyment as a result of spending time monitoring and correcting
consequences of the Data Breach.

- FOR A SECOND CAUSE OF ACTION
(Breach of Implied Contract)

40.  Plaintiff incorporates herein by reference each and every allegation set forth hereinabove

as if repeated verbatim.

41. Plaintiff and Class members provided their PII in connection with their employment with
Defendant for, inter alia, administrative, bookkeeping, and tax purposes.

42.  Indeed, providing this PII was a condition precedent to Plaintiff and the. Class member's

employment with Defendant.
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43, In light of the sensitive nature of this PII, Defendant implicitly promised Plaintiff and Class
members that it would take adequate security measures to safely store the PII.
44, This implied promise was material to Plaintiff and the Class member's deci;ion to accept
employrﬁent with Defendant, and Plaintiff and the Class members Would not have disclosed their
PII without implied assurances that it would be safeguarded.
45, Plaintiff and the Class members performed their ébligations by providing Defendant with
their PIL
46. Defendant, however, failed to safeguard and protect the PIL. This breach of its obligations,
directly caused Plaiétiff and the Class members to suffer iﬁj uries and ddmages. |
WHEREFORE, Plaintiff and all those similarly situated pray:

A. That this Court certify the Class;'

B. Judgment against Defenaant;

C. Actual damages;

D. Punitive damages;

E. Costs and disbursements of this action

F. Attorneys' fees; and

G. That the Court grant such other and further relief as shall be just and proper,
including but not limited to prejudgment and postjudgment interest.

(Signature Page Follows).
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Respectfully Submitted,

HARRISON, WHITE, SMITH & COGGINS,
P.C.

s/John B. White, Jr.
S.C. Bar No. 5996
s/Marghretta Shisko
S.C. Bar No. 100106
s/Ryan F. McCarty
S.C. Bar No. 74198
P.O. Box 3547 .
Spartanburg, SC 29304
Tel: (864) 585-5100
Fax: (864) 542-2994

SIMMONS LAW FIRM, LL.C

s/John S. Simmons
S.C. Bar No. 10260

's/Derek Shoemake

S.C. Bar No. 78398
s/John L. Warren III
S.C.Bar No. 101414
1711 Pickens St.
Columbia, SC 29201
Tel: (803) 779-4600
Fax: (803) 254-8874

10-
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March 4, 2016

**Notice of Data Breach**
Dear Former ISCO Employee:
On March 3, 2016, ISCO Industries, Inc. (“ISCO”) discovered that certain sensitive [SCO 2015
employee information was compromised as a result of a criminal act. We take the privacy and
security of your personal information very seriously. This notice is intended to provide you with

important information so you can take appropriate action to protect your interests.

Whaf Happened

On March 2, 2016, an employee in our human resources department received an email from

someone posing as a senior executive at ISCO asking for ISCO’s 2015 IRS Form W-2 data. A W-
2 is the form that ISCO distributes to all of its employees and income taxing authorities at the end
of each January. Because the email appeared to come from within ISCO, the employce gathered
the requested W-2 data in electronic format and transmitted the information by return email.
Shortly thereafter, we realized that an outside third party had fraudulently disguised his email
address as that of an ISCO senior executive, and that our employees’ W-2 data had been unwittingly
sent to that outside third party, :

Compromised Information

The compromised information includes employee social security numbers, addresses, and 2015
compensation and tax withholding information. ISCO has no reason to believe employee credit
card, banking, birthdate, telephone, driver’s license, health insurance, or medical information was
obtained.

As scon as ISCO discovered this security breach, it acted to notify and cooperate with the FBI, the
IRS, and the Louisville Metro Police Department. ISCO learned that this criminal act is part of'a
larger scam attempting to file false tax returns with the hope of diverting employee tax refunds. If
you have already filed your tax returns, there is a likelihood that the IRS would reject any duplicate,
fraudulent retwrn.  If you have not yet filed your tax returns, we recommend completing the
attached IRS Form 14039 Identity Theft Affidavit and faxing it to the IRS (fax instructions are
included on the form). '

Identity Protection Services

ISCO has retained LifeLock, Inc. (www lifelock.com) to provide identity theft protection services
for each individual affected free of charge. Lifelock will provide individual email or text
notifications if it detects someone is trying to open a fraudulent credit card or borrow money in
your name. We have purchased a 12-month membership for all U.S. employees. Information on
how to set up an individual account is attached to this notice.

Fraud Prevention Tips
ISCO wants to make you aware of steps you may take to guard against identity theft or fraud.

As a precautionary measure, we recommend that you remain vigilant by reviewing your account
statements and credit reports closely. If you detect any suspicious activity on an account, you
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should promptly notify the financial institution or company with which the account is maintained.
You also should promptly report any fraudulent activity or any suspected identity theft to proper
law enforcement authorities, your state attorney general, the Internal Revenue Service, and the
Federal Trade Commission. To file a complaint with the FTC, go to www.ftc.gov/idtheft or call I-
877-ID-THEFT (877-438-4338). |

You should also notify your accountant or tax preparation agency (FI&R Block, Jackson Hewitt,
~ etc.) of this security breach and ask them about ways to prevent fraudulent submission of
" information to the IRS and state and local governments, The IRS has internal security measures
in place, so refund wiring instructions which do not include. your address.or the address of your
financial institution, or contain an address which differs from the one on your W-2 form may cause
the IRS to send you clarifying correspondence before processing a refund. Please pay attention to
any correspondence from the IRS and respond promptly to any inquiry.

You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcreditreport.com, -calling toli-free
877-322-8228, or by completing an Annual Credit Report Request Form and mailing it to Annual
Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You can print a copy of the
request form at hitps://www.annualereditreport.com/cra/requestformfinal.pdf. Cr you can elect to

purchase a copy of your credit report by contacting one of the tree national credit reporting

agencies. Contact information for the three national credit reporting agencies for the purpose of

requesting a copy of your credit report or for general inquiries is provided below:

Equifax

(800) 685-1111/Fraud Division: (800) 525-6285
www.equifax.com -

P.O. Box 740241

Atlanta, GA 30374

Experian

(388) 397-3742/Fraud Division: (888) 397-3742
www.experian.com

535 Anton Blvd., Suite 100

Costa Mesa, CA 92626

" TransUnion

(800) 916-8800/Fraud Division: (800) 680-7289
www.transunion.com

P.O. Box 6790

Fullerton, CA 92834

You may want to consider placing a fraud alert on your credit report. An initial fraud alert is fice
and will stay on your credit file for at least 90 days. The alert informs creditors of possible
fraudulent activity within your report and requests that the creditor contact you prior to establishing
any accounts in your name. To place a fraud alert on your credit report, contact any of the three
credit reporting agencies identified above. Additional information is available at

http://www .annualereditreport.com.

fn some U.S. states, you have the right to put a security freeze on your credit file. This will prevent
new credit from being opened in your name without the use of a PIN number that is issued to you
when you initiate the freeze. A security freeze is designed to prevent potential creditors from
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March 4, 2016
*#Notice of Data Breach®*
LifeLock Enyollment
ISCO Industries has initiated a Lifelock account for your use. You can either call (800)899-

0180, or go to https://www.lifelock.com/ to get enrolled. You will have until April 16™ 2016 to
euroll into the ISCO LifeLock account before this code expires.

You will need both a promo code and membership ID to get enrolled.
The promo code isﬁ
Your membership ID should be your

=

i
e ———

<

Enroll online at https://www.lifclock.com/ website.

Select the Start Your Membership button. ‘

On the next screen, enter the promo code %#REERIn the bottom left corner. Then select apply.
(NOTE: There is no need on this screen to select a particular LifeLock service. Just enter ISCO16

T ’g.
y 704:: o

TourPlan Your Add Payment
Inla Famlly Info Caempletel

hs;_l!':c!, %o, ul Scnngt:s’}‘ R :
Fieass sdect tha Ulelock protecticn clan that's best for you.

[ : i . . . . -
I ' LifeLock Standard™ E Lifelock Advantage" Lifetock Ultimate Plus

i
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[ ‘ 195 20T &
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ROA 18

STATE OF SOUTH CAROLINA IN THE COURT OF COMMON PLEAS

COUNTY OF SPARTANBURG SEVENTH JUDICIAL CIRCUIT

Danie! Lee Davis, individually and on behalf
of all those similarly situated,

Plaintiff,
V. A C. A/NO. 2017-CP-4203283
[SCO Industries, Inc.,

Defendant.

DEFENDANT’S MOTION TO DISMISS AND COMPEL ARBITRATION

COMES NOW Defendant, ISCO Industries, Inc., by and through its undersigned counsel,
pursuant to Rule 12(b)(1) of the South Carolina Rules of Civil Procedure and the Federal
Arbitration Act (“FAA™), 9 U.S.C § 1 ef seq., and hereby moves for an order dismissing Plaintitf’s
Complaint and compelling arbitration of Plaintiff’s claim.

The Motion is supported by Plaintiff’s Complaint and the following exhibits:

1. Defendant’s Memorandum of Law in Support of its Motion to Dismiss and Compel
Arbitration;

2. Affidavit of Christopher Feger, Chief Administrative Officer for Defendant.

3. Arbitration Agreement signed by Plaintitf on May 30, 2007,

Plaintiff’s lawsuit arises out of and in connection with his employment with Defendant.
The Arbitration Agreement between the parties contains a mandatory arbitration provision for all
actions arising out of or related to the employment relationship. Therefore, Plaintiff's Complaint

should be dismissed and Plaintiff must be compelled to proceed with his claims in arbitration.
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Dated this the 16" day October, 2017.

WSACTIVELLP:9394251.1 - -
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Respectfully submitted,

by Lehrer

jlehrer@fordharrison.com

L. Grant Close

gclose@fordharrison.com

FORD & HARRISON LLP

100 Dunbar Street, Suite 300
Spartanburg, South Carolina 29306
Telephone: (864) 699-1100
Facsimile: (864) 699-1101

Attorneys for Défendant
ISCO Industries, Inc.
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

DEFENDANT’S MOTION TO DISMISS
~ AND COMPEL ARBITRATION

EXHIBIT 1

(De'fendant’s Memorandum of Law in
Support of its Motion to Dismiss and Compel
Arbitration)
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STATE OF SOUTH CAROLINA
COUNTY OF SPARTANBURG .

Daniel Lee Davis, individually and on behalf of
all those similarly situated,

Plaintiff,
2
ISCO Industries, Inc.,

Defendant.

ROA 21

IN THE COURT OF COMMON PLEAS
SEVENTH JUDICIAL CIRCUIT

C. A.NO. 2017-CP-4203283

MEMORANDUM IN SUPPORT OF DEFENDANT'S

MOTION TO DISMISS PLAINTIFF’S COMPLAINT AND COMPEL ARBITRATION

COMES NOW Defendant, ISCO Industries, Inc., (“ISCO”), by and through its

undersigned counsel, and pursuant to Rule 12(b)(1) of the South Carolina Rules of Civil Procedure

and the Federal Arbitration Act (“FAA”), 9 U.S.C § 1 ef seq., hereby submits this Memorandum

in Support of its Motion to Dismiss Plaintiff’s Complaint and Compel Arbitration.

I. FACTUAL BACKGROUND .

ISCO is a Kentucky Corporation with its principal place of business in Kentucky. (Exhibit

2."Y Plaintiff Daniel Lee Davis (“Plaintiff”) is a citizen and resident of South Carolina. (Complaint

11)

ISCO is a Kentucky Corporation with its principal place of business in Louisville,

. Kentucky. [ISCO is a global customized piping solutions provider. It maintains employees,

manufacturing facilities and distribution sites in over 35 states. (Exhibit 2.)

' Exhibit 2 is the Affidavit of Christopher Feger, Chief Administrative Officer of ISCO. This Exhibit is attached to
ISCO’s Motion to Dismiss and Compel Arbitration. Exhibit | is this Memorandum.

Page 1 0f13 .
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ROA 22

ISCO hired Plaintiff to work at its South Carolina facility on May 30, 2007. At the
initiation of employment, Plaintiff signed an Arbitration Agreement with ISCO. (See Exhibits 2

and 3.%) Plaintiff worked for ISCO in South Carolina. His employment records were maintained

" at the Company’s corporate office in Kentucky. (Exhibit 2.)

Plaintiff worked for ISCO as a mechanic and a field technician. As a field technician,
Plaintiff assisted on work-related calls with individuals outside of South Cafolina. (Id.) During
his employment with ISCO, Plaintiff attended annual sales mee{ings and séfcty meetings outside
of South Carolina. (/d.)

The Aata breach that is the éubject of Plaintiff’s Complaint occurred on March 2, 2016.
(Id.) 1t affected 449 current and former employees throughout 35 states. (Id.)'

On March 4, 2016, ISCO sent these employees a letter providing notice of the data breach.
(/d.) 1SCO provided these employees with free identity theft protection services through LifeLock.
(Id) On March 29, 2017, ISCO informed these employees that it had again retained LifeLéck for
an additional year of free idemity theft monitoring. (/d.) Following the data breach, the affected
employees have currently been provided with two years of free identityl theft protection services
through LifeLock. (/d.)

The Arbitration Agreement signed by Plaintiff at the initiation of his employment with
ISCO contains a mandatory arbitration clause for “any and all claims, disputes or controversies
arising out of or relating to my candidacy for employment, employment and/or cessation of
employment” with ISCO. (Exhibit 3, q1.) Plaintiff’s Complaint arises out of and is related to his

employment with ISCO.

2 Exhibit 3 is the Arbitration Agreement between Plaintiff and 1ISCO. This Exhibit is attached to 1ISCO’s Motion to
Dismiss and Compel Arbitration.

Page 2 0of 13
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ISCO seeks to compel arbitration of Plaintiff’s sole claims for negligence and breach of
implied contract. Therefore, ISCO respectfully requests that the Court grant its Motion to Dismiss
Plaintiff’s Complaint and Compel Arbitration.

II. LEGAL ANALYSIS

A. Applicability of.FAA And Strong Policy Favoring Arbitration

“The question of the érbitrability of a claim is an issue for judicial determination, unless
the parties provide otherwise.” Zabinski v. Bright Acres Assocs., 346 S.C. 580, 596, 553 S.E.2d
110, 118 (2001). “It is the policy of this state and federal law to favor arbitration[,] and ‘any
doubts concerning the scope of arbitrable issues should be resolved in favor of arbitration.’”
Landers v. Fed. Deposit Ins. Co., 402 §.C. 100, 109, 739 S.E.2d 209, 213 (2013) (quoting Am.
Recovery Corp. v. Computerized Thermal Imaging, Inc., 96 F.3d 88, 92 (4th Cir.1996)). “[T]he
party resisting arbitration bears the burden of proving that the claims at iss.ue are unsuitable for
arbitration.” Hall v. Green Tree Servicing, LLC, 413 8.C. 267,271, 776 S.E.2d 91, 94 (Ct. App.
2015). |

The FAA applies in this case because the relationship between ISCO and Plaintiff involved

interstate commerce. For example,

1. ISCO is a Kentucky corporation with its principle place of business in Lousville,
Kentucky;

2. ISCO’s human resources department and personnel files are kept in Kentucky;

3. Plaintiff is a South Carolina resident;

4. Plaintiff worked for ISCO in South Carolina;

5. Plaintiff worked for ISCO in areas outside of South Carolina. Plaintiff worked for
ISCO as a mechanic and a field technician. As a field technician, Plaintiff assisted on work-related
calls with individuals outside of South Carolina.

6. During. his emplo.yment with ISCO, Plaintift attended annual sales meetings and
safety meetings outside of South Carolina.

Page 30f 13
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-(See Exhibit 2.)

The legal standard for establishing interstate commerce is very low. Unless the parties
contract otherwise, the FAA applies to any arbitration agreement involving interstate commerce,
regardless of whether the parties contemplated an interstate transaction. Munoz v, Green Tree Fin.
Corp., 343 S.C. 531, 538, 542 S.E.2d 360, 363 (200].). “The words ‘involving commerce’ have
been interéreted by Fhe.United States Supreme Court as being the functional equivalent of
‘affcéting commerce'-words signaling ‘an intent to exercise Congress' commerce power to the
full.”™ Thornion v. Trident *134 Med. Ctr., L.L.C., 357 S.C. 91, 95, 592 S.E.2d 50, 52 ((;t. App.
2003) (quoting A)liea’——Bruce Terminix Cos. v. Dobson, 513 U.S. 265,_277, 115 S.Ct. 834, 130

L.Ed.2d 753 (1995)). The South Carolina Supreme Court has consistently interpreted interstate

-commerce broadly. See Munoz v. Green Tree Fin. Corp., 343 S.C. 531, 542 S.E.2d 360 (2001)

(finding interstate commerce involved in a construction contract where a builder was domiciled in
South Carolina, bixt under the contract, was assigned rights to a Delaware creditor); Soil
Remediation Co. v. Nu-Way Envil., fnc., 323 S.C. 454, 476 S.E.2d 149 (1996); Episcopal Hous.

Corp. v. Federal Ins. Co., 269 S.C. 631, 640, 239 S.E.2d 647, 652 (1977); Blanton v. Srathos, 351

S.C. 534, 541, 570 S.E.2d 565, 569 (Ct. App. 2002).

The South Carolina Court of Appeals ruling in Towles v. Um'rea Healthcare Corp. is most
persuasive here. 338 S.C. 29, 524 S.E,2d‘ 839 (Ct. App. 1999).- United, like ISCO, is a national
company headquartered outside of South Carolina. /d. at 33, 524 S.E.2d at 841, United hired
Towles as a medical director in South Carolina and required him to sign a Code of Conduct and
Employment Handbook, which included an arbitration clapse. Id at 33-34, 524 S.E.2d at 841—
42. Towles, like Plaintiff, was required to attend out-of-state meetings and participate in telephone

conferences with out-of-state corporate officials. /d, at36, 524 S.E.2d at 843. Similar to the Court

Page 4 of 13
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in Towles, this Court should rule that the relationship betiween Plaintiff and ISCO involved
“sufficient evidence of interstate commerce to invoke the FAA.” Id

The FAA and well-established case law interpreting the FAA strongly favor the
enforcement of agreements to arbitrate. Section 2 of the FAA provides that written agreements to
arbitrate "shall be vaiid, irrevocable, and enforceable, save upiori such grounds as exist at law or in
equity for the revocation of any contract." 9 U.S.C. § 2 (2013).

The Supreme Court repeatedly has stated that the FAA represents ‘“a liberal federal policy
favoring arbitration agreements.”” CompuCredﬁ Corp. v. Greenwood, 132 S. Ct. 665, 669 (2012).
As the Fourth Circuit has explained, ‘fPursuant to that liberal policy, ‘any doubts concerning the
scope of arbitraBle issues should be resolved in favor of arbitration, whether the problem at hand
is the construction of the contract language itself or an allegation of waiver, delay, or a like defense
to arbitrability.”” O’Neil v. Hilton Head Hosp., 115 F.3d 2‘72‘; 273-74 (4th Cir. 1997). Moreover,
the strong federal policy favoring arbitration applies with equal force to claims created by contract
or by statute. Id at 274.

It is.weli settled that agreements to arbitrate claims in the employment context are valid
and enforceable. See, e.g. Circuit City Stores, Inc. v. Adams, 532 U.S. 105, 123 (2001) (stating,
“We have been clear in rejecting the supposition that the advamages of the arbitration process
somehow disappear when transferred to the employment context .. Arbitration agreements allow
pérties to avoid the costs of litigation, a benefit that may be of particular importance in employment
Iitigaﬁor_l, which often invqlves smaller sums of money than dispgles concemning commercial
contracts.”) (Internal citations omitted). A litigant may not refuse to arbitrate a dispute within the
scope of a valid argument to arbitrate. Indeed, in such circumstances, a judicial order compelling

arbitration is mandatory: “[tthe (FAA) leaves no place for the exercise of discretion by a district

Page 5 of 13
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court, but instead mandates that the district court shall direct the parties to proceed to arbitration
on issues as to which an arbitration agreement has -been signed.” Dean Witter Reynolds, Inc. v.
Byrd, 470 U.S. 213, 218 (1985) (emphasis in original). Further, the “party resisting arbitration

bears the burden of proving that the claims at issue are unsuitable for arbitration. Green Tree

Fin. Corp.-Alabama v. Randolph, 531 U.S. 79, 91 (2000).

South Carolina courts, the; Fourth Circuit, and other state courts routinely and consistently
enforce agreements to arbitrate eﬁqployment disputes. See Towles v. United HealthCare Corp.,
338 S.C. 29, 41, 524 S.E.2d 839, 846 (1999) (holding that the arbitration agreement covered a
former employee’s claims and noting that “any doubts cbnceming the scope of _arbitrable issues

should be resolved in favor of arbitration”); O 'Neil, 115 F.3d at 276.

B. Plaintiff Is Required To Arbitrate His Claims.

In light of the strong federal and state bolicies favoring arbitration, Plaintiff must be
compelled to arbitrate hivs employment related claim in this case. When adjudicating a motion to
compel arbitration under the FAA, courts engage in a two-step inquiry. Mitsubishi Motors Corp.
v. Soler Chrysler-Plymouth, Inc., 473 U.S. 614, 626 (1985). First, the Court must determine
whether the parties agreed to arbitrate the dispute. /d. Second, the Court must decide whether
“any legal constraints external to the parties’ agreement foreclose arbitratioﬁ.” /d. In making these
.determinations, the Court must keep in mind the strong presumption in favor of arbitration. £ g,
IntegraMed America, Inc. v. Patton, 2013.WL 1768694 at *4 (D.S.C. April 24, 2013) (granting
defendant’s motion to compel arbitration in a lawsuit pending for two months and noting, “South
Carolina favors arbitration™) (citing Gen. Equip. & Supply Co. v. Keller Rigging & Consir., ([nc.,
344 S.C. 553, 556 (Ct. Abp. 2001) (compelling arbitration in a lawsuit pending for approximately

eight months and stating that “it is the policy of this state to favor arbitration of disputes™)).

Page 6 of 13

£€8¢E0CrdOL10C#3SYD - SY31d NOWNOD - DHNENV1LYYdS - Wd 80'S 91 190 LL0Z - Q34 ATIVOINOHLOT S



ROA 27

1. Plaintiff And ISCO Agreed To Arbitrate All Of The Claims In This Case.

In the instanf case, it is indisputable that ISCO offered, and Plaintiff accepted, the terms of
thé Arbitration Agreement. Plaintiff worked for ISCO for approximately 8 years after signing the
Arbitration Agreement. (Exhibit 2, Complaint 10.).

The claims asserted by Plaintiff are subject. to arbitration under the Arbitration Agreement
because they arises out of and relate to the employment relationship. “The heavy presumption of
arbitrability requires that[,] when the scope of the arbitration clause is open to question, a court
must'decide the question in favor of arbitration.” Landers v. Fed. Deposit Ins. Corp., 402 S.C.
100, 109, 739 S.E.2d 209, 213 (2013). *“Unless a court can séy with poéitive-assurance that the
arbitration clause is not susceptible to any interpretation that covers the dispute, arbitration should
generally be ordered.” Par.tain v. Upstate Auro. Grp., 386 S.C. 488, 491, 689 S.E.2d 602, 60304
(2010). -“A motion to compel arbitration made pursuant to an arbitration clause in a written
contract should only be denied where the clause is not susceptible to any interpretation which
would cover the asserted dispute.” Pearson v. Hilton Head Hosp., 400 S.C. 281, 287, 733 S.E.2d
597, 600 (Ct. App. 2012).

“To decide whether an arbitration agreement encompasses a dispute, a court must
determine whether the factual allegations underlying the claim are within the scope of the broad
arbitration clause, regardless of the label assigned to the claim.” [d. “Any déubts concerning the
scope of arbitrable issues should be resolved in favor of arbitration.” /d.

The arbitration brovision at issue in this case provides, “I will settle any and all claims,l
disputes or controvefsies arising out Aof or relating to my candidacy for employment, employment
and/or cessation of employment” with ISCO “exé]u_sively by final and binding arbitration before

a single, neutral Arbitrator.” (Exhibit 3, § 1). The body of law in this state, as well as the Fourth

Page 7 of 13
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Circuit, makes clear that arbitration provisions like the one at issue in this case should be broadly
construed to cover all the claims asserted in this case. See Landers v. Fed. Deposit Ins. Corp., 402
S.C. 100, 110, 739 S.E.2d 209, 214 (2013)‘(ﬁnding emplc])yment claims for slander and outrage
subject to “arising out of” arbitration provisic;n); Zabinski v. Bright Acres Associates, 346 S.C.
580, 598, 553 S.E.2d 110, 119 (.2001); J.J. Ryan & Sons, Inc. v. Rhoﬁe Poulenc Textile, S.A., 863
F.2d 315, 319 (4th Cir. 1988).

P]airﬁiff’s Complaint alleges that ISCO improperly disclosed personal identifying
information (“PII”) to a thi-rd party who fraudulently disguised his e-mail address as that of an
ISCO senior executive. (Complaint §13.) Plaintiff has not sued this third party who commitied a
criminal offense upon ISCO. Plaintiff alleges that hé was required to provide this PII information
to ISCO as part of his employment. (Complaint §§9 & 35.) The ISCO employee who Plaintiff
alleges improperly disclosed PII was acting within the course and scope of her employment with
ISCO in allegedly mishandling the PIL. (Complaint § 11-14.) Clearly, Plaintiff’s allegations arise

out of and relate to his employment with ISCO.

2. There Are No Legal Constraints External To The Parties’ Agreement To Foreclose
Arbitration. |

“Under the FAA, the party seeking arbitrati.on must first show a written agreement for
arbitration; then, the court must assess whether there are “gr;mnds as exist at law or in equity for
the revocation of any contract.” 9 U.S.C. § 2.; Hooters of Am., Inc. v. Phillips, 39 F. Supp. 2d 582,
606 (D.S.C. 1998), aff'd and remanded, 173 F.3d 933 (4th Cir. 1999).

a. Consideration

Plaintiff received consideration because he signed the Arbitration Agreement at the

initiation of employment with ISCO. (Exhibits 2 and 3.) South Carolina law is clear that initial

Page 8 0of 13
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employment is valid consideration. Poole v. Incentives Unlimited, Inc., 345 S.C. 378, 382, 548
S.E.2a 207, 209 (2001).‘ |

Furthermore, the mutual agreement to arbitration is\ binding regardless of when it was
signed. Under South Carolin;cl law, a mutual promise to arbitrate - alone - is sufficient
consideration to support an agreement to arbitrate. E.g., O'Neil, 115 F.3d at 275 (finding, “A
mutual profnise to arbitrate constitutes sufficient consideration for this arbitfation agreement”);
Johnson v. Circuit City Sro-res, 148 F.3d 373, 378 (4th Cir. 1998) (finding, “Because [the

employer] agreed to be mutually bound by the terms of the Dispute Resolution Agreement, it was

not necessary, that it agree to incur any additional detriment in exchange for the [applicant’s]

agreerhent to arbitrate her employment-related claims . . ..."); Cox v. Assisted Living Concepts,
Inc., 2014 WL 1094394 at *13 (D.S.C. March 18, 2014) (granting the employer’s motion to
compel ar.bitration and finding “an arbitration agreement is supported by adequate consideration
when the parties mutually agree to be bound by the arbitration process and the agreement does not

permit the employer to ignore the results of arbitration™).

Significantly, in Towles v. United HealthCaré Corp., 338 S.C. 29, 40, 524 S.E.2d 839, 845 -

(Ct. App. 1999), the Court ruled that an arbitration agreement in a handbook acknowledgment
signed after the employment relationship began was binding and enforceable:

We find the Acknowledgment constituted a specific communication
of an offer which conditioned Towles's continued employment on
his acceptance of the Employment Arbitration Policy as part of his
employment contract. See Prescott, supra, (noting a unilateral
contract requires a specific offer communicated to the employee).
Towles accepted the offer by continuing in his employment.* See
Small, 292 S.C. at 484, 357 S.E.2d at 454 (finding an employee
accepted employer's offer “by performing the act on which the
promise was impliedly or expressly based”). Therefore, we find the
evidence leaves room for only one inference: the Acknowledgment
constituted a binding arbitration agreement. See Small 292 S.C. at
483, 357 S.E.2d at 454 (noting “a trial court should submit to the

Page 9 0f 13
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jury the issue of existence of a contract when its existence is
questioned and the evidence is either conflicting or admits of more
than one inference”).

Id.

One reason that a mutual agreement to arbitrate is by itself consideration is that there are
benefits to both parties to arbitrate their claims. Employees also benefit from the reduced cost and
shorter time scales provided by arbitration.” Employees also benefit by reduced motion practice
and the ability to have their case heard without the pre-trial motions that are normélly involved in
litigation. Therefore, the arbitration provision in the Arbitratioﬁ Agreement is clearly supported

by consideration.

b. Coercion and Duress

Plaintiff was not coerced tb sign the A,rbitratibn Agreement. He could have declined to
accept employment under these terms.. In Towles, supra, the Court ruled that an arbitration
agreement in a handbook that was a condition of employment v;las binding and enforceable. An
argument that the égreement to arbitrate was a condition of employment is not sufficient to
establish duress or coercion. Similarly, in Phillips, supra, 39 F. Supp. 2d at 608,‘ the court ruled
that an employee who hgd to forgo future promotions if he refused to sign an arbitration agreement,
was not subject to a wrongful act of coercion in the absence of other evidence showing a
destruction of the employee's free agency.

The Arbitration Agreement is only two pages and the arbitration provision is verby
conspicuous. It is written in plain language that should be easily undérstandable by a non-lawyer.
There was no reason for Plaintiff not to read and be aware of the full requirements of the arbitration

provision in the Arbitration Agreement. There are no facts to support an argument of coercion or

duress.

Page 10 of 13
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c. Waiver

ISCO has not waived its right to arbitrate. ISCO was served wi'th the Complaint on
September 14, 2017, and is demanding arbitration within 30 days of such service. ISCO requested
that Plaintiff voluntarily submit to arbitration and as of the date of this filing he has not agreed to
arbitration.

In sum, the undisputable facts here establish the existence of a valid contract between
bPlaintiff and ISCO to arbitfate the. claims in this action. There are no legal constraints external to
the parties' agreemer;t to foreclose arbitration. If Plaintiff intends to continue to pursue his claims,
he must do so in arbitration.

3. The Terms of The Arbitration Agreement Are Not Unconscionability

~ "In South Carolina, unconscionability is defined as the absence of meaningful choice on
the };art of one party due to éne-sided contract provisions, together with terms that are so
oppressive that no reasonable person would make them and no fair and honest person would accept
them." Simpson v. MSA of Myrile Beach, Inc., 373 SC 14,24-25, 644 S.E.2d 663, 668 (2007). .
The parties’ égreement to arbitrate is not unconscionable. It does not limit Plaintiffs
damages or remedies in any way. Plaintiff may argue that the shortened statute of limitations in
Paragraph 2 of the Agreement is not reasonable or enfroceable. However, this provision is clearly
severable and distinct frém Plaintiff’s agreement to arbitrate, See Carlson v, S.C. Siate Plastering,
LLC, 404 S.C. 250, 260, 743 S.E.2d 868. 874 (Ct. App. 2013). .In Carlson, the agreement
conléined an arbitration clause and. in a separate paragraph of the agreement there was an
agrcement to reduce the statute of limitations. The Court ruled that thc‘ reduction in the statute of
Jimitations was separate and distinct from _thc agreement to arbitrate and was not relevant to a
determination of whether the arbitration clause was unconscionable. /d. South Carolina law

clearly provides that “arbitration clauses are severable from the contracts in which they are

Page 11 of 13
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embedded.” Davis v. KB Home of S.C., Inc., 394 S.C. 116, 125, 713 S.E.2d 799, 804, (Ct. App

2011) citing S.C. Pub. Serv. Auth. v. Greut W. Coal, 312 §.C. 559, 563, 437 S.E.2d 22,24 (1993);

The Hous. Auth. of City of Columbia v. Cornerstone Housing, L.L.C., 356 S.C. 328, 338, 588

S.E.2d 617. 622 (Ct. App. 2003).

Plaimift’é commitment to arbitration is contained in Paragraph 1 of the Agreement.
(Exhibit 3, § 1.) The statute of limitations language is in Paragraph 2. (Exhibit 3, §4.) 1SCO’s
agreement to arbitrate is contained in Paragraph 3. (Exhibit 3, § 3.) Paragraph 4 of'the Agreement
contains a severability clause. (Exhibit 3. §4.) Therefore, the is_éue of Plaintiff’s agreement to
arbitrate is distinct from the substantive validity of the other portions of the Agreement. See Da\;i.v,
713 S.E.2d at 804. "[A] party cannot avoid arbitration through rescission of the entire contract
when there is no independent challenge to the arbitration clause." Grear W. Coal, 312 S.C. at 562-

63,437 S.E.2d at 24. S

ISCO respectfully submits that the agreement to arbitrate is not unconscionable and should

be enforced.

I1I. CONCLUSION

Plaintiff agreed in writing to arbitrate claims arising out of and relating to his employment.
All of the allegations in this action arise out of and relate to Plaintiff’s employment with ISCO.
For the reasons set forth herein and in its Motion to Dismiss and Compel Arbitration, ISCO

respectfully requests this Court enter an Order GRANTING its Motion to Dismiss Plaintiff’s

Complaint and Compel Arbitration.

Page 12 of 13
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Dated this the 16" day October, 2017.

WSACTIVELLP:9394753.1

Respectfully submitted,

Jeffrey A. Lehrer

ilehrer@fordharrison.com

L. Grant Close
aclose(@fordharrison.com

FORD & HARRISONLLP
100 Dunbar Street, Suite 300

Spartanburg, South Carolina 29306 .

Telephone: (864) 659-1100
Facsimile: (864) 699-1101

Attorneys for Defendant
[SCO Industries, Inc.

Page 13 of 13
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Daniel Lee Davis, et' al.', v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

DEFENDANT’S MOTION TO DISMISS
AND COMPEL ARBITRATION

EXHIBIT 2

(Affidavit of Christopher Feger)
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STATE OF SOUTH CAROLINA IN THE COURT OF COMMON PLEAS
COUNTY OF SPARTANBURG SEVENTH JUDICIAL CIRCUIT

Daniel Lee Davis, individually and on behalf of
all those similarly situated,

Plaintiff,
v. C. A.NO. 2017-CP-4203283

ISCO Industries, Inc.,

‘ Defendant.

AFFIDAVIT OF CHRISTOPHER FEGER

1, Christopher Feger, being duly sworn, state that 1 am over the age of twenty-one and give
this statement of my own free will, based on personal knowledge, and for use in any judicial

proceeding involving any of the parties listed above. If called to testify as a witness in this case, [

am competent to testify and would testify to the following facts:

1. I am the Chielf Administrative Officer of ISCO Industries, Inc. (*ISCO™). As the
highest ranking human resources officer for the company, T am aware of the facts surrounding
Daniel Lee Davis’ employment with ISCO, his signing of pre-hire documents, and his separation
from cmployment.

2. I am also personally aware of the disclosure of personal identifying information
(P11) that is the subject of this lawsuit filed by Mr. Davis. '

3. ISCO is a Kentucky Corporation with its principal place of business in Louisville,
Kentucky. ISCO is a global customized piping solutions provider. It maintains employees,
manufacturing facilitics and distribution sites in over 335 states.

4, ISCO hired Mr. Davis to work at its South Carolina facility on May 30, 2007. At
the initiation of employment, Mr. Davis signed an Arbitration Agreement wilh ISCO. (Allached
as Attachment 1.) o :

5. Mr. Davis worked for ISCO in South Carolina. His employment records were
maintained at the Company’s corporate office in Kentucky.

6 Mr. Davis worked for ISCO as a mechanic and a field technician. As a field
technician, Mr. Davis assisted on wark related calls with individuals outside of South Carolina.

7. During his employment with ISCO, Mr. Davis attended annual sales meetings and
safety meetings outside of South Carolina.
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8. I am aware that the data breach that is the subject of Mr. Davis® Complaint vceurred
on March 2, 2016. It affected 449 current and former employees throughout 33 states. '

9. On March 4, 2016, ISCO sent these employees a letter providing notice of the data
breach. This letter is attached as Attachment 2. ISCO provided these employees with free identity
theft protection services through LifeLock.

10.  On March 29, 2017, ISCO informed these employees that it had agaiﬁ retained
LifeLock for an additional year of free identity theft monitoring. (Attached as Attachment 3.)

1.  Tollowing the data breach, the affected employees have currently been provided
with two years of free identity theft protection services through LifeLock.

12

I am not aware of any identity theft actually occurring with regard to Mr. Davis.
(

[3.  Ideclare under penalty of perjury that the foregoing is true and correct. -

FURTHER AFFIANT SAYETH NAUGHT, —
ol Vg

Christopher Feger

STATE OF KENTUCKY )
COUNTY OF JEFFERSON )

BEFORE ME, the undersigned authority, this day personally appcarcd Christopher Feger,
who is known by me or has provided valid identification and says that the above statements are
true and correct to the best of his knowledge, information and belief and that he has read the above

affidavit and knows the contents thereof,

SWORN TO AND SUBSCRIBED BEFORE ME this 12" day of October, 2017.

2. . -
(’L,YM At ‘,,_?. \ tnow-
Notary Public ' J
State of Kentucky

My Commission Expires: (:QM()L} ](5‘[(90 -

WSACITVELLPY195139.
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

AFFIDAVIT OF CHRISTOPHER FEGER

ATTACHMENT 1
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ARBITRATION AGREEMENT

1. Employee Agrees to Arbitrate. In exchange for employment and/or continued
employment, I (“Employee’) agree that I will settle any and all claims, disputes or controversies
arising out of or relating to my candidacy for employment, employment and/or cessation of
employment with ISCO INDUSTRIES, LLC, i.ts successors, assigns, principals, agents and
employees (“the Company™) exclusively by final and binding arbitration before a single, neutral
Arbitrator, The arbitration shall be conducted under the rules and procedures of the American
Axbitration Association rele;ﬁng to the selection of arbitrators for the determination of issues.
The arbitrator may issue written directions as to the scope and timetable for discovery, and may
make a summary dismissel of any claims submitted to arbitration. The arbitrator shall be
charged to render a viritten opinion reciting the facts and the applicable law. By way of example
only, claims submitted to arbitration include, but are not limiied to, claims under federal, state
and local statutory or common law, such as the Age Discrimination in Employment Act, Title
VII of the Civil Rights Act of 1964, as amended, including the amendments of the Civil Rights
 Act 0of 1991, the Americans with Disabilities Act, the lew of contract and the law of tort. I agree
that I will pay half of the arbitration expenses, but no greater than an amount equal to two weeks’
gross wages. Unless otherwise agreed with the Company, I agree that any arbitration will be

held in the county and state of the Company’s principal location, Louisville, Kentucky.

2. Arbitiation brought by Emplovee within six months. I further agree not to commence

any action or suit relating to my employment by the Company more than six (6) months after the

date of cessation of such employment, and to waive any statute of limitations to the contrary.
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3. C'omp' any Agrees to Arbitrate. As additional consideration to this -

Agreement, excluding claims to enforce restrictive covenants (non-competition, non-

solicitation, confidentiality, non-pirating, e.g.) with the Employee, the Company agrees to

submit any and all claims against the Employee to arbitration under the terms contained

in Paragraph 1 abaove.

4. Miscellaneous. The Federal Arbitration Act shall govern this Agreement

and the applicability/construction of any arbitration decision. The provisions of this
Agreement shall be severable, If any porti'on of this Agreement ig held to be invalid or
unenforceable, it shall not be affect the remaining portions of this Agreement. This
Agreement may be modified by a court or an arbitrator to render it enforceable. Th;'s
Agreement repfesénts the entire understanding of the parties with respect fo its subject
matter. There are no oral understandings about the subject matter of this Agreement
other than contained herein, The Company may assign this Agieement, No amendment
to this Agreement shall be effective unless in writing and signed by all parties. The
headings in this Apgreement are for convenience only, and do not govern. This
Agreement does not change the at-will status of employment, and does not limit the

Company’s equitable remedies with regard to any restrictive covenants with the

undersigned Employee. . ,
Lontd) L 357137857 570+ 7
EMPLOYEE SS# DATE

ISCO INDUSTRIES, LLC.

By: _ Beverly Eamney
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

AFFIDAVIT OF CHRISTOPHER FEGER

ATTACHMENT 2
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hacel -1, 2016
“FNotice of Data Dreacp ™
Dear Fo:mer 1SCO Bimployee: !
“On Maveh 3, 2016, 15CO Tndusteies, Inc. ("1SCO”) discovered that eanliin wonsitive 1SCO 2613
cripinyea infonnabon was compromised ns wresalt of @ criminal act. We ke the privaey and

secundy of your pezsonal infoomation very serious ly This nolice s intended o provide you with
inmportant information so you can tilie appiopiate action (o profeet your ierests.

What Happened

O Mureh 2, 2016, s smployes in owr fninman resoncees department received an email Trom
someone posing us i senior exectlive al ISCO agking Lor (SCO’s 2015 IRS Form W-2 dali. A W
Tis the lorm that 15CO distributes to all ol its cinployees and income tuxdng authoritics al the cud
ol cach Januay. Beenuse the email appeared (o come from within 13C0, the vmployee gaiheral
(e repuested W-2data in eleetronic format and transimited the mlolm.llmn by retn email,
shovtly thereafter, wi veabized that an autside thied pity had Tandulently disguised his email
achbress as that ol an IBCO senior cxcentive, s tat owr employees” W2 data had been aiwithingly
sent t that outside Biicd paity. '

Compronmised-Juforntion

The compromised information includes euployes soeial security numbers, addiesses, amd 2015
sumpensation aud Lax withholding information,  1SUO has no veasan to believe cnployes credit
savd, hanking, birthdate, telephone, diiver's ficense, health insurance, o tnedical infumiation was
uhained

As soon as FSCU discovered this seeunity. neach, (hacted fovintity and caoperateeith tie FI Hie

R, and the Louisvitle Widdeo Police Department. TSCO ennied that diis criminal ael is gl ata
largor seam attempling t Lite folse tax rctarns wilh e hope af divanting ciaployee fosoefinds If
you have already Fled your tes rotuens, theee wa hkelibood tat the IRY wonld sject any duplicate,
fraudelent vetirn, I6 you have ot yel led vonr @y teloms, wa recomimend eomplebing the
attached XS Fonm 14039 [dentity Theil Alfdavit and faxang i e TS (i instruciions are
included on ihe fuing),

tdentity Preofection Servieey

ISCO hasyatained Filchoek, e G0 w0y o0 0 o) w provide identdy thell profection services
lov ench indivislual affected Treo of charge, Lilelock will provide indhidual comil o fest
notilications if 1L deloets someone is frying To open o i audulent m'flil cnrd or Bonow money
yourname. We have pwchased o D 2montlomembership fovall ELS cinployees,  Information on
how Lo setup an nnlwnhml aecowl i attustied o this netice,

Fraud Prevention Tips
ESCO waads foniakie yea awsae ol steps you nay Gl o guard appinst dentity theltor Gaod.

AS a4 precsnlionny measuie, wo scomnend Gat ot remain vigilanl by cevicwing som aceomit
stalements and aredil reports vlosely. I you detech any suepicions aciivily on dn aveotng, you
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should promptly vofity the linanesal mstilution ar company will \thh the nccount is maintained.

You also shonld promptly report uny frauduient setivity or any snspected identily theft to paper

law enforcement authoritics, your stale aitoimeay peneral, the lntunal l\wumc Service, sl ihe

Federal Trade Commission. To file o complaint \\nll the FTC, goio oo deeeins oreall -
877-IDCTHEET (R77-438-4338).

A

Yon should also nnlll-/ yowr acsaumibind or Gy pepaeation ageney (&R Bloak, fackson Hewit,

eie) of this secwity breach and usk them: aboul ways fo prevent lrandulent submission of

mfaimation to the IS and state and local governments.  The TRS has internal scourity meases
in place, so vefewd wiving instractions which do not fuchide your address or the addvess of your
tinancial insiitulion, or coninin an addresi which ditfers hrom the one an yowr W-2 {fotm may cause
the TRS to send you clarilfying correspondence hefoie processing o relund. Please pay alte nticn o
any correspondence from the IRS aml wespond prompity (wany nquiry.

You way abtain a fice copy of your credit vepanl frai cach of the thiee major ere aliE crpon g
augeneiss onee every 12 monthe by visitiog & ¢ i Ve oy endliog ol e
37732229228, i by completing e Al Clredit Bepest Reguest Foraeand ailing i to Al
Chedil f\upml Ruquedt Serviee, PO, llc:‘{ 105281, Atlanta, GA 30348, You can print a copy oi'the

request formrat® -0t T R K NS ca ke, Or youcan elect
purehase 4 copy of your credit u,pml h) umhwlm;, one ol 'hr tres nalional credil repaiting
agencics. Contact mforowtion for the three nationnd eredit veporting agensies fov the purposu of

requesding a copy of your credit iepott o1 for pgeseral inquivies iv provided below:

Lguitax, : .

{800) A8S-1 1T H/Fraud Division: (300) 325-6235
E I S A RO

P03 Baox 740741

Altanta, GA 30174

Ixperan ' ‘
(h‘{i-‘i) $0°7 8 2 2 o Division; (RR) 397-3742
A [N FIREN ) [N -
\h /\nl(ln Ivd., Suite 100
Closta Mesa, O 972620

Transtnion

‘{I)U) 9 1G-RB00/F :'\ml [)l\’l ton: (ROO) 6BO-7289
- S ey

O Box 6790

Fulleron, CA 92874

You nay want o consider placing o fraud atert on your ereditieport. An initiad trend afert i hee
and wall stay on your credit file Tov at least 90 days. The alert informs creditors of possibl
framdutent activity \vlllunyrnn report and requats it fhe evedinr cantael yom prioe fo csds ihilisbing
any acconnts B yone pmne, To place o frand aled oneyom e rsdit yepotl, comaet any o the thiee
credii repating, apancussadetilicd - above, Additionat domnadion is available al
T R R A A AT P

I some LS, stades, yon ave the thghit (o pud i seeanity Heeze on your credit ble, Phis vall prevont
wew credit o homg opened m youe e \\Hlmnt ihe use of o PIM uamber that 1s issned to you
wlien you intiate the freess, A seeurity reeve iy dusigaed 10 prevent patentiad creditors from
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arelt 4, 2016

i . HNotice of Data Breach *
FifeLock Envollment
[SCO Industrics has initated a Lifelock account Lor yony s, You san cither call (R00)396-
U130, orgoto Aoy v B ke a o get enselled. Yo will Bave until Aprif 16", 2010 to
earoll into the ISCO LifeLock account betore this code expiies.
Yon will neud both i oo cade ind membership 1D © ger envolied,

The promo eode iy
Your penibership 13 shauhl fie: _wun]

_:(Exmnplc-::

Envoll online al i o 40wl waswebsile,
Seleet the Start ¥our Memmbership Lotton,

On the nextserecy, enler the pronta code( iz
NG There is no need on this sereen to soivet
mud seleet apply)

an {he botlom Telt comer. Then select apply.
a particular Lifehack service. Just enter 18CGH6

Sty T, o P A . l
Vi e Al L Leplarnt
Tde Cay fube o Canzlien

ET IR R TUC T B TR IC VPR R R T Y N

Pilnloel Stamibad™
9

5 St

tafeberlt Advantage™ Cilelach Witimae Plee”
10T R4S

"o

PR I RN IS e

ERIIT Y

TEE LN By e

s ) ey

Anew box

iu;:_f-mu’ menrhership W) will appear, (Azam this is ‘,'(nu;

seleer the red button tided Start your Memhership,

o il then be asked to enter your personal information.

Neat wleet the envoll Bt fon.

Yow will then receive oweleome erail st lopin il passwend oy b ahile bo aceess your -
acconil onding,

I you choose o crroll by phiong, apgonts will bo svnilabic 74 hoows aday, 7 days 2 seek,
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

AFFIDAVIT OF CHRISTOPHER FEGER

ATTACHMENT 3
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ISCO

March 29, 2017

Dear Former ISCO Employee,

As a follow up to ISCO Industries, Inc. (“ISCO”) Data Breach Notification letter sent to you last yearin
March 2015, ISCO wanted to Inform you that we have once again retained Lifelock (www.lifelock.com)
to provide identity theft protection services for one more year. Upon opting-into the service, ISCO will
purchase another 12-month membership, free of charge for you. Information on how to opt-into an
individual account Is attached to this notice. :

As a reminder, LifeLock is an agency that will provide individual email or text notifications if it detects
someone trying to open a fraudulent credlt card or borrow money In your name. LifeLock will not
detect if you have been a victim of fraudulent tax filings. However, they do provide restoration services
for anybody affected. To find out If you are a victim of a fraudulent tax filing, we recommend that you

follow these steps: :

Contact the IRS {1-800-908-4490) AND your State Revenue Office {numbers vary by state).
If you were a victim, call your local police department and ask to file an identity theft report.

Obtain a copy of the report,
3. The IRS will then likely ask you to complete and file IRS Form 14038 (Identity Theft Affidavit),

provide a case number from your police report, and file your taxes by paper.

4. Request a Personal Identification Number (PIN) from the IRS, which will likely be sent by mail.

5. Keep that PIN on file. You should be able to file your taxes electronically next year with that IRS
issued PIN. It is likely the PIN will change every year, so keep watch for future mailings.

6. If needed, you can call LifeLock’s Restoration Services at 1-800-607-9174 for assistance. You will
be assigned a representative that will help get your case resolved as soon as possible with the

IRS.

Questions About This Notice

For further information or assistance, please contact ISCO at 800-345-4726 or emall us at:
HR@isco-pipe.com between the hours of 8:00am and 5:00pm Eastern, Monday through Friday.

Sincerely,

~

Troy M. Landoch
Chief Human Resources Officer
ISCO Industries, Inc.
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LIFELOCKe ENROLLMENT FORM

ISCO has retained LifeLock® to provide one (1) year of complimentary identity theft
protection for another year.

To get protection immediately at no cost to you:

1. Call 1-800-543-3562 to continue service for another year.

2. Use the promotion code: ISCO2017 when prompted as well as your Member
D. - ,

3. Your Member ID is your first name last name plus 5-digit zip code.

4. Ex. JOHNNORTON12345 :

LifeLock's specialized team of telephone representatives is available 24 hours a day,
seven days a week to help you enroll in LifeLock after the recent data breach.

You will have until May 20", 2017 to enroll in this service. If you fail to do so then
your account will be cancelled June 18,

Once you have completed the LifeL.ock enroliment process, the services will be in effect '

immediately. Your LifeLock Standard™ membership includes:

LifeLock Identity Alert® Systemt

LifeL.ock Privacy Monitor

Live, U.S.-based Member Service Support ,
Identity Restoration Support

Priority Live Member Service Support

Dollar for Dollar Stolen Funds Reimbursement up to $25,000 for Lifel.ock

Standard ™¥

AN NI N NN

LifeLock backs up its services with its $1 Million Service Guarantee¥.

No one can prevent all [dentity thefl.

1 LifeLock does not monitor all transactions at all businesses.

. 1 Stolen Funds Reimbursement benefits and Service Guarantee benefits for State of New York members are provided under a
Master [nsurance Policy underwritten by State National Insurance Company. Benefits for all other members are provided under a
Master Insurance Policy undenwritten by United Specialty Insurance Company. Under the Stolen Funds Reimbursemen, Lifel.ock
will relmburse stolen funds up to $25,000 for Standard membership, up {o $100,000 for Advantage membership and up te $1-million
for Ultimate Plus membership. Under the Service Guarantes LifeLock will spend up to $1 million to hire experts to help your
recovery. Please see the policy for temns, condillons and exclusions at LifeLock.com/legal. '
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

DEFENDANT’S MOTION TO DISMISS
AND COMPEL ARBITRATION

EXHIBIT 3

(Arbitration Agreement. signed by Plaintiff
on May 30, 2007)

£82€02rdOLI0C#ISYO - SYITd NOWWOD - DENENVLHVAS - INd 80°S 91 190 £10¢ - AF T4 ATTVIINOHLD3 13



ARBITRATION AGREEMENT

1. Employee Agrees to Arbitrate. In exchange for employment and/or continued
employment, I (“Employee”) agree that I will settle any and all claims, disputes or controversies
arising out of or relating to my candidecy for employment, employment and/or cessation of
employment with ISCO INDUSTRIES, LLC, i.ts SUCCESSOrs, assigns, principals, agents and
employees (“the Company”) excli:sively by final and binding arbitration before a single, neutral
Arbitrator. The arbitration shall be conducted under the rules and procedures of the American
Arbitration Association relating to the selection of arbitrators for the determination of issues.
The arbitrator may issue written directions as to the scope and timetable for discovery, and may
make a summary dismissal of any claims submitted to arbitration. The arbitrator shall be
charged to render a written opinion reciting the facts and the applicable law. By way of cxarhple
only, claims submitted to erbitration include, but are not limited to, claims under federal, state
and local statutory or comumon law, such as the Age Discrimination in Employment Act, Title
VII of the Civil Rights Act of 1964, as amended, including the amendments of the Civil Rights
 Act of 1991, the Americans with Disabilities Act, the law of contract and the law of tort. I agree
that I will pay half of the arbiration expenses, but no greater than an amount equal to two weels’
gross Wages. Unless otherwise agreed with the Company, I agree that any arbitration will be

held in the county and state of the Company’s principal location, Louisville, Kentuely.

2. Arsbitration brought by Employee within six months. T further agree not to commence

any action or suit relating to my employment by the Company more then six (6) months after the

date of cessation of such employment, and to waive any statute of limitations to the contrary.
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3. Company Agrees to Arbitrate. As additional consideration to this
Agreement, excluding claims to enforce restrictive covenants (non-competition, non-
solicitation, confidentiality, non-pirating, e. g.) with the Employee, the Company agrees to
submit any and all claims against the Employes to arbitration under the terms contained
in Paragraph 1 abbve.

4, - Miscellaneons. The Federal Arbitration Act shall govern this Agreement
and the applicability/construction of any arbitration decision. The provisions of this
Agreement shall be severable, Ifany porti'on of this Agreement is held to be invalid or
unenforceable, it éhall not be affect the remaining portions of this Agreement, This
Agreement may be modified by a court or an arbitrator to render it enforceable, This
Agreement represents the entire understanding of the parties with respect to its subject
matter. There are no oral understandings about the subject matter of this Agreement
other than contained herein, The Company ey assign this Agreement, No amendment

to this Agreement shall be effective unless in writinyg and signed by all ;;arties. The
headings in this Agreement are for convenience only, and do not govern. This
Agreement does not change the at-will status of employment, and does not limit the

Company’s equitable remedies with regard to any restrictive covenants with the

undersigned Employes. .
Jonid Lwer 35713287 5oi0 w7
EMPLOYEE ' SS# DATE

ISCO INDUSTRIES, LLC.

By: __ Beverly Eamey
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STATE OF SOUTH CAROLINA ) IN THE COURT OF COMMON PLEAS
‘ )
COUNTY OF SPARTANBURG ) FOR THE SEVENTH JUDICIAL CIRCUIT
Daniel Lee Davis, individual and on behalf ) Case No.: 2017-CP-42-03283"
of all those similarly situated, )
)
Plaintiff, )
) AMENDED COMPLAINT
VS. ) (Jury Trial Demanded)
)
ISCO Industries, Inc., )
)
Defendant. )

The Plaintiff, Daniel Lee Davis, individually and on behalf of all those similarly situated, by.

and througﬁ his undersigned counsel will respectfplly show unto this Honorable Court:
PARTIES
1. Plaintiff Daniel Lee Davis is, and was at all times material to this action, a resident of the
County of Spartanburg, State of South Carolina..
2. Upon information and belief, Defendant ISCO Industries, Inc. is a foreign corpofation
with its principal place of business in Kentucky. Defendant is, and was at all time material to this
action, doing business within the County of Spartanburg, Statc of South Carolina and carrying on
in the ordinary course of business the sale and maintenance of custom piping solutions.
JURISDICTION AND VENUE

3. Plaintiff incorporates herein by reference each and every allegation set forth hereinabove
as if repeated verbatim.
4. The most substantial part of the acts or omissions giving risc to the causes of action stated

herein occurred in Spartanburg County, South Carolina.
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5. The jurisdiction of this Court is founded upon S.C. Cohst. Ann. art. V, § 11, which grants
the Circuit Court general jurisdiction over civil actions.
6. Venue is appropriate under Soﬁth Carolina Cade Ann. § 15-7-30.

GENERAL ALLEGATIONS AND FACTUAL BACKGROUND
7. Plaintiff incorporates herein by reference each and every allegation set forth hereinabove
as if repeated verbatim.
8. Plaintiff has been married since June 2015 and has two children, one aged 19 and one
aged 16.
9. Plaintift began working for Defendant as a mechanic and fusion technician on or about
March 2007.
10.  As a requirement of his employment, Plaintiff was required to provide Defendant with
personal identifying information ("PII"), such as his name, address, and social éecurity number,
for, inter alia, administrative, bookkeeping, and tax purposes.
. 11, Plaintiff's employment with Defendant ended on or about March 2015.
12. Although Plaintiff allegedly had an arbitration clause in his initial hiring agreement, his
claim at bar does not bear a substantial relationship té the employment agreement or arbitration
clause. |
13. "On March 2, 2016, an employee in [Defendant's] human resources department received
an email from someone posing as a senior executive at ISCO asking for ISCO's 2015 IRS Form
W-2 data." (See Notice of Data Breach, attached as Ex. A).
14 "Because the email appeared to come from within ISCO, the employee gathered the
requested W-2 data in clectronic format and transmitted the information by return email." (Ex.

A).
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15. These Form W-2s included sensitive PII, including, names, addresses, salaries, and social
security numbers.

16. A short time later, upon information and belief, someone in Defendant's employ realized
that "ag outside third party had fraudulently disguised his email address as that of an ISCO ’
senior executive," and the PII of many employees, including Plaintiff, was sent to an outside
third party ("the Data Breach"). (Ex. A).

17. "The compromised information include[d] employee social security numbers, addresses,
and 2015 compensation and tax withholding information." (Ex. A).

18. Upon information and belief, on March 4, 2016, Dgfendant sent a Notice of Data Breach
to affected employees, alerting them to Defendant's release of their PII to an outside third party.
(See Ex. A).

19.  Upon information and belief, Defen’dan.t retained LifeLock, Inc. to provide one year of
identity theft protection services.

20.  However, upon information and belief, the LifeLock service Defendant purchased was
"passive" and merely alerted individuabls when it determined that someone was opening a credit
card in the individual's name.

21.  Upon information and belief, almost immediatcly aftcr the Data Breach, cybcrcrimin'als
began to exploit the employees' PII by engaging in identity theft.

22. These cybercriminals can pair the PII with other available information to, inter alia,

obtain employment, obtain a loan, apply for credit cards or spending money, file false tax

returns, obtain medical care, steal Social Security and other government benefits, and apply for a

. . (
driver's license or other government documents.
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23. Additionally, cybercrim‘inals can pair the PII with other availabl¢ information about an
employees' family in order to commit identity theft that affects the employees' family.
24. For the rest of their lives, Plaintiff and the class members will bear an immediate and
heightened risk of all maﬁners of identity theft.
25.  On or about August 2016, Plaintiff began receiving notices from LifeLock that someone
was attempting to take out lolans and open credit cards in his name.
26.  For example,'on August 17,2016, a third party opened a Citibank credit card in Plaintiff's
name. |
- 27.  Plaintiff filed an incident report with the Spartanburg County Sheriff's Department to
report this identity theft.
28. After Plaintiff's one year of LifeLock expired, he had to purchase a better credit
monitoring service because third parties were sti}l opening credit cards in his name. This service
costs approxi@ately $12 per month. |
29.  Plaintiff has spent countless hours monitoring his credit report, closing accountsb opened
by third parties, and ensuring that his credit is not damaged.

CLASS ACTION ALLEGATIONS
30. Plaintiff incorporates herein by reference each and every allegatioﬁ set forth hereinabove
as if repeated verbatim. _ .
31.  Plaintiff brings this action on behalf of himself and, pursuant to Rule 23 of the South |
Carolina Rules of Civil Procedure, as named representative of a Class defined as fol'lows;

All current and former ISCO Industries' employees whose PII was relcased as a
result of the Data Breach.
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32.  Plaintiff reserves the right to amend the Class definition if further investigation and
discovery indicates that the Class definition should be narrowed, expanded, or otherwise
modified.

33, Upon informatioﬁ and belief, the exact number of Class members is unknown and is not
available to Plaintiff at this time as this information is within the exclusive control of the

Defendant, but Plaintiff believes that the Class likely consists of hundreds or thousands of

- individuals. The sheer size of the Class makes individual joinder in this case impracticable, if not

impossible.

34. In addition to the large number of individuals who are members of the Class, there are
several questions of law and fact common to the claims of Plaintiff and members of the Class.
Those questions predominate over any questions that may affect individual Class members.
Common questions include, but are not limited to, the following:

-a. Whether and to what extent Defendant had a duty to protect the Class members'
P11, .

b. Whether Defendant breached its duty to protect the Class members' P1L;

¢. Whether Defendant provided sufficient assistance to Class members after the
-breach; and

- d. Whether Class members are entitled to damages.
35. Plaintiff's claims are typical of the claims of the Class members. All are based on the
same legal and factual issues. Plaintiff and each of the Class members entrusted Defendant with
their PII, which was later released by Defendant to cybercriminals.
36. Plaintiff, as named represcntative, has common interests with members of the Class and"

will vigorously prosecute the interests of the Class through qualified legal counscl, and does not
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have any identifiable legal conflicts with any potential Class member, and thus, the Plaintiff will
fairly and adequately represent and protect the interests of the whole Class.

37.  To the extent damages are sought, the amount in controversy exceeds one hundred dollars
for each member of the Class.

38. Plaintiff has retained competent legal counsel who have extensive experience with class
action litigation and are experienced attormeys well versed in South Carolina constitutionél,
statutory, and common law. |

39. Class action treatment of the matters in issue in this controversy is superior to the
alternatives, if any, for the fair and efficient adjudication of such issues, because such treatment
will permit a larger number of simi}arly situated persons to prosecute their common claims in a
single forum simultaneously, efficiently, and without the unnecessary duplication of evidence,
effort and expense that numerous individual actions would entail. Class action treatment in this
case will have the added virtue of permitting the adjudication of relatively small claims by
certain members of the Class, for whom it would otherwise not be financially feasible to litigate
their claims as individual actions against Defendant.

40.  Plaintiff is aware of no difficulty in the management of this action that would preclude it

from being maintained as a class action.

FOR A FIRST CAUSE OF ACTION

(Negligence)
41.  Plaintiff incorporates herein by reference each and every allegation set forth hereinabove
as if repeated verbatim.
42. Plaintiff and Class members were required to provide Defendant with their PII.

43, Defendant had knowledge of the sensitivity of this PII and the types of harm that Plaintiff

and Class members would suffer if this PII was wrongfully disclosed.
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44, Indeed, Defendant had a duty to Plaintiff and each Class member to exeréise reasonable
care in holding, securing, and protecting that PII.

45. It was foreseeable that Plaintiff and the Class members would suffer substantial harm if
Defendant employed inadequate safety practices for securing PII.

46. As a result of Defendant's. negligence, wilfulness, wantonness, carelessness, gross

negligence, and recklessness, Plaintiff and the Class members have suffered and will continue to-

suffer damages and injury, including, but not limited to, out of pocket expenses and the loss of
productivity and enjoyment as a result of spending time monitoring and correcting consequences
of the Data Breach.
WHEREFORE, Plaintiff and all those similarly situated pray:

A. That this Court certify the Class;

‘B. Judgment against Defendant;

C. Actual dam'ages; :

D. Punitive damages;

E. Costs and disbursements of this action

F. Attorneys' fees; and

G. That the Court grant such other and further relief as shall be just and proper,
including but not limited to prejudgment and postjudgment interest.

(Signature Page Follows)
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Respectfully Submitted,

HARRISON, WHITE, SMITH & COGGINS,
P.C.

s/John B. White, Jr.
S.C. Bar No. 5996
s/Marghretta Shisko
S.C. Bar No. 100106
s/Ryan F. McCarty
S.C. Bar No. 74198
P.O. Box 3547
Spartanburg, SC 29304
Tel: (864) 585-5100
Fax: (864) 542-2994

SIMMONS LAW FIRM, LLC

s/John S. Simmons
S.C. Bar No. 10260
s/Derek Shoemake
S.C. Bar No. 78398
s/John L. Warren II1
S.C. Bar No. 101414
1711 Pickens St. '
Columbia, SC 29201
Tel: (803) 779-4600
Fax: (803) 254-8874
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March 4, 2016
**Natice of Data Breach**
Dear Former ISCO Employee:

On March 3, 2016, ISCO Industries, Inc. (“ISCO”) discovered that certain sensitive ISCO 2015
employee information was compromised as a result of a criminal act. We take the privacy and
security of your personal information very seriously. This notice is intended to provide you with
important information so you can take apptopriate action to protect your interests.

‘What Happened

On March 2, 2016, an employee in our human resources department received an email from
someone posing as a senior executive at ISCO asking for ISCO’s 2015 IRS Form W-2 data. A W-
2 is the form that ISCO distributes to all of its employees and income taxing authorities at the end
of each January, Because the email appeared to come from within ISCO, the employee gathered
the requested W-2 data in electronic format and transmitted the information by return email,
Shortly thereafter, we realized that an outside third party had fraudulently disguised his email
address as that of an ISCO senior executive, and that our employees’ W-2 data had been unwittingly
sent to that outside third party. '

Compromised Information

The compromised information includes employee social security numbers, addresses, and 2015
compensation and tax withholding information. ISCO has no reason to believe employee credit
card, banking, birthdate, telephone, driver’s license, health insurance, or medical information was
obtained.

As soon as ISCO discovered this security breach, it acted to notify and cooperate with the FBI, the
IRS, and the Louisville Metro Police Department. ISCO learned that this criminal act is part of a
larger scam attempting to file false tax returns with the hope of diverting employee tax refunds.  If
you have already filed your tax returns, there is a likelihood thatthe IRS would reject any duplicate,
fraudulent return.  If you have not yet filed your tax returns, we recommend completing the
attached IRS Form 14039 Identity Theft Affidavit and faxing it to the IRS (fax instructions are
included on the form).

Identity Protection Services

ISCO has retained LifeLock, Inc. (www.lifelock.com) to provide identity theft protection services
for each individual affected free of charge. Lifelock will provide individual email or text
notifications if it detects someone is trying to open a fraudulent credit card or borrow money in
your name. We have purchased a 12-month membership for all U.S. employees. Information on
how to set up an individual account is attached to this notice. '

Fraud Prevention Tips

ISCO wants to make you aware of steps you may take to guard against identity theft or fraud.

As a precautionary measure, we recommend that you remain vigilant by reviewing your account
statements and credit reports closely. If you detect any suspicious activity on an account, you
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should promptly notify the financial institution or company with which the account is maintained.
You also should promptly report any fraudulent activity or any suspected identity theft to proper
law enforcement authorities, your state attorney general, the Internal Revenue Service, and the
Federal Trade Commission. To file a complaint with the FTC, go to www.fic.gov/idtheft or call 1-
877-ID-THEFT (877-438-4338). i

You should also notify your accountant or tax preparation agency (FI&R Block, Jackson Hewitt,
gte.) of this security breach and ask them about ways to prevent fraudulent submission of
information to the IRS and state and local governments. The IRS has internal security measures
in place, so refund wiring instructions which do not include your address or the address of your
financial institution, or contain an address which differs from the one on your W-2 form may cause
the TRS to send you clarifying correspondence before processing a refund. Please pay attention to
any correspondence from the IRS and respond promptly to any inquiry. '

You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcredifreport.com, calling toll-free
877-322-8228, or by completing an Annual Credit Report Request Form and mailing it to Annual
Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You can print a copy of the
request form at hitps://www.annualcreditreport.com/cra/requestformfinal.pdf. Or you can elect to
purchase a copy of your credit report by contacting one of the tree national credit reporting
agencies. Contact information for the three national credit reporting agencies for the purpose of
requesting a copy of your credit report or for general inquiries is provided below:

Equifax

(800) 685-111 L /Fraud Division: (800) 525-6285
www.equifax.com

P.O. Bax 740241 -

Atlanta, GA 30374

Experian

(888) 397-3742/Fraud Division: (888) 397-3742
www.experian.com

535 Anton Blvd., Suite 100

Costa Mesa, CA 92626

TransUnion

(800) 916-8800/Fraud Division: (800) 680-7289
Www.transunion.com

P.0. Box 6790

Fullerton, CA 92834

You may want to consider placing a fraud alert on your creditreport. An initial fraud alert is free
and will stay on your credit file for at least 90 days. The alert informs creditors of possible
fraudulent activity within your report and requests that the creditor contact you prior to establishing
any accounts in your name. To place a fraud alert on your credit report, contact any of the three
credit reporting agencies identified above. Additional information is available at
http://www annualcreditreport.com. ’ :

In some U.S. states, you have the right to put a security freeze on your credit file. This will prevent
new credit from being opened in your name without the use of a PIN number that is issued to you
when you initiate the freeze. A security freeze is designed to prevent potential creditors from
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March 4, 2016
*#Notice of Data Breach**
LifeLock Enrollment
ISCO Industries has initiated a LifeLock account for your use. You can either calt (800)899-

0180, or go to hitps://www.lifelock.com/ to get enrolled. You will have until April 16™, 2016 to
enroll into the ISCO LifeLock account before this code expires.

You will need both a
The promo code i
Your membership ID should be your

promo code and membership ID to get enrolled.

Enroll online at https://www.lifelock.com/ website.
" Select the Start Your Membership button.
On the next screen, enter the promo code .
(NOTE: There is no need on this screen to select a particular LifeLock service. Just enter ISCO16
and select apply)

Yaur Flan Your Add Paymant Enrollmant
’ . nfa Family Inio  Completal

SO ‘

SIC29 anavnty
(s Aeppskh Cata Yo}

]
{ LifeLock Standard™ ‘
3

Chense Standurd membershio ¥ you: Cheate Advartepe level mushtaring ifyour Chacts o best mersbarshle plon T pout  ©

© Have 3 Sodel Sacurity lumber * Have 2+ Bank sccoomls a verwmects

* Hive bulcseseta S i e Dave savieys te protecs
| * Hostoryour fidsntes

'ou have @ partner/promo code, pleass enter It hate:
1sc014| LY}

our membership ID will appear (Again this is yo

A new box re uestm

Select the red button tltled Start your Membership.

You will then be asked to enter your personal information.

Next select the enroll button.

You will then receive a welcome email with a login and password to be able to access your
account online. '

If you choose to enroll by phone, agents will be available 24 hours a day, 7 days a week.
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STATE OF SOUTH CAROLINA

COUNTY OF SPARTANBURG

ROA 61

IN THE COURT OF COMMON PLEAS

SEVENTH JUDICIAL CIRCUIT |

Daﬁiel Lee Davis, individually and on behalf
of all those similarly situated,

V.

ISCO Industries, Inc.,

Plaintiff,

C. A.NO. 2017-CP-4203283

Defendant.

- DEFENDANT’S MOTION TO DISMISS

COMES NOW Defendant, ISCO Industries, Inc., by and through its undersigned counsel,

pursuant to Rule 12(b)(1) and Rule 12(b)(6) of the South Carolina Rules of Civil Procedure, and

hereby moves for an order dismissing Plaintiff’s Amended Complaint. Defendant has also filed a

motion to dismiss and compel arbitration. This Motion is filed in the event the Court does not

compel arbitration of this case.

Defendant seeks to dismiss Plaintiff's Amended Complaint based on the following

grounds:

L.

2.

Plaintiff lacks standing because he has failed to allege a sufficient injury in fact.
Plaintiff has failed to state facts sufficient to establish a negligence claim.
Plaintiff has failed to state facts sufficient to justify a claim for punitive damages.

Plaintiff has failed to state facts sufficient to justify a claim for attorney’s fees.

Page 1 of 6
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The Motion is suppofted by Plaintiff’ s Comélaint, Amended Complaint, the arguments
below and the following exhibits:

A. Aftidavit of Christopher Feger, Chief Ad‘ministrative Officer for Defendant.

B. Defendant’s Memorandum of Law in Support of its Motion to Dismiss to
supplement this Motion which will be filed at a later date.

A.  FACTS

Plaintiff’s Amended Complaint alleges that he was required to provide personal identifying
information (PII) to Defendant as a condition of his employment. Plaintiff alleges that his PII was
stolen as a result of a criminal act of a third party. Plaintiff claims that Det;endant was negligent
in failing to prevent the criminal theft of his PII.

Plaintiff has failed to allege a sufficient injury in fact to have standing to support his claim.
Plaintiff claims that someone attempted to take out loans and open credit cards in his name.
(Amended Complaint Y 25-29.) However, Plaintiff fails to allege any such attempts were
successful and resulted in charges that caused Plaintiff damages. Plaintiff alleges as his monetary
damages that he purchased additional credit monitoring servfce and spent countless hours
monitoring his credit report. (Amended Complaint 49 28-29.) However, Defendant has provided
| Plaintiff and all others affected with two years of LifeLock protection that is ongoing. (Feger
.Afﬁdavit.) It is clear that this service has been effective because Plaintiff admits that LifeLock
has notified Plaintiff of attempts to open loans and credit cards. (Amended Complaint 9 25 -26.5
Plaintiff has not alleged any damages related to an actual use of his PII, such as damages caused
by t.he use of an actual loan or credit card in his nafne. Therefore, Plaintiff’s claim is based on the

. threat of harm and not actual harm.

Page 2 of 6
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B. LEGAL ANALYSIS

1. Plaintiff’s Lack of Standing

“Standing to sue is a fundarhental requirement in instituting an action.” Joytime Distribs.
. & Amusement Co. v. State, 338 S.C. 634, 639, 528 S.E.2d 647, 649 (1999). "When nb statute
confers standing, the elements of constitutional standing must be met." Youngblood v. S.C. Dep't
of Soc. Servs., 402 S.C. 311, 317,741 S.E.2d 515, 518 (2013).

South Carolina courts will not address the merits of any case unless it presents a justiciaBle
controversy. Byrd v. Irmo High Sch., 321 S.C. 426, 430-31, 468 S.E.2d 861, 864 (1996).
"Justiciability encompéssés ... ripeness . . . and standing." James v. Anne's Inc., 390 S.C. 188,
193, 701 S.E.2d 730, 732 (2010). There are requirements that must be met to establish standing.
Sea Pines Association for Protection of Wildlife, Inc. v. South Carolina Department of Natural
Resources, 345 S.C. 594, 601, 550 S.E.2d 2'87, 291 (2001). “First, the plaintiff must have suffered
an 'injury in fact'--an invasion ofa legally protécted interest which is (a) concrete and particularized
and (b) actual or imminent, not 'conjectural’ or 'hypothetical'.” 7d. quoting Lujan v. Defenders of
Wildlife, 504 U.S. 555, 112 S. Ct. 2130, 119 L. Ed. 2d 351 (1992). “Second, there must be a causal
connection between the inj@ and the conduct complained of--the in jufyhas to be ‘fairly traceable
to the challenged action of the defendant, and not . . . the result [of] the independent action of some
third party not before the court.”” Id. “Thifd, if must be 'likely,’ as opposed to merely 'speculative,'
that the injury will be 'redressed by a favorable decision.” Id. "The party seeking to establish
standing carries the burden of demonstratlng each of the three elements " Sea Pines, 345 S.C. at

601, 550 S.E.2d at 291.

Plaintiff’s Amended Complaint fails to establish the necessary elements of standing. South

Carolina has not recognized a claim based on this type of criminal data breach and subsequent

Page 3 of 6
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“attempted” identity theft. However, multiple federal courts, including the United States Court of

Appeals for the Fourth Circuit, have ruled that failed attempts at identity theft and an increased
risk of identity theft do not constitute an “injury in fact” upon which a plaintiff can file a claim.
See Beck v. Mcbonald, 848 F.3d 262, 275 (4th Cir. 2017); Reilly v. Ceridian, 664 F.3d 38 (3d Cir
2011); Khan v. Children's Nat'l Health Sys., 188 F. Supp. 3d 524, 530 (D. Md. 2016). Moreover,
Plaintiff’s allegations that he chose to purchase better credit monitoring service or spent hours
himself monitoring are not sufficient to seek damages. See Beck, 848 F.3d at 276-277 v(“SimpIy

put, these self-imposed harms cannot confer standing.”)

Furthermore, Defendant compliéd with S.C. Code Ann § 39-V1-9O in providing notice to
those affected the date after the data breach. (Feger Afﬁdavit;) Defendant also paid for two years
of LifeLock protection which is ongoing. (/d.) Plaintiff and all other indi‘viduals affected by this
data breach have received Vfree LifeLock protection which has continued through the date of the
filing of the Amended Complaint.’ (Zd.) This service has prevented damages from attempted
identity theft as admiftéd by Plantiff in thé Amended Complaint.

In addition, Plaintiff cannot establish causal connection between the aliegéd injury and the
data breach involving Defendant. It is impossible to determine if Plaintiff’s information is being
or will be used from the ciata breach involving Defendant rather than the numerous other data
breaches that have occurred throughout the country. For example, the recent Equifax data breach
impacted approxilﬁlately 145.5 million consumers in the United States. |

Finally, there is no allegation té suggest that the potential for identity theft in the future
will be redressed by a favorable ruling against Defendant in this casé. The PII wasl stolen and will
still be in the possession of the criminals who took it. The risk of identity theft will not change as

a result of any ruling against Defendant.

Page 4 of 6
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Therefore, Plaintiff cannot establish an “injury in fact” to support the jurisdiction of this
Court in this case.

2.  PlaintifPs N egligence Claim

Plaintiff has failed to allege facts that support a claim for negligence. South Carolina has
not recognized a duty to prevent criminal activity related to PIl maintained in employment. Rather,
South Carolina has addressed this issue by statute and only created a duty to notify individuals of
the criminal conduct as soon as possible.. S.C. Code Ann § 39-1-90. Defendant complied with
this requirement. Therefore, Plaintiff’s negligence claim should be dismissed.

3. Motion to Dismiss Plaintiff’s Claim for Punitive Damages

Plaintiff’'s Amended Complaint has failed to allege conduct by Defendant that was reckless,
willful, wanton or malicious to support a claim for punitive damages. Therefore, his claim for
punitive damages should be dismissed or stricken from the Amended Complaint.

4. Motion to Dismiss Plaintiff’s Claim for Attorney’s Fees

Plaintiff’s Amended Complaint fails to allege any claim that would entitle him to an award
of attorney’s fees. Plaintiff does not have a right to any statutory attorney’s fees in this case.
Thé_refore, his claim for attorney’s fees should be dismissed or stricken from the Amended
Complaint.

C. CONCLUSION

Plaintiff has failed to establish standing and failed to state facts sufficient to constitute a
cause of action. Plaintiff has failed to allege facts or claims to support an award of punitive
damages or attorney’s fees. Therefore, Defendant respectfully requests that Plaintiff’s Amended

Complaint be dismissed in whole or in part.

Page Sof 6
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Dated this the 30% day November, 2017.

Respectfully submitted,

By: %/ ’7{ :)—‘4“"“——
Jéffr@ A. Lehrer

ilehrer@fordharrison.com
L. Grant Close
oclose@fordharrison.com

FORD & HARRISON LLP

100 Dunbar Street, Suite 300
Spartanburg, South Carolina 29306
Telephone: (864) 699-1100
Facsimile: (864) 699-1101

Attorneys for Defendant
ISCO Industries, Inc.

WSACTIVELLP:9403424.1
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

" DEFENDANT'S MOTION TO DISMISS
AND COMPEL ARBITRATION

. EXHIBIT 1

(Defendant's Memorandum in Support
of Defendant’s Motion to Dismiss Plaintiff’s
Amended Complaint and Compel
Arbitration)
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STATE OF SOUTH CAROLINA
COUNTY OF SPARTANBURG

Daniel Lee Davis, individually and on behalf of
all those similarly situated,

Plaintiff,
V.
ISCO Industries, Inc.,

Defendant.

ROA 68

IN THE COURT OF COMMON PLEAS
SEVENTH JUDICIAL CIRCUIT

C. A.NO. 2017-CP-4203283

MEMORANDUM IN SUPPORT OF DEFENDANT’S
MOTION T0O DISM[SS PLAINTIFF’S AMENDED COMPLAINT AND COMPEL

ARBITRATION

COMES NOW Defendant, ISCO Industries, Inc., (“ISCO™), by and through its

undersigned counsel, and pursuant to Rule 12(b)(1) of the South Carolina Rules of Civil Procedure

and the Federal Arbitration Act (“FAA™), 9 U.S.C § 1 et seq., hereby submits this Memorandum

in Support of its Motion to Dismiss Plaintiff’s Amended Complaint and Compel Arbitra)tion.

I. FACTUAL BACKGROUND

ISCO is a Kentucky Corporation with its principal place of business in Kentucky. ((Exhibit

2.1y Plaintiff Daniel Lee Davis ‘(“Plaintiff’) is a citizen and resident of South Carolina. (Amended

Complaint q 1.)

ISCO is a Kentucky Corporation with its principal place of business in Louisville,

Kentucky. ISCO is a global customized piping solutions provider. It maintains employees,

‘manufacturing facilities and distribution sites in over 35 states. (Exhibit 2.)

! Exhibit 2 is the Affidavit of Christopher Feger, Chief Administrative Officer of ISCO. This Exhibit is attached to
ISCO’s Motion to Dismiss and Compel Arbitration. Exhibit 1 is this Memorandum.
\
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ISCO hired Plaintiff to work at its South Carolina facility on May 30, 2007. At the
initiation of employment, Plaintiff signed an Arbitration Agreement with ISCO. (See Exhibits 2
and 3.7) Plaintiff worked for ISCO in South Carolina. His employment records were maintained
at the Company’s corporate office in Kentucky. (Exhibit 2.)

Plaintiff worked for ISCO as’a mechanic and a field technician. As a field technician,
Plaintiff assisted on work-related calls with individuals outside of South Carolina. (/d.) During
his employment with ISCO, Plaintiff attended annual sales meetings and safety meetings outside
of South Carolina. (/d.)

The data breaqh that is the subject of Plaintiff’s Amended Complaint occurred on March
2,2016. (ld) It affcctéd 449 current and former employees throughout 35 states. (/d.)

On March 4, 2016, ISCO sent these employees a letter providing notice of the data breach.
(Id.) ISCO provid»ed these employees with free identity theft protection services through LifeLock.
(1d.) On March 29, 2017, ISCO informed these employees that it had again retained LifeLock for
~ an additional year of free identity theft monitoring. (1d.) VFollowing the data breach, the affected
employees have currently been provided with two years of free identity theft protection services
through LifeLock. (Id.)

The Arbitration Agreement signed by Plaintiff at the initiation of his employment with
ISCO contains a mandatory arbitration clause for “any and all claims, disputes or controversies
arising out of or relating to my candidacy for employment, employment and/or cessation of
employment” with ISCO. (Exhibit 3, §1.) Plaintiff’s Amended Complaint arises out of and is

related to his employment with ISCO.

* Exhibit 3 is the Arbitration Agreement between Plaintiff and ISCO. This Exhibit is attached to ISCO’s Motion to
Dismiss and Compel Arbitration.
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ISCO seeks tb compel arbitration of Plaintiff’s sole claim for negligence. Therefore, ISCO
respectfully requests that the Court grant its Motion to Dismiss Plaintif’s Amended Complaint
and Compel Arbitration.

II. LEGAL ANALYSIS.

A. Applicability of FAA And Strong Policy Favoring Arbitration

“The question of the arbitrability of a claim is an issue for judicial determination, unless
the parties provide otherwise.” Zabinski v. Bright Acres Assocs., 346 S.C. 580, 596, 553 S.E.2d
110, 118 (2001). Tt is the policy of this state and federal law to favor arbitration[,] and ‘any

doubts concerning the scope of arbitrable issues should be resolved in favor of arbitration.™

Landers v. Fed. Deposit Ins. Co., 402 S.C. 100, 109, 739 S.E.2d 209, 213 (2013) (quoting Am.

Recoveiji Corp. v. Computerized Thermal Imaging, Inc., 96 F.3d 88, 92 (4th Cir.1996)). “[T]he
parly resisting arbitration bears the burden of proving that the claims at issue are unsuitable for
arbitration.” Hall v. Green Tree Servicing, LLC, 413 S.C. 267, 271, 776 S.E.2d 91, 94 (Ct. App.
2015).

The FAA applies in this case because the relationship between ISCO and Plaintiff involved

interstate commerce. For example,

l. ISCO is a Kentucky corporation with its principle place of business in Lousville,
Kentucky; 4

2. ISCO’s human resources department and personnel files are kept in Kentucky;

3. Plaintiff is a South Carolina resident; .

4. Plaintiff worked for ISCO in South Carolina;

5. Plaintiff worked for ISCO in areas outside of South Carolina. Plaintiff worked for
ISCO as a mechanic and a field technician. As a field technician, Plaintiff assisted on work-related
calls with individuals outside of South Carolina.

6. During his employment with ISCO, Plaintiff attended annual sales meetings and
safety meetings outside of South Carolina.
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(See Exhibit 2.)

The legal standard for establishing interstate commerce is very low. Unless the parties
contract otherwise, the FAA applies to any arbitration agreement involving interstate commerce,
regardless of whether the parties conterﬁplated an interstate transaction. Munoz v. Green Tree Fin.
Coip., 343 S.C. 531, 538, 542 S.E.2d 360, 363 (2001). “The words ‘involving commerce’ have
been interpreted by the United States Supreme Court as being the funcﬁonal equivalent of
‘affecting commerce'-words signaling ‘an intent to exercise Congress' commerce power to the
full.” Thornton v. Trident *134 Med. Ctr., L.L.C., 357 S.C.91, 95,592 S.E.2d SQ, 52 (Ct. App.
2003) (quoting Allied—Bruce Terminix Cos. v. Dobson, 513 U.S. 265, 277, 115 S.Ct. 834, 130
L.Ed.2d 753 (1995)). The South Caroliﬁa Supreme Court has consistently interpretéd interstate
commerce broadly. See Munoz v. Green Tree Fin. Corp., 343 S.C. 531, 542 S.E.2d 360 (2001)
(finding interstate commerce involved in a construction contract where a bui]der was domiciled in
South Carolina, but under the contract, was assigned rights to a Delaware creditor); Soil
Remediation Co. v. Nu~_Way Envtl., Inc., 323 S.C. 454, 476 S.E.2d 149 (1996); Episcopal Hous.
Corp. v. Federal Ins. Co., 269 S.C. 631, 640, 239 S.E.2d 647, 652 (1977); Blanton v. Stathos, 351
S.C. 534,541, 570 S.E.2d 565, 569 (Ct. App. 2002).

- The South Carolina Court of Appeals ruling in Towles v. United Healthcare Corp. is most
persuasive here. 338 S.C. 29, 524 S.E.Zd 839 (Ct. App. 1999). United, like ISCO, is a national
company headquartered outside of South Carolina. /d. at 33, 524 S.E.2d at 841. United hiréd
- Towles as a medical director in So.uth Carolina and required him to sign a Code of Conduct and
Employment Handbook, which included an arbitrafion clause. Id. at 33-34,524 S.E.2d at 841
42. Towles, like Plaintiff, was required to attend out-of-state meetings and participate in telephone

conferences with out-of-state corporate officials. Id. at 36, 524 S.E.2d at 843. Similar to the Court
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in Towles, this Court should rule that the relationship between Plaintiff and ISCO involved

“sufficient evidence of interstate commerce to invoke the FAA.” Id.

The FAA and well-established case law interpreting the FAA strongly favof the.

enforcement of agreemeﬁts to arbitrate. Section 2 of the FAA provides that written agreements to
arbitrate "shall be valid, irrevocable, and enforceable, save upon such grounds as exist at law or in
equity for the revocation of any contract." 9 U.S.C. § 2 (2013).

(X1

The Supreme Court repeatedly has stated that the FAA represents ‘“‘a liberal fédera] policy
favoring arbitration agreements.”” CompuCredit Corp. v. Greenwood, 132 S. Ct. 665, 669 (2012).
As the Fourth Circuit has explained, “Pursuant to that liberal policy, ‘any doubts concerning the
scope of arbitrable issues should be resolved in [avor of arbitration, whether the problem at hand
a

is the construction of the contract language itself or an allegation of waiver, delay, or a like defense
to arbitrability.”” O’Neil v. Hilton Head Hosp., 115 F.3d 272, 273-74 (4th Cir. 1997). Moreover,
the strong fede'ral policy favoring arbitration épplies with equal force to claims created by contract
or by statute. /d. at274.

It is well settled that agreements to arbitrate claims in the employment context are valid
and enforceable. See, e.g. Circuit City Stores, Inc. v. Adams, 532 U.S. 105, 123 (2001) (stating,
“We have been clear in rejecting the supposition that the advantages of the arbitration process
somehow disappear when transferred to the employment context . . . . Arbitration agreements allow
parties to avoid the costs of litigation, a benefit that may be of particular importance in employment
litigation, which ofteﬁ involves smaller sums of money than disputes concerning commercial
contracts.”) (Internal citations ofnitted). A litigant may not refuse to arbitrate a dispute within the

scope of a valid argument to arbitrate. Indeed, in such circumstances, a judicial order compelling

arbitration is mandatory: “[t]he (FAA) leaves no place for the exercise of discretion by a district
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court, but instead mandates that the district court shall direct the parties to proceed to arbitration
on issues as to which an arbitration agreement has been signed.” Dean Witter Reynolds, Inc. v.
Byrd, 470 U.S. 213, 218 (1985) (emphasis in original). Further, the “party resisting arbitration
bears the burden of proving that the claims at issue are unsuitable for arbitration.” Green Tree
Fin. Corp.-Alabama v. Randolph, 531 U.S. 79, 91 (2000).

South Carolina courts, the Fourth Circuit, and other state courts routinely and consistently
enforce agreements to arbitrate employment disputes. See Towles v. United HealthCare Corp.,
338 S.C. 29, 41, 524 S.E.2d 839, 846 (1999) (holding that the arbitration agreement covered a
former employee’s c.laims and noting that “any doubts concerning the scope of arbitrable issues
should be résolved in favor of arbitration™); O 'Neil, 115 F.3d at 276.

B. Plaintiff Is Required To Arbitrate His Claims.

In light of the strong federal and state policies favoring arbitration, Plaintiff must be
compelled to arbitrate his employment related claim in this case. When adjudicating a motion to
compel arbitration under the FAA, cbur§s engage‘in a two-step inquiry. Mitsubishi Motors Corp.
v. Soler Chrysler-Plymouth, Inc., 473 U.S. 614, 626 ( 1985‘)‘ First, the Court must determine
whether the parties agreed to arbitrate the dispute. /d. Second, thé Court must decide whether
“any legal constraints external to the parties’ agreement foreclose arbitration.” /d. In making these
determinations, the Court must keep in mind the strong presumption in favor of arbitration. E. g,
IniegraMed America, Inc. v. Patton, 2013 WL 1768694 at *4 (D.S.C. April 24, 2013) (granting
defendant’s motion to compel arbitration in a lawsuit pending for two months and noting, “South
Carolina favors arbitration™) (citing Gen. Equip. & Supply Co. v. Keller Rigging & Constr., Inc.,
344 5.C. 553, 556 (Ct. App. 2001) (compelling arbitration in a lawsuit pending for approximately

eight months and stating that “it is the policy of this state to favor arbitration of disputes™)).
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1. Plaintiff And ISCO Agreed To Arbitrate All Of The Claims In This Case.

In the instant case, it is indisputable that [ISCO offered, and Plaintiff accepted, the terms of
the Arbitration Agreement. Plaintiff worked for ISCO for approximately 8 years after signing the
Arbitration Agreement. (Exhibit 2, Amended Complaint q 10.)

| The claim asserted by Plaintiff is subject to arbitration under the Arbitration Agreement
because it arises out of and relates to the employment relationship. “The heavy presumption of
arbitrability requires that[,] when the sc;)pe of the arbitration clause is open to question, a court
must decide the question in favor of arbitration.” ' Landers v. Fed. Deposit Ins. Corp., 402 S.C.
100, 109, 739 S.E.2d 209, 213 (2013). “Unless a.court can say with positive assurance that the
arbitration clause is not susceptible to any interpretation that covers the dispute, arbitration should
generally be ordered.” Partain v. Upstate Auto. Grp., 386 S.C. 488,491, 689 S.E.2d 602, 603-04
(2010). “A motion to compel arbitration made pursuant to an arbitration clause in a written
contract should only. be denied where the clause is not susceptible to any interpretation which
would cover the asserted dispute.” Pearslon V. Hi?f()ll Head Hosp., 400 S.C. 281, 287, 733 S.E.2d
597, 600 (Ct. App. 2012). ‘

“To decide whether an arbitration agreement encompasses a dispute, a court must
determine whether the factual allegations underlying the claim are within the scope of the broad
arbitration clause, tegérdless of the label assigned to the claim.” /d. “Any doubts conceming the
scope of arbitrable issues should be resolved in favor of arbitration.” Id.

The arbitration provision at issue in this case provides, “T will settle any and all claims,
disputes or controversies arising out of or relating to my candidacy for employment, employment
and/or cessation of employment” with ISCO “exélusively by final and binding arbitration before

a single, neutral Arbitrator.” (Exhibit 3, § 1)." The body of law in this staté, as well as the Fourth
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Circuit, makes clear that arbitration provisions like the one at issue in this case should be broadly
construed to cover all the claims asserted in this case. See Landers v. Fed. Deposit Ins. Corp., 402
S.C. 100, 110, 739 S.E.2d 209, 214 (2013)(ﬁnding employment claims for slander and outrage
subject to “arising out of” arbitration provision); Zabinski v. Bright Acres Associates, 346 S.C.
580, 598, 553 S.E.2d 110, 119 (2001); J.J. Ryan & Sons, Inc. v. Rhone Poulenc Textile, S.A., 863
F.2d 315, 319 (4th Cir. 1988).

Plaintiff’s Amended Compléint alleges that ISCO improperly disclosed personal
identifying information (“PII”) to a third party who fraudulently disguised his e-mail address as
that of an ISCO senior executive. (Amended Complaint § 16.) Plaintiff has not sued this third

“party who committed a criminal offense upon ISCO. Plaintiff alleges that he was required to

provide this PII information to ISCO as part of-his employment. (Amended Complaint §10.) The

ISCO employee who Plaintiff alleges improperly disclosed PII was acting within the course and

scope of her employment with ISCO in allegedly mishandling the PII. (Amended Complaint
1.2- 16.) Clearly, Plaintiff’s allegations arise out of and relate to his employment with ISCO.

2. There Are No Legal Constraints External To The Parties’ Agreement To Foreclose

Arbitration.

“Under the FAA, the party seeking arbitration must first ;how a written agreement for
arbitration; then, the court must assess whether there are “grounds as exist at law or in equity for
the revocation of any contract.” 9 U.S.C. § 2.; Hooters of Am., Inc. v. Phillips, 39 F. Supp. 2d 582,
606 (D.S.C. 1998), aff'd and remanded,‘ 173 F.3d 933 (4th Cir. .1999).

a. Consideration

Plaintiff received consideration because he signed the Arbitration Agreement at the

initiation of employment with ISCO. (Exhibits 2 and 3.) South Carolina law is clear that initial
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employment is valid consideration. Poole v. Incentives Unlimited, Inc., 345 S.C. 378, 382, 548
S.E.2d 207, 209 (2001).

Furthermore, the mutual agreement to arbitration is binding regardless of when it was
signed. Under South Carolina law, a mutual promise to arbitrate - alone - is sufficient
consideration to support an agreement to arbitrate. E.g., O'Neil, 115 F.3d at 275 (finding, “A
mutual promise to arbitrate constitutes sufficient consideration .for this arbitration agreement”);
Johnson v. Circuit City Stores, 148 ‘F.3d 373, 378 (4th Cir. 1998) (finding, “Because [the
employer] agreed to be mutually bound by the terms of the Dispute Resolution Agreement, it was
not necessary that it agree to incur any additional detriment in exchange for the [applicant’s]
agreement to arbitrate her employment-related claims . . . .”); Cox v. Assisted Living Conc;:)pts,
Inc., 2014 WL 1094394 at *13 (D.S.C. March 18, 2014) (granting the employer’s motion to
compel arbitration and finding “an arbitration agreement is supported by adequate consideration
when the parties mutually agree to be bound by the arbitration process and the agreement does not
permit the employer to ignore the results of arbitration™).

Significantly, in Towles v. United HealthCare Corp.,338 S.C. 29, 40, 524 S.E.2d 839, 845
(Ct. App. 1999), the Court ruled that an arbitration agreement in a handbook acknowledgment
signed after the employment relationship began was binding and enforceable:

We find the Acknowledgment constituted a specific communication
of an offer which conditioned Towles's continued employment on
his acceptance of the Employment Arbitration Policy as part of his
employment contract. See Prescott, supra, (noting a unilateral
contract requires a specific offer communicated to the employee).
Towles accepted the offer by continuing in his employment.* See
Small, 292 S.C. at 484, 357 S.E.2d at 454 (finding an employee
accepted employer's offer “by performing the act on which the
promise was impliedly or expressly based”). Therefore, we find the
evidence leaves room for only one inference: the Acknowledgment

constituted a binding arbitration agreement. See Small 292 S.C. at
483, 357 S.E.2d at 454 (noting “a trial court should submit to the
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jury the issue of existence of a cdntract when its existence is
questioned and the evidence is either conflicting or admits of more"
than one inference”).

Id.

One reéson that a mutual agreement to arbitrate is by itself consideration is that there are
benefits to both parties to arbitrate their claims. Employees also benefit from the reduced cost and
shorter time scales provided by arbitration. Employees also benefit by reduced motion practice
and the ability to have their cas~e heard without the pre-trial motions that are normally involved in
litigation. Therefore, the arbitration provision in the Arbitration Agreement is clearly supported

by consideration.

b. Coercion and Duress

Plaintiff was not coerced to sign the Arbitration Agreement. He could have declined to
accept employment under thése terms. In Towles, supra, the Court ruled that an arbitration
agreement in a handbook that was a condition of employment was binding and enforceable. An
| argument that the agreement to arbitrate was a condition of employment is not sufficient to
establish duress or coercion. Similarly, in Phillips, supra, 39 F. Supp. 2d at 608, the court ruled
that an employee who had to forgo future promotions ifhe refused to sign an arbitration agreement,
was not subject to a wrongful act of coercion in the absence of other evidence showing a
destruction of the employee's free agency.

The Arbitration Agreement is only two pages and the arbitration provision is very
conspicuous. It is written in plain language that should be easily understandable by a non-lawyer.
There was no reason for Plaintiff not to read and be aware of the full requirements of the arbitration
provision in the Arbitration Agreement. There are no facts to support an argument of coercion or

duress.
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c. Waiver

ISCO has not waived its right to arbitrate. ISCO was served with the initial Complaint on
September 14, 2017, and is demanding arbitration within 30 days of such service. Plaintiff filed
“an Amended Complaint on November 15, 2017 and ISCO re-filed its Motion within 30 days of
this amendment. Prior to {iling this Motion, ISCO requested that Plaintiff voluntarily submit to
arbitration and as of the date of this filing he has not agreed to arbi&ation.

In sum, the undisputable facts here establish the existence of a valid contract between
Plaintiff and ISCO to arbitrate the claims in this abtion. There are no legal constraints external to
the parties’ agreement to foreclose arbitration. If Plaintiff intends to continue to pursue his claims,
he must do so in arbitration.

3. The Terms of The Arbitration Agreement Are Not Unconscionability

"In South Carolina, unconscionability is defined as the absence of meaningful choice on
the part of one party due to one-sided contract provisions, together with terms that are so
oppressive that no reasonable person would make them and no fair and honest person would accept
them." Simpson v. MSA4 of Myrtle Beach, Inc., 373 S.C. 14, 24-25, 644 S.E.2d 663, 668 (2007).

The parties’ agreement to arbitrate is not unconscionable. It does not limit Plaintiff’s
damages or remedies in any way. Plaintiff may argue that the shortened statute of limitations in
Paragraph 2 of the Agreement is nof reasonable or enfroceable. However, this proviston is clearly
severable and distinct from Plaintiff’s agreement to arbitrate. See Carison v. S.C. State Plastering,
LLC, 404 S.C. 250, 260, 743 S.E.2d 868, 874 (Ct. App. 2013). In Curlson, tile agreement
contained an arbitration clause and in a separate paragraph of the agreement there was an
agreement to reduce the statute of limitations. The Court ruled that the reduction in the statute of
limitations was separate and distinct from the agreement to arbitrate and was not relevant to a

determination of whether the arbitration clause was unconscionable. /d. South Carolina law
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clearly provides that “arbitration clauses are severable from the contracts in which they are
embedded.” Davis v. KB Home of S.C., Inc., 394 S.C. 116, 125, 713 S.E.2d 799, 804, (Ct. App
2011) citing 5.C. Pub. Serv. Auth. v. Great W. Coal, 312 S.C. 559, 563, 437 S.E.2d 22, 24 (1993);
The Hous. Auth. of City of Columbia v. Cornerstone Housing, L.L.C., 356 S.C. 328, 338, 588

S.E.2d 617, 622 (Ct. App. 2003).

Plaintiff’s commitment to arbitration is contained in Paragraph 1 of the Agreement.
(Exhibit 3, § 1) The statute of limitations language is in Paragraph 2. (Exhibit 3, 4..) ISCO’s
agreement to arbitrate is contained in Paragraph 3. (Exhibit 3, §3.) Paragraph 4 of the Agreement
contains a severability clause. (Exhibit 3, § 4.) Therefore, the issue of Plaintiff’s agreement to
arbitrate is distinct from the substantive validity of the other portions of the Agreement. See Davis,
713 S.E.2d at 804. "[A] party cannot avoid arbitration through resciséion of the entire contract
when there is no independent challenge to the arbitration clause." Great W. Coal, 312.S.C. at 562-

63,437 S.E.2d at 24.

ISCO respectfully submits that the agreement to arbitrate is not unconscionable and should

be enforqed.

L. CONCLUSION

Plaintiff'agreed in writing to arbitrate claims arising out of and relating to his employment.
All of the allegations in this action arise out of and relate to Plaintiff’s employment with ISCO.
For the reasons set forth herein and in its Motion to Dismiss and Compel Arbitration, ISCO
respectfully requests this Court enter an Order GRANTING its Motion to Dismiss Plaintiff’s

l

Amended Cofnplaint and Compel Arbitration.
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Dated this the 30" day November, 2017.

WSACTIVELLP:9394753.1

Respectfully submitted,

B

Mo - Dt

Jéffré{/ A. Lehrer

ilehrer@fordharrison.com

L. Grant Close
Hclose@fordharrison.com

FORD & HARRISON LLP

100 Dunbar Street, Suite 300
Spartanburg, South Carolina 29306
Telephone: (864) 699-1100
Facsimile: (864) 699-1101

Attorneys for Defendant
ISCO Industries, Inc.

Page 13 of 13

ROA 80

€82E02vdO /4 0Z#3SVYD - SYITd NOWNOD - QHNENVYLYVS - INd #¥:€ 0€ AON LLOZ - 34 ATIVOINOH.LO3 13

)



ROA 81 .

Daniel Lee Davis, et al., v. ISCO Industries, Inc. |
C.A. No. 2017-CP-4203283

DEFENDANT’S» MOTION TO DISMISS
AND COMPEL ARBITRATION

EXHIBIT 2

- (Affidavit of Christopher Feger)
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STATE OF SOUTH CAROCLINA . IN THE COURT OF COMMON PLEAS
COUNTY OF SPARTANBURG : - SEVENTH JUDICIAL CIRCUIT

Daniel Lee Davis, individually and on behalf of
all those similarly situated,

Plaintiff,
v, C. A.NO. 2017-CP-4203283
ISCO Industries, Inc.,

Defendant.

AFFIDAVIT OF CHRISTOPHER FEGER

T, Christopher Feger, being duly sworn, state that I am over the age of twenty-one and give
this statement of my own free will, based on personal knowledge, and for use in any judicial
proceeding involving any of the parties listed above. If called to testify as a witness in this case, |
am competent to testify and would testify to the following facts:

I8 1 am the Chief Administrative Officer of ISCO Industries, Inc. (“ISCO”). As the
highest ranking human resources officer for the company, 1 am aware of the facts surrounding
Daniel Lee Davis’” employment with ISCG, his signing of pre-hire documents, and his separation
from cmployment.

(P11 that is the subject of this lawsuit filed by Mr. Davis.

2 1 am also personally aware of the disclosure of pelsonal identifying informatien

3. ISCO is a Kentucky Corporation with its principal place of business in Louisville,
Kentucky. ISCO is a global customized piping solutions provider. It maintains employees,
manufacturing facilitics and distribution sites in over 35 states.

' 4. ISCO hired Mr. Davis 10 work at its South Carolina facility on May 30, 2007. At
the initiation of employment, Mr. Davis signed an Arbitration Agreement with [ISCO. (Autached
as Attachment 1.)

5. Mr. Davis worked for ISCO in South Carolina. His employment records were
maintained at the Company’s corporate office in Kentucky.

0. Mr. Davis worked for ISCO as a mechanic and a field technician. As a field
technician, Mr. Davis assisted on work related calls with individuals outside of South Carolina.

1. During his employment with ISCO, Mr. Davis attended annual sales meetings and
safety meetings outside of South Carolina. :
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8. I am aware that the data breach that is the subject of Mr. Daws Complaint ucumed
on March 2, 2016. It affected 449 current and former employees throughout 35 states.

9. On March 4, 2016, ISCO sent these employees a letter providing notice of the data
breach. This letter is attached as Attachment 2. ISCO provided thcsc employees with free identity
theft protection services through LifeLock.

10.  On March 29, 2017, ISCO informed these employees that it had again retained
LifeLock for an additional year of free identity theit monitoring. (Attached as Attachment 3.)

1. -Following the data breach, the affected employees have currently been provided
with two years of free identity theft protection services through LifeLock. -

I am not aware of any identity thelt actually occurring with regard to Mr. Davis.

13. . ldeclare under penalty of peujm'y that the foregoing is true and correct.

FURTHER AFFIANT SAYETH NAUGHT .
qu)L \/q—,a‘— —
" Chnistopher Feger <J
STATE OF KENTUCKY ) . ‘
COUNTY OF JEFFERSON )

BEFORE ME, the undersigned authorily, this day personally appeared Christopher Feger,
wha is known by me or has provided valid identification and says (hat the above statements are
true and correct to the best of his knowledge, information and belief and that he has read the above
affidavit and knows the contents thereof.

SWORN TO AND SUBSCRIBED BEFORE ME this 12 debiyb of October, 2017,

L/L)l«'\ﬂ At ;;—,é}»d L E0x "‘x/
- Notary Public J
State of Kentucky

My Commission Expires: /3}4\} L/Si"/'){': i1 -

WAL TTVELLEG395339.1
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C.A. No. 2017-CP-42032_83.

AFFIDAVIT OF CHRISTOPHER FEGER
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ARBITRATION AGREEMENT

1. Emplovee Agrees to Arbitrate. In exchange for employment and/or continued

employment, I (“Employee’) agree that [ will settle any and all claims, disputes or controversies
arising out of or relating to my candidacy for employment, employment and/or cessation of
employment with ISCO INDUSTRIES? LLC, i.ts successors, assigns, principals, agents and
employees (“the Company™) exclusively by final and binding arbitration before a single, neutral
Atbitrator. The arbitration shall be conducted under the rules and procedures of the American
Arbitration Association relating to the selection of arbiﬁators for the determination of issues.
The arbitrator may issue written directions as to the scope and timetable for discovery, and may
malce a summary dismissal of any claims submitted to arbitration, The arbitrator shall be
charged to render a wiitten opinion reciting the facts and the applicable law. By way of example
only, claims submitted to arbitration include, but are not limited to, claims under federal, state
and local statutory or comumon law, such as the Age Discrimination in Employment Act, Title
VI of the Civil Rights Act of 1964, s amended, including the amendments of the Civil Rights

_ Actof 1991, the Americans with Disabilities Act, the law of contract and the law of tort. T agree
that I will pay half of the arbiiration expenses, but no greater than an amount equal to two weeks’
gross wages. Unless otherwiss agreed with the Company, I agree that any arbitration will be

held in the county and state of the Company’s principal location, Louisville, Kentucky.

‘2. Arbitration brought by Emplgyee within six months. I further agree not to commence

any action or suit relating to my employment by the Company more than six (6) months after the

date of cessation of such employment, and to waive any statute of limitations to the contrary.
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3. Company Agrees to Arbitrate. As additional consideration to this
Agreement, excluding claims to enforce restrictive covenants (non-competition, non-

solicitation, confidentiality, non-pirating, e.g.) with the Employes, the Company agrees to

submit any and all claims against the Employee (o arbitration under the terms contained

in Paragraph 1 above.

4, Miscellaneous. The Federal Arbitration Act shall govern this Agreement
and the applicability/construction of any arbitration decision. The provisions of this
Agreement shall be severablé. [fany porﬁ‘on of this Agreement ig held to be invalid or
unenforceable, it shall not be affect the remaining portions of this Agreement. This
Agreement may be modified by a court or an arbitrator to render it enforceable. This
Agreement represents the entire understanding of the parties with respect to its subject
matter. Thers are no oral understandings about the subject matter of this Agreement
other than contained herein, The Company may assign this Agreement. No amendment
to this Agreement shall be effective unless in writing and signed by all parties, The
headings in this Agreement are for convenience only, and do not govern. ThJs '
Agreement does not change the at-will status of employment, and does not limit the

Compsny's equitable remedies with regard to any restrictive covenants with the

undersigned Employee.
Jonif Lwr Q571345 Y 5027
EMPLOYEE ' SS# - DATE

[SCO INDUSTRIES, LLC.

By: __Beverly Eamey
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

AFFIDAVIT OF CHRISTOPHER FEGER
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fareh -1 2000
“Notice of Bata Nicach ™$
Near Povmer ISCO Fmployee: ) -

O dddarels 3, 2016, 13CO Industrics, tne. (ISUO™) discovered that cailain sonsitive 15900 20315
ey infunsbon was compromiserd as oresalt of o eviminal acl. We ke the privaey and
aceutdy of your persomal jnfbnmation very sedously. This untice is intencled 9 provide you with
snpurtant infoumation so you can inke appropiate action 16 protect vour inleests,

What tHappened

i Mareh 2, 2016, v cnplovee in our buman resoucees department weceived an email fom
SGICoNe pusing us o senfor caeeulive at [SCO asking, or (SCO's 2015 IRS Form W-2 dala, A W
2is the foim that 1SCO distribules to all ol its einployees and income laxing authoritics ai the, el
ul eadh oy, Beeanse the entail appearad © come fran within 13CO), the employee zatheral
the reuested W2 data i tranie fmrmat md tansiniited the information by rehng emall,
Shortly thereafion, we ealized that au outside third pinty had Teandidently dispuised bis cnail
acdthress as that of i IRCO seoior exaentives, sod that o employees” W2 data had been nnwitlingly
sent Lo that nutside icd paity, :

Compromised {nformation

The compromised informetion includes employves social seamity numbers, addresses, and 20158
sumpensation aud t witlholding information. IS0 has no reason to believe cinployes credit
sand, banling, Girthdate, telephong, dviver’s Ticense, healtl weoueance, o medieal informmion was
nbtaiied

As goen as [SCO digeovered this sty breachy, d acted to patily and caopueate with the FRE e

Ku, and the Louisville ot Police Department. 18CO Lzarned that dus crinnmal ael i3 piad of
farper st atiempting o fle fadse Lax sctoras with the iope of divaling emplayee tooefunds 1
your have alieady led your texretwng, there wa hikelihood it the TS would tejeet any duplicae,
ravdulent retar, 1 sou have not yel Iifed von s eling, we recommend completing e
atached HES Form 140439 Tdenrity Theil Alfdavit and Lo i to the JRE (s sbucdions ae
ntcluded on e form).

tdentity Protecton Services

SCO has ratained Dilcheek, i, 00 o o 0 G povids idenliy Befl pooteckion services
for-each individual affected fiee of cliarae. Lifelec vall provide indwidual comil o o
notifications L detosts somoone 1 irying 16 apan s landulent eiedii cond o borasy wianey 1
yoeur name, We have pochased a2 montis membership Tovall TS cployees. Infonmation on
how toset pp an individaal aceonnl s attached Lo this nolice.

ffrawd Prevention Tips

ISCO wanuls fo neake you swane al steps you may b o geard against identity Gieltor faud,

AS @ preczubionary mensne, Wi feconineid that you remain vigilanl by reviewing som aceom!
slatements and credil reports loscly. I you deteet dany shepicious activity o an ace

L, Yot
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shavdd prompty notity the finaneral mstiulon ar conpany wille which the account i3 mainkained.
You also should pionipily report any franduent sclivity or any snspecterd identity theft to proper
lnw enforeement autharitics, your state attoiney genzial, the Internal Revenne Service, il the
Feceral Trade Commission. To file a complaint with the FTC, goio s o S evi T oreall 1+
S77-ID-THEFT (877-438-4338).

Wou shaudd also wotily yow accomitan! o fax prepaation agency (HM&ER Block, fackson Hewiil,
cic.) o this secuiity breach and ask them aboul wiys to povent frandulent submission of
mtormation (e the IS and state and lneal governments. “The RS has internal sccurily woasuses
in place, so refond wiring instrnctions which do nol inclode year address or the addeass of your
tinancial institlution, or conrin an address which ditfew fom he one on your W-2 orm may cause
ihe 1S o send you ehwifying correspondence hefore processing s relund. Please pay aitention 1o
any eorrespendence ftor the IRS aml tespontd prampidy 1o any ingnicy.

Yon nay oblain a fiee copy ol your ciedit veport fien cach of ihe shice migor creda et
agencies unee every Pocwuths by wisiting 50 0 s ke S 0 eadling Iollies
A 7-LRE2E, o by completing an Annond Credin Bepen Reguest [‘llllll arich mailing it to Al
C n;ml Repori Ruquics! bn.l\u,L, P Box 109281 Ail,mln A J() A8, Yorwean prinf o copy o' the
eduiest tpny ot BRRENY LT e ca e, Oryou can cleet o
puretase a copy ol your ll"LlIl lupl‘)” hv L(hil.ll.ll‘l}' ane ol 1he tree aational Lmhl repotling
agencics. Contiet mtormation lor the threa natiennt eredib reporting ngencies far the puipase of
requesling o copy of your credit wepart o for general inquiies is provided below:

Liguitix

(800) A85-1 11 1 vaud Divisioe (300) 323-6235%
N.OL Box 102400

Atlanta, GA 30774

""\'pcr"ln

LS88 ) 397 L Frand Division: (888) 397-0742 ’ oxy
) ‘.- CEEN PR | v

513 Anlen IHVLL, ,‘v‘ui(u 0

Cosladess, O D26020

Pranstuion

('Kl)()) 16- “zi()(’/l mml Division: (RO0O) 680-7289
Py lh 1 (;)‘10
Fullenon, A 028744

You may want to consuder placing a fraud aleet an vour credit teport. An initiad frond adert is Hice
and will atay an your credit file Tor at least 90 days. The alet informs ersditor of nossibly
frandulentactivity within your repott aid requests teo the cveditor conract yen peiog to esdalifishing
auy accounts i your omne. Teoplacs o faned alod oo yore credin repod, coniaes any of the Guee
evedil reporting apeneae,ideitilicd ahave. Additional infomation is availible ai

s,

I soonie TS, states, yan have the vght t pulascenity freess on your credit Tde, Phis eall preven
new credif row bemg opened in youe name withent the use of @ PIN namber thal s ssved 1o you
when you diale the Treess. A seenrily frews by designed 1o prevent potential erediters (vam
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Maceli 4, 2016
B Noticz of Data Breach =
LifcLoclc Envoliment
ISCO Industrics h:m initatetd ol il'ch.ck account tor your use. You can cither call (500)399-

0130, a1 goto! e “to getemolled. You will have watil Apvil 16™, 2010 ta
enroll into the IS(_') LifeLuclk «lLCDlll’l bLtuh this code expires.

Yonewill nsad butli o acdes and munlm"Inp ID to get envolied.
The promo eode «*J
Vow ships HD should e pau _ ixample:

sber

Enroll online at fbia v o 4 ek LS waebsile,
Seleet the Start Your Membership botton,
”)n (hc Hext seieen, enlor the pmnm cocl[- C

.m-[ _\n:l( et upply)

Soeailnd R RN 2 b e ' [
B AP M S A
i . L e i
} 1 [T ooy VoEegg b .
Fedstord Standad™ Luelack Advantape™ iifeloel Ultinats Phee”
97 ST 29,
ey, e e

REFESTYN

Bora e gt em e e gl e e

[:A o LT

e menthersiop 1) il appear. (Agam Uiis is ‘,'(Hni ;

‘.L‘l el the red hnlhm tirled Stat your Meuhership,

Fonwill thin be asked ta entes your parson informalion,

MNeat wsleat the envall hutton.

Yo with then reoetve i welcoe evil with a oy sud passaword Lo e able aaccess your
acconsl oudine,

Hoyou choose 1o enroll by plioe, sygent will be available Zd hours o day, 7 davs aosvezh,
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ISCO

March 29, 2017

Dear Former ISCO Employee,

As a follow up to ISCO Industrles, Inc. {“ISCO”) Data Breach Notification letter sent to you last year in
March 2016, 1SCO wanted to inform you that we have once agaln retained LifeLock {(www.lifelock.com)
to provide identity theft protection services for one more year. Upon opting-into the service, ISCO will
purchase another 12-month membership, free of charge for you. Information on how to opt-into an
individual account Is attached to this notice.

As a reminder, Lifelock is an agency that will provide individual email or text notifications if it detects
someone trying to open a fraudulent credit card or borrow monay in your name. LifeLock will not
detect if you have been a victim of fraudulent tax filings. However, they do provide restoration services
for anybody affected. To find out if you are a victim of a fraudulent tax filing, we recommend that you

follow these steps:

1. Contact the IRS(1-800-008-4490) AND your State Revenue Office (numbers vary by state).

2. Ifyou were avictim, call your local police department and ask to file an identity theft report.
Obtain a copy of the report, '

3. The IRS will then likely ask you to complete and file IRS Form 14039 {identity Theft Affidavit),
provide a case number from your police report, and file your taxes by paper.

4. Request a Personal Identification Number (PIN) from the IRS, which will likely be sent by mail.

5. Keep that PIN on file. You should be able to file your taxes electronically next year with that IRS
issued PIN. Itis likely the PIN will change every year, so keep watch for future mailings.

6. Ifneeded, you can call LifeLock’s Restoration Services at 1-800-607-9174 for assistance. You will

be assigned a representative that will help get your case resolved as soon as possible with the

IRS. ’ -

Questions About This Notice

For further information or assistance, please contact ISCO at 800-345-4726 or email us at:
HR@isco-pipe.com between the hours of 8:00am and 5:00pm Eastern, Monday through Friday.

Sincerely,
~

Troy M. Landach
Chief Human Resources Officer
{SCO Industries, Inc:
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LIFELOCKe ENROLLMENT FORM

ISCO has retained LifeLock® to provide one (1) year of complimentary identity theft
protection for another year.

ROA 93

1.
2.

3.
4.

To get protection immediately at no cost to you:

Call 1-800-543-3562 to continue service for another year.

Use the promotion code: 1SC02017 when prompted as well as your Member
ID.

Your Member ID is your first name last name plus 5-digit zip code.

Ex. JOHNNORTON12345

LifeLock’s specialized team of telephone reprasentatives is available 24 hours a day,
seven days a week to help you enroll in LifeLock after the recent data breach.

You will have until May 20", 2017 to enroll in this service. If you fail to do so then

yvour account will be cancelled June 1%,

Once you have oompleted the LlfeLock enrcliment process, the servnces will be in effect
immediately. Your LifeLock Standard™ membership includes:

AN NN NN

LifeLock Identity Alert® System”

LifeLock Privacy Monitor

Live, U.S.-based Member Service Support

Identity Restoration Support

Priority Live Member Service Support

Dollar for Dollar Stolen Funds Reimbursement up to $25,000 for LifeLock

Standard ™¥

LifeLoek backs up its services with its $1 Million Service Guarantee?.

No cne can prevent all idenlity theft.
1 LifsLock does not monitor all transactions at all businesses.
1 Stolen Funds Reimbursement benefits and Sarvice Guarantee banefils for Slale of New York members are provided under a

Master Insurance Policy underwritten by Stafe National insurance Company. Benefils for all other members are provided under a
Master Insurance Pclicy undenwritten by United Specialty Insurance Company. Under the Stolen Funds Reimbursemenl, LifeLock

will reimburse stolen funds up to $25,000 for Standard membership, up to $100,000 for Advantage membership and up 1o 51 million
for Ultimate Plus membership. Under the Service Guarantee Lifel.ock will spend up to $1 million to hire experts to help your
recovery. Please see the policy for lemns, condilions and exclusions at LifeLock.com/legal.
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Daniel Lee Davis, et al., v. ISCO Industries, Inc.
C.A. No. 2017-CP-4203283

DEFENDANT’S MOTION TO DISMISS
AND COMPEL ARBITRATION

EXHIBIT 3

(Arbitration Agreement signed by Plaintiff
on May 30, 2007)
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ARBITRATION AGREEMENT

ROA 95

1. Emplovee Agrees to Arbilrate. - In exchange for employment and/or continued

employment, I (“Employee”) agree that I will settle any and all claims, disputes or contraversies
arising out of or relating to my candidacy for employment, employment and/or cessation of

: empioymenf with ISCO INDUSTRIES, LLC, i.ts successors,vassigns, principals, agent; and
employees (“the Company™) exclusively by final and binding arbitration before a single, neutral
Arbitrator. The arbitration shall be conducted under the rules and procedures of the American
Axbitration Association relating to the selection of arbitrators for the determination of issues.
The arbitrator may issue written directions as to the scope and timetable for discovery, and may
make a sunmary dismissal of any cleims submitted to arbitration. The arbitrator- shall be
charged to render a written opinion reciting the facts and the applicable law. By way of example
only, claims submitted to arbitration include, but are not limited to, claims under federal, state
and local statutory or common law, such as the Age Discrimination in Employment Act, Title
VI of the Civil Rights Act of 1964, as amended, including the amendments of the Civil Rights

. Act of 1991, the Americans with Disabilities Act, the law of contract and the law of tort. I agree

that I will pay half of the arbifration expenses, but no greater than an amount equal to two weeks’

gross wages. Unless otherwise agreed with the Company, I agree that any arbitration will be

held in the county and state of the Company’s principal location, Louisville, Kentucky.

2. Arbitration brousht by Employee within six months. 1 further agree not to commence

any action or suit relating to my employment by the Company more than six (5) months after the

date of cessation of such employment, and to waive any statute of limitations to the contrary.
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3. Company Agrees to Arbitrate. As additional consideration to this

Agreement, excluding claims to enforce restrictive covenants (non-competition, non-
solicitation, corfidentiality, non-pirating, e.g.) with the Employee, the Company agrees to
submit aﬁy and all claims against the Employes to a:bitré.tion under the terms contained
in Parﬁgraph 1 above. |
4, Miscellaneous. The Federal {%Ibitration Act shall govern this Agreement

and the applicability/construction of any arbitration decision. The provisions of this
Agreement shall be severable, If any porti'on of this Agreement is held to be invalid or
unenforceabls, it shall not be affect ﬁle remaining portions of this Agreement. This
Agreement may be modified by a court or an arbitrator to render it enforceable. This
Agreement represents the entire understanding of the parties with respect to its subject
matter. There are no oral understandings about the subject matter of this Apreement
other than contained herein. The Company may assign this Agreement. No amendment
to this Agreement shall be effective unless in writing and signed by all parties. The
headings in this Agreement are for convenience only, and do not govern. This
Agreement does not change the at-will status of employment, and does not Limit the

Company’s equitable remedies with regard to any restrictive covenants with the

undersigred Employee.
bt Lomer Q571348 F 5 Fo )
EMPLOYEE ‘ SS# DATE

ISCO INDUSTRIES, LLC,

By: __Beverly Eamney
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STATE OF SOUTH CAROLINA IN THE COURT OF COMMON PLEAS

COUNTY OF SPARTANBURG : SEVENTH JUDICIAL CIRCUIT

Daniel Lee Davis, individually and on

behalf of all those similarly situated, C.A.No. 2017-CP-42-03283
Plaintiff,

PLAINTIFF’S RESPONSE IN OPPOSITION
V- | TODEFENDANT’S MOTION TO COMPEL

, ARBITRATION AND MOTION TO DISMISS
ISCO Industries,

Defendant.

Plaintiff Daniel Lee Davis (hereinafter “Plaintift” or “Mr. Davis”), individually and on
behalf of all those similarly situated, respectfully submits this Response in Opposition to the
Motion to Compel Arbitration and the Motion to Dismiss filed by Defendant ISCO Industries,
Inc. (hereinafter, “Defendant” or “ISCQO”). For the reasons discussed herein, the Court should
deny Defendant’s Motions.

L Factual Background

The facts of this case are relatively straightforward. Mr. Davis worked for Defendant as

a mechanic and fusion technician from March 2007 until he departed the company in March

.2015. (Am. Compl. at 9§ 9, 11). When he was hired by Defendant, he was required to provide:

them with personal identifying information (hereinafter “PII”), including, but not limited to, his
Social Security number. (/d. at  10).

In March 2016, Defendant’s employees gave PII regarding Mr. Davis and others to
identity thieves. (Id. at 4§ 13-17). An unauthorized third party, posing as an [SCO senior
executive, sent an email to Defendant’s human resources department requesting ISCO’s 2015

IRS Form W-2 data. (Id. 9 13). AnISCO employee gathered the requested data and transmitted

10f18
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the information to the hacker by email.. (Id. § 14). The compromised information included the
Social Security numbers, addresses, and compensation and tax withholding information of
qurrent and former ISCO employees. (/d. | 15, 17). Although Defendant purchased some
passive coverage for the harmed consumers, the coverage was temporary and it did not stop the
identity thieves from attempting to take out loans, successfully obtaining credit cards for Mr.
Davis and others, aﬁd causing other damages. (/d. at 1 21—28). For example, about five months
after the ISCO d’ata breach, a third party actually opened a fraudulent credit card in Mr. Davis’s
name and Mr. Davis filed an incident report with the Spartanburg County Sheriff’s Department.
(Id at Y 26-27). Additionally, Mr. Davis has incurred out-of-pocket expenses, such -as
purchasing additional credit monitoring protection, and has spent countless hours responding to
attempts to steal his identity and attempting to protect his credit. (/d. 11 28-29).

Mr. Davis brought the putative class action at issue on behalf of himself and others
impacted by Defendant’s negligence, gross negligence, and recklessness. (Id. at {{ 30-40).
Defendant now seeks to compel enforcement of an arbitration agreement not applicable to this
matter and to dismiss the case. As discussed more fhoroughly below, both motions should be
denied.

1L Defendant’s Motion to Compel Arbitration is Meritless

A. Standard of Review

It may be true that, in some cases, both state and federal policy favor arbitration of
disputes. See Zabinski v. Bright Acres Assocs., 346 S.C. 580, 596-97, 553 S.E.2d 110, 118-19
(2001). However, regardless of the law applicable to a case, arbitration is a matter of contract
and a party cannot be required to submit to arbitration any dispute which he has not agreed to

submit. Id. at 596, 553 S.E.2d at 118; see also Aiken v. World Fin. Corp. of S.C., 373 S.C. 144,

20f18
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149, 644 S.E.2d 705, 708 (2007). Courts hold that even the most broadly-worded arbitration
agreements apply only to disputes in which a “significant relationship™ exists between the
asserted claims and the contréct in which the arbitration clause is contained. Id. at 598, 553
S.E.2d at 119 (quoting Long v. Silver, 248 F.3d 309 (4th Cir. 2001), overruled on other grounds
by Hertz Corp. v. Friend, 559 U.S. 77 (2010)).

Furthermore, “[w]hen the parties dispute whether a valid arbitration agreement exists,
. any ambiguities must be resolved against the drafter—which, in the labor context, will always be
against the employer and in favor of the employee.” Weckesser v. Knight Enterprises S.E., LLC,

228 F. Supp. 3d 561, 565 (D.S.C. 2017) (citing Kristian v. Comcast Corp., 446 F.3d 25, 35 (Ist

Cir. 2006)). “While there is a presumption in favor of arbitration, this presumption disappearsv

when the parties dispute the existence of a valid arbitration agreement.” /d.

B. . There is no Valid Arbitration Agreement for the Claim at Issue

As an initial matter, there is no valid arbitration agreement applicable to this case.

First, the clain; alleged here is not within the ambit of arbitration. The Arbitration
Agreement h\ere states that it governs claims “arising out of or relating to . . . employment[.]”
(See Arbitration Agreement, previously attached to Defendant’s Motion as Exhibit 3). The
gravamen of the claim at issue is that Defendant recklessly, and with gross negligence, gave
identify thieves the PII of Mr. Davis and several others. (See Am. Compl. at § 16). Although
Defendant collected Plaintiff’s PIl upon employment, and thus had a duty to protect it as the
information’s custodian, it is a stretch to say that Defendant wrongfully handing over personal
information “arises out of or relates to” Plaintiff’s employment.

In Smith v. Captain D's, LLC, 963 So. 2d 1116> (Miss. 2007), the Supreme Court of

1

Mississippi denied arbitration using similar reasoning. In that case, an employee sued her

Jof18
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employer for negligently hiring a mahager who subsequently assaulted her. Id. at 1118. The
court rejectéd ‘the employer’s argument that the claim at issue fell within the parties’ arbitration
agreement for claims “arising out of or relating to” the plaintiff’s employment.

The Supreme Court of Mississippi recently reaffirmed and expounded on the logic behind
this holding. In Doe v. Hallmark Parmers, LP, 227 So. 3d 1052, 1056 (Miss. 2017), reh’g
. denied (Aug. 10, 2017), a fenant sued her landlord for negligent security practicés after she was
assaulted at hef apartment complex. The court rejected the landlord’s argument that the claim at
issue fell within the parties’ arbitration agreement:

Notably, Jane’s complaint does not allege lease-based or contract-based claims. In

other words, Jane does not suggest her claims “arise out of” her “occupancy and

leasing of [her apartment].” Rather, she seeks recovery based on her status as an

invitee of the apartment complex and the common-law duties Hallmark and SEI

owed to lessees and non-lessees alike.

Id. at 1 _056. Thus, while Janbe Doe may have been in the position to be attacked as a result of
signing a lease with her landlord, the allegations against the landlord stemmed from the
landlord’s failure to protect those on their property. Here, while Mr. Davis may have been in the
position to have his information stolen as a result of giving that information to his employer, the
allegations stem from the duty Defendant would owe to anyone for whqm it possesses PII as the
result of specific requests for collection. Additionally, like the situation in Hallmark Partners,
Mr. Davis does not suggest the claims arise out of employment. Instead, the Complaint here
( .

specifically notes that the “claim at bar does not bear a substantial relationship to the

employment agreement or arbitration clause.” (Am. Compl. at { 12).!

! At a minimum, Defendant’s expansive reading of its arbitration agreement, along with the provisions
limiting the statute of limitations, renders it unconscionable. See Simpson v. MSA of Myrtle Beach, Inc.,
373 S.C. 14, 29, 644 S.E.2d 663, 671 (2007) (noting that “oppressive and one-sided” arbitration clauses
are unconscionable). :
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Second, the Arbitration Agreement is unenforceable because it is unconscionable. The
Arbitration Agreement specifically shortens the statute of limitations window to six months after
employment. This is in direct contravention to South Carolina law, which prohibits contractual
shortening of statutes of limitation. See S.C. Code Ann.. § 15-3-140.  This is substantively
oppressive and thus unconscionable. Seé Simpsbn v. MSA of Myrtle Beach, Inc., 373 S.C. 14, 24,
,644 S.E.2d 663, 668 (2007). Defendant appears to concede the unconscionability of this
language, but wrongly claims that this language may be severed. The cases cited by the
Defendant deal with language that is “separate and distinct” from the agreement to arbitrate.
Here, the offending provision is part and parcel of the actual Arbitration Agreement and not a
distinct contractual provision. Thus, the language should invalidate the entire Arbitration

Agreement.
This result is supported by the applicable law:

[Llegislation permits this Court to “refuse to enforce” any unconscionable clause
in a contract or to “limit its application so as to avoid an unconscionable result.”
S.C.Code Ann. § 36-2-302(1) (2003).

At the same time, courts have acknowledged that severability is not always an
appropriate remedy for an unconscionable provision in an arbitration clause.
Although, “a critical consideration in assessing severability is giving effect to the
intent of the contracting parties,” the D.C. Circuit recently cautioned, “If illegality
pervades the arbitration agreement such that only a disintegrated fragment would
remain after hacking away the unenforceable parts, the judicial effort begins to
look more like rewriting the contract than fulfilling the intent of the parties.”
Booker v. Robert Half Int’l Inc., 413 F.3d 77, 84-85 (D.C. Cir. 2005) (citations
omitted). Similarly, the general principle in this State is that it is not the function
of the court to rewrite contracts for parties. Lewis v. Premium Inv. Corp., 351
S.C. 167,171, 568 S.E.2d 361, 363 (2002).

| Simpso‘n, 373 S.C. at 34, 644 S.E.2d at 673-74. Here, Defendant chose to include its offending
provision within the agreement to arbitrate rather than include it in within an employment

contract. And in that agreement to arbitrate, Defendant chose to completely disregard express
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South Carolina law. Id. (refusing to apply severability where offending provision contravened
consumer protection law). Moreover, adopting Defendant’s severability argument would have
the impact of rewriting the applicable arbitration provision at issue. Instead, the Court should
hold that the Arbitration Agreement is inapplicable to this case.

C. There is No Relationship Between the Arbitration Agreement and the Claim

Even if the Arbitration Agreement were otherwise valid, >thcre is no “significant
relationship” between the asserted claims and the Arbitration Agreement. See Zabinski, S.C. 580
at 596, 553 S.E.2d at 118; (see also Am. Compl. at ] 12 (alleging the “claim at bar does not bear
a’substantial relationship to the'employment agreement or arbitration clause”).

The South Carolina Supreme Court has specifically held that identity theft is an
outrageous act that bears little relationship with an arbitration agreement. Aiken v. World Fin.
Corp. of S.C., 373 S.C. 144, 149-50, 644 S.E.2d 705, 708 (2007). In Aiken, in order to apply for
a loan, a plaintiff was required to provide PII to a lender. Id. at 147, 644 S.E.2d at 706. In
exchange for the loan, the plaintiff entered into an arbitration agreement covéring any claims
related to the loan. Id. Various employees of the lender used the plaintiff’s personal
inforrﬁation, and the plaintiff brought a complaint in South Carolina court against the lender. Id.

The South Carolina Supreme Court rejected the argument that the arbitration clause had a

~ substantial relationship with plaintiff’s identity theft:

In this case, we find the theft of Aiken’s personal information by World Finance
employees to be outrageous conduct that Aiken could not possibly have foreseen
when he agreed to do business with World Finance. Consequently, in signing the
agreement to arbitrate, Aiken could not possibly have been agreeing to provide an
alternative forum for settling claims arising from this wholly unexpected tortious
conduct.  Accordingly, we hold that Aiken’s claims for unanticipated and
unforeseeable tortious conduct by World Finance’s employees are not within the
scope of the arbitration agreement with World Finance. .
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Id. at 151, 644 S.E.2d at 709. Similarly, here, neither Mr. Davis nor any current or former
employee of Defendant could have foreseen that Defendant’s employees wéuld give away their
information to identity thieves. Certainly, such action could not have been anticipated as
stemming from the employer/employee relationship. Thus, the motion to compel arbitration
should be denied as to “interpret an arbitration agreement to apply to actions completely outside
the expectations of the parties would be inconsistent with” the goal of arbitration. Id. at 144,
- 152, 644 S.E.2d at 710.

IIl. Defendant’s Motion to Dismiss Should be Denied

A. Standard of Review

“In considering a motion to dismiss a complaint based on a failure to state facts sufficient’

to constitute a cause of action, the trial court must base its ruling solely on allegations set forth in
the complaint.” Doe v. Marion, 373 S.C. 390, 395, 645 S.E.2d 245, 247 (2007) (citing Spence v.
Spence, 368 S.C. 106, 116, 628 S.E.2d 869, 874 (2006)). “‘A motion to dismiss under Rule

12(b)(6) should not be granted if facts alleged and inferences reasonably deducible therefrom

would entitle the plaintiff to relief on any theory of the case.” ‘“The question is whether, in the

light most favorable tb the plaintiff-and with every doubt resolved in his behalf, the complaint
states any valid claim for relief.”” Patterson v. Witter, 418 S.C. 66, 74, 791 S.E.2d 294, 300 (Ct.
App. 2016) (citations omitted) (quoting Flateau v. Harrelson, 355 S.C. 197, 202, 584 S.E.2d

413, 415 (Ct. App. 2003); Cole Vision Corp. v. Hobbs, 394 S.C. 144, 149, 714 S.E.2d 537, 539

(2011)). When a case raises a novel question of law, dismissal under SCRCP 12(b)(6) is .

improper. See Chestnut v. AVX Corp., 413 S.C. 224, 228, 776 S.E.2d 82, 84 (2015) (reversing
dismissal of a negligence claim that raised the novel issue of “stigma damages”).

B. Plaintiff Has Standing
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Defendant focuses most of its Motion to Dismiss on the issue of standing. Citing to Sea
Pines Ass'n for Protection of Wildlife, Inc. v. S.C. Dep't of Nat. Res., 345 S.C. 594, 550 S.E.2d
287 (200i), Defendant argues Plaintiff has not alleged an “injury in fact,” a causal connection, or
an injury that could be redressed by-a favorable decision. (Def.’s Mot. to Dismiss 3—4). Plaintiff
respectfully submits that this Court should reject Defendant’s argument and find that Plaintiff
has standing to assert a claim for negligence arising out of Defendant’s release of PIL.

In .Sea Pines, the South Caroliné Supreme Court considered whether a wildlife
organization had standing to challenge permits issued by the Department of Natural Resources.
See Sea Pines, 345 S.C. at 599-600, 550 S.E.2d at 290-91. The Court explained thaf “[t]o have
standing, one must have a personal stake in the subject matter of the lawsuit. In other words, one
must be a real party in intercst.’; Id. at 600, 550 S.E.2d at 291 (citing Charleston Cty. Sch. Dist.
v. Charleston Cty. Election Corﬁm 'n, 336 S.C. 174, 519 S.E.2d 567 (1999)). “‘A real party in
interest is one who has a real, material, or substantial interest in the subject matter of the action,
as opposed to one.who has only a nominal or technical interest in the action.”” Id. (quoting
Charleston Cty. Sch. Dist., 336 S.C. ét 181, 51 9 S.E.2d at 571). Generally, a private person does
not have .standing to challenge governmental action unless that person “has sustained or is in
immediate danger of sustaining, prejudice from an executive or legislative action.” Id. (citing
Baird v. Charleston Cry., 333 S.C. 519, 511 S.E.2d 69 (1999)).

Here, in contrast to Sea Pines and Lujaﬁ v. Defenders of Wildlife, 504 U.S. 555 (1992),
Plaintiff is not an organization chal[engiﬁg government action. Instead, Plaintiff is an individual
seeking to bring a negligence claim on his own behalf and on behalf of others affected against
ISCO, a corporate entity. Plaintiff alleges that he and others were aggrieved by Defendant’s

release of their PII to unauthorized third party and that Defendant owed a duty to directly to him
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and others. (See Am. Compl. 1§ 21-29, 42-46). Thus, Plaintiff and the proposed class members
have “a reai, material, [and] substantial interest in the subject maﬁer of the action.”

Defendant relies on the Fourth Circuit’s decision in Beck v. McDonald, 848 F.3d 262 (4th
Cir. 2017), for the propositions that: (1) “failed attempts at identity theft and in increased risk of
identity theft do not constitute an ‘injury in fact’”; and (2) allegations that Plaintiff purchased
credit monitoring and himself spent time monitoring his credit are not sufficient to seek
damages. (Def.’s Mot. to Dismiss 4). For one, Beck is not controlling authority. Additionally,
the facts of this case are distinguishable. In Beck, the plaintiffs were \)eterans who received
medical treatment at a}/eterans Affairs facility and whoge personal information was put at risk

in two separate breaches. Beck, 848 F.3d at 266. The first breach case involved a missing

laptop, which was presumed to have been stolen, containing, among other data, “unencrypted -

personal information of approximately 7,400 patients, including names, birth dates, the last four
digits of social security numbers, and physical descriptors.” Id. at 267. The second breach case
involved missing boxes of pathology reports containing *identitying information of over 2,000
patients, including names, social security numbers, and medical diagnoses.” Id. at 268. The
district court dismissed the first case at the summary judgment s‘tage and dismissed the second
case on the pleadings. Id. at 270. The plaintiffs in both cases alleged harm based on a threat of
future identity theft and misuse of their personal information—they sought to establish Article 111
standing based solely “on the harm from the increased risk of future identity theft and the cost of
measures to protect against it.” Jd. at 266—68. Importantly, none of the plaintiffs alleged actﬁal
or attempted misuse of their personal information, and it was unclear in both instances whether

the patients’ personal information had been specifically targeted. See id. at 266—69.
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Defendant also relies on Reilly v. Ceridian, 664 F.3d 38 (3d Cir. 2011), and Khan v.
Children’s Nat’l Health Sys., 188 F. Supp. 3d 524 (D. Md. 2016), in support of its argument that
Plaintiff lacks standing. In Reilly, the plaintiffs alleged “hypothetical, future injury,” and did not
allege any actual misuse or attempted misuse. Id. at 41-42. Additionally, although a hacker
infiltrated the defendant’s system and “potentialiy gaiﬁed access to personal and financial
information,” it was not “known whether the hacker read, copied, or understood the data.” Id. at
40. In Khan, the plaintiff’s personal information may ha;/e been bompromised when hackers
accessed information contained in the defendant’s email accounts, but she did not allege that
anyone affected by the data breach had l‘earned of any rﬁisuse of their information. Khan, 188 F.
Supp. 3d at 527. The district court concluded that the plaintiff’s allegatipn that the data breach
placed her at an increased risk of future identity theft was insufﬁcient, without more, to give her
Article 111 standing, reasoning that “in the data breach context, plaintiffs have properly alleged an
injury in fact arising from increased risk of identity theft if they put forth facts that provide either
(1) actual examples of the use of the fruits of the data breach for identity theft, even if involving
other victims; or (2) a clear indication that the data breach was for the purpose of ﬁsing the
plaintiffs’ personal data to engage in identity fraud.” Id. at 529—32. The court in Khan also
noted that, unlike in other cases, the circumstances of the breach did not “clearly indicate that the
hackers’ purpose was to use patients’ personal data to engage in identity fraud.” Id. at 532.

This case is distinguishable from the facts of Beck, Reilly, and Khan because Plaintiff has
specifically alleged that his personal information has already been misused. For example, the
Amended Complaint alleges “almost immediately after the Data Breach, cybercriminals began to
exploit the employees’ PII by engaging in identity theft.” (Am. Compl. § 21). Additionally,just

a few months after the data breach, “Plaintiff began receiving notices from LifeLock that
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someone was attempting to take out loans and open credit cards in his name,” and one of those
attempts was successful—an unauthorized third party actually opened a Ciﬁbank credit card in
Plaintiff’s ﬁame. (Id. 99 25-26). Rather thah merely alleging that the ISCO data breach exposed
him to potential identity theft and misuse in future like the plaintiffs in the Beck cases, Plaintiff’s
allegations go beyond so-called “speculation” and allege actﬁal misuse and identity theft
attempts.

| The ISCO data breach is also distinguishable from the cases cited by Defendant because

the thieves in this case specifically targeted and obtained the PII through a “phishing” attack.”

(See Am. Compl. 11 13-17). In Galaria v. Nationwide Mut. Ins. Co., 663 F. App’x 384 (6th Cir. -

2016), the Sixth Circuit recognized that “[t]here is no need for speculation where Plaintiffs allege
that their data has already been stolen and is now in the hands of ill-intentioned criminals. . . .
Where a data breach targets personal information, a reasonable infereﬁce can be drawn that the
ha;:kers will use the victims” data for the fraudulent purposes alleged in Plaintiffs’ complaints.”
Id. at 388. After all, why else would the hackers have targeted that data in the first place? Cf.

Sackin v. TransPerfect Global, Inc., F. Supp'.3d _, 2017 WL 4444624, at *2 (S.D.N.Y. Oct. 4,

2017) (“The allegations that Defendant has provided Plaintiffs’ names, addresses, dates of birth,

Social Security numb_ers and bank account information directly to cyber-criminals creates a risk
of ‘identity theft sufficiently acute so as to fall comfortably into the category of ‘certainly
impending.” The most likely and obvious motivation for the hacking is to use Plaintiffs’ PII
nefariously or sell it to someone who would.”).‘

Defendant seems to recognize as much, giveh the fact thai, after the breach, it offered to

provide credit mbnitoring services to those affected. (Am. Compl. § 19). Similar to the

2 “Electronic solicitation of personally identifying information by deceptive means is informally known as
‘phishing.”” Hoffinan v. One Techs., LLC, 2017 WL 176222, at *2 (W.D. Wash. Jan. 17, 2017) (citing
Gragg v. Orange Cab Co., Inc., 145 F. Supp. 3d 1046, 1051 n.2 (W.D. Wash. 2015)).
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Plaintiffs in Galaria, in this case, Plaintiff alleges the risk of harm is continuing and he has
incurred costs and efforts to obtain protection beyond what ISCO covered. (See id. 1§ 20, 29,
46). This is sufficient to provide Plaintiff with standing. Cf. Galaria, 663 F. App’x at 389
(“This is not a case where Plaintiffs seek to ‘manufacture standing by incurring costs in
anticipation of non-imminent harm.” Rather, these costs are a concrete injury suffered to
mitigate an imminent harm, and satisfy the injury requ1rement of Article 11T standing.” (citation
omitted)); Remijas v. Neiman Marcus Group, LLC, 794 F.3d 688, 692 (7th Cir. 2015) (“Here the
complaint allegesthat everyone’s personal data has already been stolen; it alleges that the 9,200
* who already have incurred fraudulent charges have experienced harm. Those victims have
suffered the aggravation and loss of value of the time needed: to set things straight, to reset
payment associations after credit card numbers are changed, and to pursue relief for unauthorized
charges.”); In re SuperValu, Inc., 870 F.3d 763, 773 (8th Cir. 2017) (concluding that the
plaintiff's “allegations of misuse of his Card Information were sufficient to demonstrate that he
had standing”).

Additionally, whether or not Defendant complied with S.C. Code Ann. § 39-1-90 in
providing notice to those affected by its release of PII is irrelevant to the question of whether
Plaintiff and others were injured as a result of the breach itself. That statute provides:

A person conducting business in this State, and owning or licensing computerized

data or other data that includes personal identifying information, shall disclose a

breach of the security of the system following discovery or notification of the

breach in the security of the data to a resident of this State whose personal

identifying information that as not rendered unusable through encryption,

redaction, or other methods was, or is reasonably believed to have been, acquired

by an unauthorized person when the illegal use of the information has occurred or

is reasonably likely to occur or use of the information creates a material risk of

harm to the resident. The disclosure must be made in the most expedient time

possible and without unreasonable delay, consistent with the legitimate needs of
law enforcement, as provided in subsection (C), or with measures necessary to
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determine the scope of the breach and restore the reasonable integrity of the data
system.

S.C. Code Ann. § 39-1-90(A). Although the statute creates an affirmative legal duty to disclose
a data breach “without unreasonable delay,” there is nothing in the statute that immunizes a party
responsible for a breach from liability simply because that party provided notice. See id. § 39-1-
90(A)—(K). Instead, the statute provides a civil cause of action to anyone “who is injured by a
violation of this section, in addition to and cumulative of all other rights and remedies available
at law.” 1d § 39-1-90(G). The General Assembly therefore recognized that a person affected by
a data breach could have rights and remedies in addition to those provided in Section 39-1-90—

i.e., a common law cause of action for negligent, grossly negligent, and/or reckless disclosure.

Defendant’s argument that it is impossible to draw a connection between its data breach

and Plaintiffs injury is likewise disingenuous. Plaintiff alleged that, almost immediately after
the ISCO breach, cybercriminals began to exploit the stolen PII by engaging in identity theft.
(Am. Compl. § 21). And, the fact that someone opened an unauthorized credit card account in
Plaintiff’s name soon after the breach (see id Y9 25-26), raises the inference that the account
was opened using information obtained from the 1SCO breach. Cf. Castillo v. Seagate Tech.,
LLC, 2016 WL 9280242, at *4 (N.D. Cal. Sept. 14, 2016) (“After learning about the phishing
attack, each named plaintiff discovered that tax returns had been filed using his or her personal

identifying information. This raises the reasonable inference the person who filed the fraudulent

return obtained plaintiffs’ personal identifying information - from the Seagate phisher—

“information obtained allegedly due to Seagate’s lax security measures.”). Additionally, the
ISCO data breach occurred on March 2, 2016, and the Equifax data breach cited by Defendant
occurred much later, from about Mid-May to July 2017. See Weise, Elizabeth, “A timeline of

events surrounding the Equifax data breach,” US4 Today (published Sept. 26, 2017), available at
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www.usaloday.com/story/tech/2017/09/26/timeline-events-surrounding-equifax-data-

breach/703691001/. In any event, at this stage of the litigation, Plaintiff has alleged a causal .

connection betwéen the ISCO breach and the misuse of his and others’ PII, and that is sufficient.
See, e.g., Remijas v. Neiman Marcus Group, LLC, 794 F.3d 688, 696 (7th Cir. 2015) (rejecting
Neiman Marcus’s.argument that the plaintiffs “cannot show that their injuries are traceable to the
data incursion at the company rather than to one of several other large-scale breaches that took
place around the same time” and explaining that “[t]he fact that Target or some other store might
hav-e caused the plaintiffs’ private information to be exposed does nothing to negate the
plaintiffs’ standing to sue”). |

Defendant’s final argument with respect to standing is that Plaintiff’s injuries cannot be
redressed by a favorable decision because “[t]he PII was stolen and will still be in the possession
of the criminals who took it,” such that “[t]he risk of identity theft will not change.” (Def.’s Mot.
to Dismiss 4). This argument should also be rejected because, as explained above, Plaintiff’s
alleged harm in this case is not based solely on a future risk of identity theft. Plaintiff has
already spent time and money responding to and dealing with actual attempts to misuse his PIL.
In any event, where, as here, “a future harm is sufficiently imminent to support standing, a
| plaintiff's expenses. in taking reasonable measures to prevent the .harm’s fruition aléo may be
viewed as an injury in fact.” Sackin v. TransPerfect Global, Inc., _ F. Supp. 3d _, 2017 WL

4444624, at *3 (S.D.N.Y. Oct. 4, 2017).

C. Plaintiff Has Sufficiently Alleged a Claim for Negligence; Defendant Owed a

Duty of Care to Protect Personal Identifving Information in Their Possession

Under South Carolina law, a plaintiff asserting negligence must plead four elements:
duty, breach, proximate cause, and damages. Chestnut v. AVX Corp., 413 S.C. 224, 228, 776

S.E.2d 82, 84 (2015); see also Babb v. Lee Cnty. Landfill SC, LLC, 405 S.C. 129, 153, 747
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S.E.2d 46IS, 481 (2013) (“To prevail on é negligence claim, a plaintiff must establish duty,
breach, causation, and damages.”). Here, although Plaintiff has alleged each of the four elements
of a negligence claim, Defendant argues it did not owe Plaintiff or the proposed class members a
duty of care with respect to their P1I that it collected and had custody of.

“An affirmative legal duty may be created by statute, a contractual relationship, status,
property interest, or some other special circumstance.” Madison ex rel. Bryant v. Babcock Cir.,
Inc., 371 8.C. 123, 136, 638 S.E.2d 650, 656-57 (2006). “Duty is generally defined as ‘the
obligation to conforrﬁ toa particular standard of conduct toward another.” Duty arises from the
relationship between the alleged tortfeasor and the injured party.” Higgins v. Citibank, N.A., 355
S.C. 329, 585 S.E.2d 275 (2003) (citations omitted) (quoting Hubbard v. Taylor, 339 S.C. 582,
588, 529 S.E.2d 549, 552 (2000)) (citing S.C. Ports Auth. v. Booz-Allen & Hamilton, Inc., 289
S.C. 373,‘ 346 S.E.2d 324 (1986)). This Court should recognize that ISCO owed its formers and
current employees a duty of care with respect to the PII in ISCO’s cﬁstody which ISCO
specifically requested. Although neither the South Carolina Court of Appeais nor the South
Carolina Supreme Court has directly recognized a negligence claim based on a criminal data
breach, in Huggins v. Citibank, N.A., 355 S.C. 329, 585 S.E.2d 275 (2003), the South Carolina
Supreme Court did state, “We are greatly concerned about the rampant growth of identity theft
and financial fraud in this country.” Id. at 334, 585 S.E.2d at 277 In Aiken v. World Finance

Corp. of S.C., 373 S.C. 144, 644 S.E.2d 705 (2007), the Supreme Court also recognized that the

*In Huggins, the South Carolina Supreme Court agreed to answer a certified question from the U.S.
District Court for the District of South Carolina: “Does South Carolina recognize the tort of negligent
enablement of imposter fraud and, if so, what are the elements of the tort and does plaintiff’s complaint
state an actionable claim for the tort?” Huggins v. Citibank, N.A., 355 S.C. 329, 332, 585 S.E.2d 275,
276 (2003). The Court concluded “there is no duty on the part of credit card issuers to protect potential
victims of identity theft,” finding that “[t]he relationship, if any, between credit card issuers and
potential victims of identity theft is far too attenuated to rise to the level of a duty between them.” Id. at
334, 585 S.E.2d at 277 (noting that the case involved “simply” a creditor debtor relationship).
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theft of personal information was outrageous, tortious conduct, which is consistent with
recognizing a duty on the part of a custodian of such information to reasonably protect it from
unauthorized release. See id. at 150, 644 SE.2d at 709. Additionally, Section 39-1-90
recognizes that persons affected by the release of their PII may have additional rights any
remedies available at law., S.C. Code Ann. § 39-1-90(G). Finally, De'fenciant’s former and
current employees and society in general expect that the custodi;clns of PIl—especially employers
who collect that information as a condition of employment—will protect and safeguard that
information against unauthorized release.

Recently, the Southern District of New York denied an employer’s motion to dismiss
employees’ negligence claim arising out of a data breach nearly identical to the one in this case.
In Sackin v. TransPerfect Global, Inc., _F. Supp. 3d _, 2017 WL 4444624 (S.D.N.Y. Oct. 4, »
2017), cybercriminals sent a “phishing” .email to TransPerfect employees requesting W-2 forms
and payroll information for all current and former employees. Id.. at *l. “Because
TransPerfect’s cyber-security was not up to industry par, at least one TransPerfect employee sent
the information to the hackers in an unencrypted format. As a result, cyber-criminals obtained
Plaintiffs’ names, addresses, dates of birth, Social Security numbers, direct deposit bank account
numbers, and routing nﬁmbers.” Id On Defendant’s Motion to Dismiss, the district court
recognized that “[tlhe Complaint alleges a cognizable legal duty—that \Defendants had a duty to
safeguard Plaintiffs’ and class members’ PIL” Id. at *4. The district court explained:

[Elmployers have a duty to take reasonable precautions to protect the Pl that they

require from employees. Employees ordinarily have no means to protect that

information in the hands of the employer, nor is withholding their PII a realistic
option. The employer is ‘best positioned to avoid the harm in question . .. .’

Employees—much more than employers—suffer the harmful consequences of a

data breach of the employer. Potential liability in the absence of reasonable care

provides employers with an economic incentive to act reasonably in protecting
employee PII from the threat of cyberattack. '
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Id. (ellipsis in original) (citations omitted); see valso Castillo v. Seagate Tech., LLC, 2016 WL
_9280242, at *3‘ (N.D. Cal. Sept.‘ 14, 2016) (“Seagate does not challenge the employee and
former-employee plaintiffs’ contentions that it owed them a duty to protect their personal
identifying information, perhaps because there is no good reason to conclude otherwise. As a
condition of employment, employees disclosed the sert of information reasonable people guard
closely. They did so with the understanding their employer would guard that information and
use it for limited purposes.”). |

Similarly, in this case, Plaintiff has stated a claim for negligence based on Defendant’s
breach of its “duty to take reasonable precautions” to safeguard the PII that it required its
employees to provide at the euteet of their employment. Defendant, not Plaintiff, was in the best
position to protect that information and thereby avoid the harm in question. To the extent
Defendant failed to exercise reasonable care, Defendant may be liable for negligence.

D. Plaintiff Has Adequately Pleaded a Claim for Punitive Damages

This Court should reject Defendant’s argument that Plaintiff has not stated a claim for
" punitive damages. The Ame_nded Complaint, “coﬁstrued in the light most favorable to the
plaintiff and with every doubt resolved in his behalf,” Patterson v. Witter, 418 S.C. 66, 74, 791
S.E.2d 294, 300 (Ct. App. 2016), pleads conduct on the part of Defendant that is reckless,
willful, and wanton, which, if proven would support an award of plinitive damages. See, e.g.,
Marcum v. Bowden, 372 S.C. 452, 458 n.5, 643 S.E.2d 85, 88 n.5 (2007) (“[T]he terms “willful’
and ‘wanton’ when plead in a vnegligence case are synonymous with ‘reckless,” and import a
greater degree of culpability than mere negligence. Evidence -that the defendant’s conduct
breached this higher standard entitles the plaintiff to a charge on punitive damages.” (citation

omitted)).

17 0f 18
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Based upon the foregoing, this Court should deny both Defendant’s Motion to Compel

Arbitration and Defendant’s Motion to Dismiss in this case.

February 21, 2018

Respectfully submitted,

s/ Marghretta H. Shisko
HARRISON | WHITE, P.C.
John B. White, Jr. (SC Bar No. 5996)
Marghretta H. Shisko (SC Bar No. 100106)
Ryan F. McCarty (SC Bar No. 74198)
178 West Main Street, Spartanburg, SC 29306
(864) 585-5100

SIMMONS LAW FIRM, LLC

John S. Simmons (SC Bar No. 10260)
Derek A. Shoemake (SC Bar No. 78398)
1711 Pickens Street, Columbia, SC 29201
(803) 254-8874

Attorneys for Plaintiff
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IN THE COURT OF
COMMON PLEAS

OF THE SEVENTH
JUDICIAL CIRCUIT

STATE OF SOUTH CAROLINA

COUNTY OF SPARTANBURG

DANIEL LEE DAVIS,

TRANSCRIPT OF RECORD
2017-CP-42-03283

Plaintiff,
Vs.
ISCO INDUSTRIES, INC.,

Defendant.

February 23, 2018
Columbia, South Carolina
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JONORABLE R. KEITH KELLY, Judge.
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DEREK ALAN SHOEMAKE, ESQUIRE
For The Pilaintiff

MARGHRETTA HAGQOOD SHISKGO, ESQUIRE
For The Plaintiff

JEFFREY ANDREW LEHRER, ESQUIRE
For The Defendant

Julie A. Ashbrook,
Circuit Court Reporter
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DANIEL LEE DAVIS VERSUS ISCO INDUSTRIES, INC.

THE COQURT: OCkay. We're to Daniel Lee Davis
versus ISCO or ISCO. How do you pronounce that?

MR. LEHRER: It's I-5-C-0.

THE COURT: I-5-C-0, Okay. Yes,‘sir.

MR. LEHRER: Ri1 right. Your Honor, Jeff Lehrer
from Ford Harrison representing the defendant, ISCO.
ISCO is & piping solution provider. They provide piping
on a national basis and for -- the interest I had was
that I found out they do a lot of golf course irrigation
piping, so that was, that was kind of rneat, but they do
all kinds of things.

This case is related to an underlying cyber
crime. You kncw, we're now in the age of cyber crimes.

A full background, there were 174 million related cyber

O
.

ime incidents in the world last vear, so this 1s, this
is something that's ongoing.

I susvect that most of the people in this room

have had their personal identifying information stolen.

[t

I know have. I was part of that Equifax theft last
year. And, you know, when we're talking about personal
identifying information, wﬁich is what this case rezlly
is about, I mean, we're tTalking aboutr name, address,

Social Security number, date of birth, that type of

thinrg.
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1 Sc 1n this case, Your Honor, Mr. Davis was hired

2 back in 2007. He sign

0]

d arn arbitration agreement at
3 this time. We haves two motions bhefore you. One is to
4 compel arbitration. The cther is kind of an alternative

5 motion tc dismiss for failure to state a claim.

6 And I'd like to address the arbitration first and
7 then, you know, it would before the alternative Motion
8 to Dismiss which is cbviously not .-- wculd be mcooted by

9 the granting of the arbitration.
10 So Mr. Davis was hired in '07. In 2016, March of
11 2016, we had a cyber incident at ISCO. Basicelly what

12 happened was there was an e-mail sent to the HR lady

),

13 tHat had the name of a senior executive. The e-mail

{wu% 14 looked like nis e—mail.‘ It said send me W-2 information
15 of 211 these people. It was like -- it was something
15 like 400-some-odd people.
17 | Well, she didn't realize it was a cyber criminal
18 who had changed just a small part of the e-mail and she
19 responded. She thought it was an officer telling her

20 what to do, so she responded. Okay, so we had oreach.

jv1]

o]

-t

21 That information went out and it included persona
22} identifying information that was>basically W-2 type
23 informaticon.

24 I’li t2ll vou that I've seen a lot of these

oy

25 issues and we've helped clients with this. I think that
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5

ISC0O has probabiy done the best job I've ever seen on
handling this. Within ‘twc days thev had letters ocut to
every employee who was =ffected. They told them they
were effected. And they told them the steps they could
do to take to protect their information.

They also immediately paid for Lifelock
protection to, to help them gain protection from any
identity theft. And so this is ﬁonitoring. This is
insurance. In fact, Lifelock gives with this protection

they have $25,000 reimbursement if your identity is
stolen. They'll come in and they'll take care of 1it.

So it was probably one of the guickest responses

I've seen. So that, that protection was initially for’
one year. And then they decided to extend it for
anocther year. That, that protection was still ongoing.

It will run at least through the end of March of this
year.

Ard so, all that protection was free c©of charge to
the.empLoyees and Mr. Davis received that. Mr. Davis's
claims in this case was that he was da&aged becauses he

nad to deal with issues. I mean, he had alerts from

Lifelock. Hey, somebody's trying to get your

information. He had to, he had to spend time on 1it.
A

And then he also alleges that there were attempts

to steal. It doesn't allege that someone actually got
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his identity and caused him harm. He hasn't submitted

any .claim to LifelLock that he was damaged and sought

reimpursement for thet. But he's claiming that it was

this threat, this ongoing threat, that his information
'

was out there now and he's subject to future, you know,

attempts on identity theft.

3]

0 as it relates tc the arbitration agreement --
and I will go through everything we've got, Your Honor.
I think both parties fully briefed this, but I think it
bqils down o, to two issues. Cne is, 1is does this
situation arise out -of the employment relationship
pecause the arbitration says anything that arises ocut of

it relates to employment is subject to arbitration. So

that's kind of question number ore.

And number two is, is there a provisicn in the
arbitration agreement that shortens the statute of
limitations and is that severable and so that the
arbitration agreement should s;ill be enforced.

As to the first issue, the Supreme Court has
really, you know, it seems to me a little bit of a
development over the years of how they view thess
arbitration agreements. 2nd it started.—— the case that

the plaintiff relies on 1is this Aiken versus World

n

Finance, which was Supreme Court Z2007. And that was

basically involving a loan agreement that had an
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~

arkbitration provision in it.

And what happened in that case was that, vyou
know, vyou had a loan at a compény. You give them your
information and get the lcan. Well, vou don't expect
that company is gonna use your information to steal it
and steal from them. And that's what happened. An
emplovee of that company got the consumer's information
and then they opened up an account and they stole it
directly from that, from that consumer.

And so basically what the Supreme Court said in

that case is that we're not gonna interpret an

arbitration»agreement to apply to outrageocus ‘conduct by
a defendant. And here that was the.direct comment by
the defendant's employees. And I think that's the big
differentiating factor in this case 1s we didn't, we

didn't encage in any theft.

This was an outside source. They're claiming we
were negligent because we responded to this e-mail. And
so that's why that's -- tThat case 1i1s not applicable

because in here ISCO did not engage in the alleged
outragéous conduct that's underlying this theft.
And so the Supreme Court kind of, you know,

continued to develop their stance on arbitration in 2010

|-

in the Part 1l the pailt

V]

[s})

in vs. Upstats Auto, which I ca

and switch

(9]

a

03]

e. They basically, you sell a car --
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1 vou're tryving to sell a car and you're showing the car
P z

2 and you drive the car. They bUy it. They sign an

3 arbitration agreement. And then when they come out and
4 get their car it's a different car.

5 That's what happened in that case, 1s that it was

6].a bait and switch. And what the Court said there, no,
7 we didn't sign an arbitration agreement expecting that

the defendant was going to do this bait and switch and

a0
D

9 pasically steal from them. And so that was again, vou

10 know, another situation where it was the defendant's

11 outrageous conduct.
-
12 . But then I think the most importani case for us
13 is the Landers case, which was a Supreme Court 2013,
Y 14 which was an employment case. And in that case the

15 president was alleging that the CEO was engaged'in all
16 this conduct to, to defame him and give him fire and an

17| alleg=d cause of dction for slander and outrage.

18. And in that case thé Supreme Court said it fell .
19 within the arbitration agreement, which applied to, vou
20 know, relating to employment. And so that is what we
21 would say is the more»applicable case.

27 The plaintiffs have cited in their briefs cases
23 out in Mississippli where an employee was sexually

24 assauvlted et work by a co-worker. And in those cases

25 the Court said, you know, that that was not really an
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arbitration. Again, I think it gces back to the -

N

where the defendant's agent is engaged in the outrageous

3 conduct, which we don't have nere.

o

And so, Your Honor, I think it really, it boils
5 down to does this arise out of employment. And vyou'wve
6 gotta loock at did -- would it be anticipated that the
7 conduct could occur? And vou don't necessarily

8 anticipate this type of threat.

9 But in today's climete, when vou give your

10 personai identifying information to somebody, and Mr.
i1 Davis did it through his employment, yvou've got to

12 expect thaf there's a chance there'é gonna be a cyber

13 attack on that information. It's all gonna be stored

{ 14 electronicallyJ
15 And here he gave the information because he
le applied for employment. He gave the information each

17 yvear to do his work and hs had to £ill out the W-2s.
18 And then the -actual information was stolen related to
19 his employment because the cyber criminal said, hey, I
20 need this W-2 information. I need this employment

21 related information.

22 So all of this relates 2o his employment with

23 I3CO 2nd the arbitration agreement specifically said
24 “hat any claim arising out cf or relating to employment
25 is subject to arbitratiocn. S50 we‘would say that it
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) 11
1 applies. It does arise out of emplovyvment and,
2| therefore, arbitration should be compelled.
3 Just real briefly, Your Honor. The arbitration
4 agreement it's got separate paragraphs. And one of the

5 paragraphs said that the statute of limitation for any
€ claim by the employee would be reduced to six months.

7 And we would admit that's not enforceable in South
[

[ve]

Carolina.

9 _ But what we would sav 1s that there is a

10 severability clause>in the actual arbitration agreement
11 and South Carclina recognizes severability. There's a
12 statute, 36-2-302, that gives the Court the discretion

N

13 to sever. In the Simpson Supreme Court case, the Court

o 14 looked at something similar, but they said there is just

15 gorna have to be so much severability that it made the

16 agreement wnere it just doesn't work anymore.

17 Here we just have a one severability issue. All
18 you hafe tc do is cut that paragraph. We're not seeking
19| to enforce that paracraph. We're not seeking to enforce
20 that paragraph. We're not seeking to shorten ths

21 statufe of limitaticon. #We would say that's severable,
22 And we've cited in cur brief the Court of Appeals

from 2013, the Carlson case, which is dead on point

23 case
24 that there was & shortened statute of limitation in ths

25 agreement. There was also an arbitration provision.
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And the Court said that this arbitration stands alone
and that short statute of limitation could be sevefed.

So, Your Honor, thcse are basically the key
issues I think vou have before vou, and we would ask
that you compel Mr. Davis to arbitration.

TEE COURT: Yes, sir, good morning.

MR. SHOEMAKE: Yes, Your Honor. Derek Shoemake
for the Plaintiff. I'll be taking the arbitration and
thenAMs. Shiskc is gonna handle the response to the
dismiss, if that's all right, Your Honor.

THE COURT: Yes, sir.

MR. SHOEMAKE: So, vyou know, again, we have
briefed this pretty thoroughly. 2nd just, I would say
to the éxtent the facts that were recited by deifense
counsel vary from the complaint. I go over the facts in

the complaint. I don't think I need to go through any

But I would note, as our»complaint alleges, we're
not dealing here with your typical data hacking
negligence case. We're not alleging that the company

had bad software or didn't put a propsr, vou know,

physical fire walls and those kind otf things. Here

you're dealing with someone who affirmatively reached
out to a person and a person who responded to an =-mail

and gave that stuff up.
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(€]

They either did sc¢ in violation of company
policy, which would require him not to send that kind of
stuff over e-mail c¢r check the e-mail address, which
wasn't the same one, or the company didn't have a
policy.

But either way, we are dealing not with an

t we don't have that in

[0)]

intentional tort per se, at lea
discovery. OCbviously in discovery thev reveal the
potential act. But we're certainly dealing with an
intentional act in that these, these W-2s were sent to
someone by someone at the‘company. It wasn't a passive
thing where the company sat back and their systems got
breached.

And I put that in context because, Your Honor, I
believe that as an initial matter, I do think it's an
unconscionaple arbitration agreement. And the reason I
say that is, one, as we mesntionsd in ocur brief, and as
they concede, there is that limiting provision, the
statute of limitations limiting provision.

And if we look at, if we look at the Simpscn
case, it talks about the idea that the courts are

to enforce any agreement to include

completely parmitited
an arbitration clause

that would cause an unconscionable
result. We can go and cause an unconscionable result

nere because, cne, they wrcte this agreement. They
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14

limited the statute-of limitations.
So in theory you may have employees out there
that never brought a claim because they said you know

what, we only had six months, we're out at six months.

Beyond that, this is an arpitration agreément in

0]

total. Th

0]

se cases talk about when you have an
arbiiratibn agreement and a noted clause in a contract,
we can knock that clause out and you'wve still got your
arbitration agreement. This 1s the arbitration
agreement. This provision that's problematic'is part
and parcel of the arbitration agreement itself.

Also, if you look at paragraph 3 in the
arbitration agreement, the emplover does agree to

To

arbitrate, but it specifically cherry picks claim

n

which it 1is not subject to arbitration. And that would
be claims including breach of confidentiality and some
other, vyou know, wviclation of non-competes.

And I think that's interesting because you have
an arbitration agreement Qhere if the company violates
vour confidentiality they don't have to go to
arbitration. But if you go out and viélate the
confidentiality you have with the company, they can sue
you in open court. And that provision alone, 'the
statute c¢f limitations limiting provision, I think

tracks with Simpson makes the whole thing
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[t

unconscionadle.

2 In addition, I think the way they're reading this

3 adds to the unconsciohability that this very remote

o

attenuated act would fall under it. And that sort of
5 leads to rebutting the next point that it's in relation

& to the employment.

7 Your Honor, I think the Aiken case is pretty

8 sguarely on point. A guy goes into a loan agreement

S place and says, hey; here's my information I'd like a

10 loan. In that case, yes, the coméanies did, the company

11 employ=zes did steai it. PBut here you've got an employer

12 -- you have an employee that goes to a company and says

13 I want tc work for vyou. . They said, well, you've got to
AN . 14 give us your data. He says that's fine.

15 Unlike the loan arrangement, you know when you

16 apply for a loan they're gcnna farm out for rates.
17 They're gonna do certain things that your data then puts
18 it out there in a way that when you give infcrmation to

i9 your employer, when I signed on to my firm, vyou know,

[N
O

when you came to this court, I'm sure no one thought

21 when thegy gave this information theyv are going to

22 affirmatively give it to someone.

23 And that outrageous conduct is why this 1is

24 cutside the scope. Not only the employment, therefore,
25 not inside the arbitration clause at all, but if the
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1 arbitration clause applies, this type of thing certainly

2 wasn't anticipated by Mr. Davis when he signed up that

3 they were going to affiirmatively give away his stuff.

4 And I would note that the Landers case they cite,
5 you know, there vyou got a presicent and CEO snipinrg

G about jobs. I mean, that 1s clear. I would agree with

7 the Landers case. That's, vou know, when you're trying

8 to get somebody fired from their job cr speaking words

O

.

that can get him fired, that's pretty, vyou know, 1in the
10 scope of employment.

11 The‘Mississippi case as well. I understand

12 that's not a binding authority on the court. I just

13| thought it was persuasive. I'd note they think the

£

14 Mississippi case and the Caponsse (phonetic) case where

15 the emplcoyee was sexually assaulted.

15 The 'seccocnd cas

[t

we cited was actually a

17 negligence claim against an apartment manager. She did

t

hat she's suing

cr

18 get sexually assaulted but the bad act
19 over was their negligent supervision. Same thing. They
20 said, look, when you sign an arbitration agreement with
21 your apartment complex you're certainly not thinking,
22 v ou know-ﬁhat if I get raped I probably caé't sue theﬁ.
23 Same thing. If vou go to work, you're rnot assuming they
24 are gonna affirmatively give vour data away.

25 So we think it's unconscionable for the reasons I
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1 said and it's.also cutside c¢f the scope. Thank you,

2 Ycur Honor.

3 ' THE COURT: Hang on one second. Yes, ma'am.

4 MS. SHISKO: Do you want argument ---

5 THE COURT: I'll come back to it, yes, ma'am.

6 - MS. SHISKO: Okay. Good morning, Your Honor.

7 THE COURT: Good mcrningﬂ

8 | MS5. SHISKO: I'm Marghretta Shisko from Harrison

9 White, here on behalf of the Plaintiff. I just wanted

.

10 to respond to defendant's Motion to Dismiss. With

i1 respect to their standing argument, we take the position
12 %hat ﬁhe-Plaintiff has alleged sufficient facts to

13 support standing at this stage in the proceedings.

14 Plaintiff is a real party of interest. He's

15 bringing an negligence claim on hehalf of himself and

16 others directly affected by the data breach in this

17 case. Plaintiff has alleged actuai attempted misuse of

18 nis personal information. 2nd I would rnote that -an

19 attempt to open an account, which we've alleged in this

20 case, 1is an actual misuse of informaiion.

21 The Plaintiff had somebody opén a credit card,
22 vyou know, in his name Hé filed a report with the

23 Spartanburg County Sheriff's Oifice. That{s enough to

24 allege standing or to establish standing.
25 Also, the nature of the attack in this case 1is
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f*‘ 1 sufficient tc establish standing. We have a paishing

2 attack where somebody directly targeted some personal
3 identifying information through W-Zs.

4 The ccurts have recognized that over such A

5 circumstances the obvious inference is tﬂat the hacker

6 intended to either uée the PII or sell it to someone who

7 abused 'it. And then we also allege that Plaintiff has

\

(@]

spent money and time_responding to attempted misuse, 1in
9 addition to the proactive measure that was taken to

10 protect himself against identity theft in the future.
11 On the three elements for standing entry of fact
12 causaticn and redressability, I'm just gonna ériefly.

13 address those. Injury in fact is met since the

oo,

\”f 14 Plzintiff has alleged that a hacker intentionally
15 targeted his PII and there was an actuzl misuse.
16 © Causation is met bescause the hackers were only

17 able to access the data because I5C0 failed to szcure

nformation. And then we think the

(S

18 that sensitive

19 authority is met because the Plaintiff is seeking

20 compensatory damages and a favorable verdict will
21 prcovide redress.

i -
22 I'd also note they argue that the notice that --
23 that they comply with the notice statute and, therefore,
24 are not liable. There's nothing in the statute that
25 denies this company from liability just because they
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1 complied with the notice provision. Thank vyou, Your
2 Honor.
3 THE COURT: Thank vyou. Yes, sir.
4 MR. LEHRER: Your Honor, just real quickly going

5 back to the arbitration. It's within your discretion to
6 sever 'that provision. It's in a separate paragraph and

7 there's a case that talks about & contract that's the

M

3 same thing with the statute of limitation and

9 arbitration. It's in the same agreement. 2And this 1is
19 ‘in the same agreement. There's a seﬁerability.‘ And
11 that's within vyour discretion to sever that.

12 The, as it relates to this paragraph 3 and the

13 company's right to go to court, this is very common. We
14 see this all the time with employment rings because vou
15 have to have the ability with a restrictive covenant to

16 come into ccurt and get an injunction. Because

17 otherwise, you know, people are stealing vour customers,

18 they're stealing vour information.

19 And 1f you afe walting on an arbitrator to go
able

20 through that process, it's too late. We got to be

21 to come in and get a TRO immediately, so that is a

b}
o
=<

(i

22 common prcvision to keep that out of

oy

rbitration jus
23 because of that interest of the emplover. That is not
24 the type of provisicn that wes in Simopson and so that --

25 and I would say that that -- I would tell you that that
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outragecus conduct. And Plaintiff's counsel a few times

Mr. Davis's employment because it's his W-2 information.

is, there's no case law that I'm aware of where those
type of provisions are unconscionable. And, in fact, I
believe they've been routinely enforced.

The thing, I think, that it cocmes back to is this

referred to ISCO's conduct was outrageous and 1it's
simply not 'the case. These, these facts are not
disputed. It's clear that this lady just made a
mistake. She sent something to somegone she thought was
her senior executive. She didn't engage in outrageous
conduct, which 1s the cases they qite are the defendant
engaged in outrageous cénduct.

And so‘we would, we would supmit that this is
negligence, this 1s a mistake. It's clearly within the

scope of not only her employment, but it's relating to

+

¢

I mean, that's what she sent. She thought this was an
employment related regquest.

Mow, moving to the Motion to Dismiss, we can
spend hours talking about this injury in fact. I mean,
the cases are a little bit all over the board. 3ut the

e I could find

f
n

Fourth Circuift, which is the closest ¢
that addressed this bscause Scuth Carolina has really
not addressed it.

And they said that this threatened breach is not
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1 enough to have an injury in fact. In here, Mr. Davis 1is

AN}

alieging that péople, the hackers, tried to open up

(uJ

accounts, but he's not alleging that they actually tcok

4 his money or that he had an injury related to that. And

5 the procedures were place, even through this Lifelock,

€ that they caught 1it.

7 I mean, that's what he alleges, that the Lifelock
2 notified him of these attempted breaches. They handled
A9 it. He didn't have an a;tual injury relatéd to the

10| hecking process. And he's got $25,000 worth of

11 protection if that happened. There's been no actual

12 injury.

13 What he's talking about is a threat. And that he
e
éwﬁ 14 had to put time into it. And that's just the reality

15 that we all have to deal with that now. That's the

reality of the cyber world we live in. We have to

s
N
<

17 mcnitor our information and that's not an injury in

18 fact-.

19 | You know, then there's the issue of can he have a
20 causal connection. How deo we know these hackers got

21 this information freom the ISCO hacker versus all these

22 éthér hacks? There's 172 million hacks ﬁhat have

23 happened in 2017 and before. How do we -- hoﬁ do you
24 connect those dots? The hackers aren't gonna tell us
25 where they got the information. 2And sc how can vou
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connect those dots? There's no causal connection.

And then there's no future redress. They've
already redressed it, Your Honor. It's admitted. They
gave nim Lifelock protection which has coverage.
There's no future redress to be had.

As to the negligence claim, our legislature has
addressed this. They've looked at this and they said
what we want to do is we want to estaklisn an opligation
on someone that when you receive notice of a breach you
have an c¢bligation to notify that person so that they
can monitor. That's the duty that the legislature

'

established.

They didn't say you have & duty to prevent. They
said when you find out you'we got to tell. &And so we've
addreésed it in South Carclina. There's no case that
has.said you have this duty to-protectﬂ The only thing

we have 1s the legislature saying you have a dutv to
give them notice and they establish a causal acion if

vou fail to do

wn

0.

And then, Your Honor, the other two things that
I'd like to point out is that if this case were to stay
in court, the complaint, it's either got to be dismissed
or some of 1t has got to be stricken because it's a

tive damages in

[

condition. We've got a claim for pun

it. This is a negligent case. It's clear from the
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(99)

facts tht zhis lady made a mistake. There's no
allegations to support a claim for punitive damages.
.
And then there's also a claim for attcrneys fees. And,
agein, there's no basis for that.
We have a negligence claim based on a mistake.

There's no ability in South Carolina 'to reccve:x

attorneys fees on this type of claim. And we would ask

h
(Y
M

that the request for punitive damages and attorneys
be at least stricken from the complaint. Thank vou,

Your Honor.

THE COURT: Do you want come back to that?
MS. SHISKO: Yes, Your Honor. I just want to
briefly reply. if vou closély read the Beck cass, the

Fourth Circuit case that the defendant's cite that case
as distinguishable on it's facts.

And alsc in that case the Fourth Circuit noted

t

hat in other cases where information was specifically
tarceted, allegations suiffice to push‘the threats,
injury, or future ldentity theft bevond speculative to
the sufficiéntly imminent. So in a situation like that
where the information is specifically targeted, that's
sufficient to establish standing. | |

In addition to that, the caqsal connection

argument, that argument was r

@
Lt

\

ected in the Ramejos

(phonetic) case, which was cited on page 14 of our

n
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expressly recogniz

brief. That involved the Nieman Marcus data breach,
which occurred around the same time as the Target data
breach. Nieman Marcus tried to make the ‘same argument
that the pléintiffs couldn‘t show that their injuries
were traceable and the court said the‘fact that Target
or some other store might have ceaused the plaintiff's
private information to be exposed does nothing to negate
the plaiﬁtiff;s standing‘to sue in this case.

With respect to the statute, ves, section 39-190

"does provide a cause of action for a violation of its

provision. -That is a notice statute, but the statute

s that a resicdent of this state who

®

was injured in violation of this section in additicn to
Q

a cumulative of other rights and remedies available may

institute a zivil action. So the General Assembly

recoghized that a plaintiff aggrieved by a data breach

might have other remedies available at law in addition

to the statutory cause of action.

And then the fact that 10 South Carolina case has

ot}

recognized a negligence cause of action such as this,

well that just is another reason to deny the Motion to

Dismiss because ordinarily as a case raises a novel

question of law, it should not be dismissed on a

1Z2(k) (5) motion. Thank you, Your Honor.

THE COURT: Anything from anvyone?
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25

watch

MR. LEHRER: No, Your Honor.
THE COURT: Ckay.
MR, SHOEMAKE: No, Your Honor.

THE COURT: A1l right. Ladies and gentlemen,

MS. SHISKO: Thank vou.
MR. LEHRER: Thank you, Your Honor.

THE COURT: Thank vou.

[¢1)
=

(Whereupon, hearing conéluded at 9:55

--- THIS ENDS REQUESTED TRANSCRIPT ---
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